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Overview

NVD is a comprehensive information technology
vulnerability database that integrates all publicly
available U.S. Government vulnerability resources
and provides links to industry resources. 

It is built upon the CVE standard vulnerability
nomenclature and augments the standard with
a search engine and reference library.



U.S. Government Vulnerability
Resource Integration

http://www.us-cert.gov/
http://www.cert.org/nav/index.html
http://icat.nist.gov/icat.cfm


Integrated Resources
• U.S. Government

– CVE Entries (foundation for all integration)
• NVD would not be possible without CVE

– US-CERT Technical Advisories
– US-CERT Vulnerability Notes
– OVAL Queries
– ICAT Vulnerability Summaries

• Commercial
– Commercial vulnerability databases

• e.g. Bugtraq, ISS X-Force

– Software company security advisories
• e.g. Microsoft, Sun, Red Hat



How is NVD different from 
commercial vulnerability databases?

• Mission and Mandate
– DHS/US-CERT and thus NVD has a special mission to warn the 

public about vulnerabilities and protect the cyber-infrastructure
– Helps fulfill DHS’s commission outlined in the National Strategy 

to Secure Cyberspace
– We will not delay vulnerability publication for “paying customers”
– Exports all data with no licensing restrictions
– Provides official U.S. Government information



How is NVD different from 
commercial vulnerability databases?

• Unique Capabilities 
– includes and integrates all U.S. Government vulnerability 

resources 
– strives to include all industry vulnerability databases thus 

creating a “meta-search engine”
– provides a fine grained search capability
– provides user requested vulnerability statistics (i.e., 

statistics engine)



How is NVD different from 
commercial vulnerability databases?

• Standards Support 
– is the only database built completely on the Common 

Vulnerabilities and Exposures (CVE) vulnerability 
dictionary and included within the CVE website

– is the only provider of large quantities of Common 
Vulnerability Scoring System (CVSS) scores

– is the only database supporting the Open Vulnerability 
Assessment Language (OVAL)



NVD Search Capability
• Enables users to search a database containing 

virtually all known public computer vulnerabilities
• Enables searching by a variety of vulnerability 

characteristics
– vulnerability severity
– software name and version number
– vendor name
– vulnerability type
– vulnerability impact
– related exploit range

• Enables searching for vulnerabilities that contain 
specified US-CERT resources (e.g OVAL queries)



NVD Search Results

• Provides direct access to whatever US-CERT 
vulnerability resources are available
– US-CERT Technical Alerts
– US-CERT Vulnerability Notes
– OVAL Queries

• Always provides access to a US-CERT NVD 
Vulnerability Summary



NVD Vulnerability Summaries
• Provides vulnerability characteristics and 

references
– Description
– Vulnerability attributes (.e.g, severity rating, related 

exploit range)
– Vulnerable software and version numbers
– Hyperlinks to US-CERT and industry resources

• Augments US-CERT existing vulnerability 
publications
– ≈ 500 US-CERT Technical Alerts and CERT/CC 

Advisories
– ≈ 1500 US-CERT Vulnerability Notes
– ≈ 14000 US-CERT NVD Vulnerability Summaries



Integration with security tools
• 234 products use CVE names 
• CVE vulnerability web pages map to NVD vulnerability 

summaries
US Gov
AdvisoriesCVE

Dictionary
Industry
Advisories228 CVE compatible

security tools

Preferred
NVD Encyclopedia



CVE to NVD Integration

• NVD is a superset of the CVE dictionary
• NVD is the “CVE Database”
• NVD automatically updates as CVE changes
• CVE vulnerabilities appear on NVD within four 

minutes
• Vulnerabilities are fully analyzed within hours



NVD Export Capability
• XML Feed

– Enables importation of NVD vulnerability 
information into third party products 

– Gives away the entire database
– No licensing restrictions

• RSS Feed
– Enables systems administrators and security 

operations personnel to keep updated on the latest 
vulnerabilities



NVD Target Audience

• Systems administrators
• IT security operations personnel
• Security tool companies and their users
• GOTS developers and their users
• IT forensics personnel
• Law enforcement
• Auditors
• Researchers
• Those without significant security resources



Uses

• View all publicly available U.S. 
Government vulnerability mitigation 
information 

• Keep abreast on the latest vulnerabilities
• Learn how to mitigate vulnerabilities 

referenced within security products (e.g., 
intrusion detection systems)



Uses

• Research the vulnerability history of a 
product
– Past performance may be indicative of future 

performance
• Research what vulnerabilities might exist on 

a computer that may not be detected by 
vulnerability scanners (e.g., vulnerabilities 
in obscure products)

• View statistics on vulnerability discovery



Uses: Product Developers

• Import vulnerability information for use 
within their products

• Properly label a security product database 
with CVE names

• Properly label a security product database 
with OVAL names



Uses: Academia

• Vulnerability research
• Vulnerability statistics and trends



NIST Special Publication 800-51
http://csrc.nist.gov/publications/nistpubs/800-51/sp800-51.pdf

• Contains guidance on the use of CVE 
within the Federal government

• Should acquire CVE compatible products
• Should monitor for CVE vulnerabilities
• Should use CVE in communicating 

vulnerabilities



Current Status
• Contains To Date

– 13835 vulnerability summaries
– 1.4 million hits per month
– 500,000 vulnerability summaries read per month
– Resources

• 40 US-CERT Advisories
• 1154 US-CERT Vulnerability Notes
• 1012 OVAL references
• 50,000 industry references

– Updated every 4 minutes
– 42 executable Cold Fusion programs





The workload index can be viewed
as the average number of important
vulnerabilities an operations person
needs to handle each day.

Equation used to calculate the workload index:















Total # of vulnerabilities



# of IIS vulnerabilities



# Apache vulnerabilities



# Microsoft
vulnerabilities



% Buffer overflows



CVSS Overview
• Common Vulnerability Scoring System (CVSS)
• A universal language to convey vulnerability severity and 

help determine urgency and priority of response
• Solves problem of multiple, incompatible scoring systems 

in use today
• Initially a NIAC project

– Subgroup of the global Vulnerability Disclosure Framework WG
– Now under the custodial care of FIRST

• Open
• Usable, understandable, and dissectible by anyone

FIRST CVSS:
http://www.first.org/cvss/

NVD CVSS Portal:
http://nvd.nist.gov/cvss.cfm



Why CVSS?
• Different Organizations

– Vendors (response)
– Coordinators (notification, coordination)
– Reporters (research, discovery)
– Users (mitigation)

• All have different roles, motivations, 
priorities, resources, etc

• We need a common way to communicate!



CVSS (Metrics View)



CVSS (Scoring View)





Scoring and Formulas
• The process of combining metric values
• Base score is the “foundation”

– Modified by Temporal and Environmental 
metrics

• Base and Temporal scores computed by 
vendors and coordinators with the intent of 
being published

• Environmental score optionally computed 
by end-user / organization



Example Vulnerability



NVD CVSS Calculator – NVD 
Provided Scoring



NVD CVSS Calculator –
Temporal and Environmental Scoring



Industry Adoption
Organization Status Organization Status

Akamai Adopted npower Evaluating
Amazon Evaluating RWE Evaluating

American 
Water

Adopted Symantec Rolling out

ArcSight Evaluating Qualys Rolling out
Cisco Adopted Tenable Rolling out
eBay Evaluating Thames Water Adopted
IBM Evaluating Union Pacific Adopted

McAfee Evaluating webMethods Rolling out
netForensics Evaluating CSC Evaluating



Questions?
• Peter Mell
• 301-975-5572
• mell@nist.gov

http://nvd.nist.gov
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