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“Software Assurance
Definition

Software Assurance Initiative

DoldiSoftware Assurance diger dieam

* The levelloficonfidence that software is free of
exploitable valnerabilities, either intentionally
designed into) the software or accidentally inserted

s And that the software functions in a manner as
expected.



s

develop and usage without consistent
engineering, has resulted in ad hoc
management andimitigation efforts in a race
to protect systems against breaches?

NII Sponsored

Software Assurance Tiger Team
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idersotiware evaluation services

s Use tools to detect: vulnerabilities

* Coordinate Dol R&ID for valnerability detection
and mitigation

* Work with industry to)develop standards/solutions

* Recommended a Do) Executive Agent for
Software Vulnerability Mitigation and Discovery

— Establish a Do) Center for Assured Software



- NSA Center fof Assured Sofrware
(CAS)

mber, 2005

+ A Focal Point for Software Assurance (SwA) Issues
with the following objectives:

— Partner with our’customers, government, the
private sector andlacademia to identify SwA
Issues and resoelutions

— Develop and utilize tools and methods to analyze
the trustworthiness of software



T T T R T

(CAS) (cont)

* Objectives (cont),
— Evaluate missioni critical components

— Establishy/Identity software standards and
practices tojincrease the availability of assured
software products



- Binary analysis tools/techniques
Role of Formal Methods = Source Code analysis tools/techniques

Developmental Processes Static/ Dynamic analysis

Product Evaluation

Requirements | Design|\Implementation [I'esting | Deploy|Maintenance

Safe Language Standards
Development Tools/techniques



 for Assured Software

Standards

Outreach

Tools and Techniques

Evaluations

|

NIAP

SwAE




Wiiereswe areworking today: .. .

= Fully OpEeratio al

— Beginning to)addressirecommendations from the
GAQO)and DDA NIAR review: reporits

o Software Assurance Evaluations

— Are evaluating some specific software of interest
to NSA 1n the context of a pilot

* First report due in 30 days



Wiicreswe areiworking today. (cont).....

blesswAlmethodology based upon available

—Involves a tools sutyvey as wells asiincorporating lessons
learned from our: pilot

o Strategies for:
— Public Seftware Assurance Standards participation

— Internal NSA Software Assurance Standards and
compliance

— Outreach
— High Assurance
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Using Tools 1or o) gain
Confidence in Software




Jforproperties of software that are
indicators ofithe assurance level

— Degree of confidence that software will securely
and appropriately performiits immtended functions

—Degree of contidence that software will not
perform any unauthorzed functions

—Degree of confidence that software does not
contain implementation flaws that could be
exploited.






Acceprance

the software to '%?é’:;a_evaluated?
— Platform/Machineltanguage
* X80, Sparc, ARV etc.
— Source Ilanguage
* C/C++, Java, Microcode, etc.
— File Format
* PE, ELLE, ROM Image, etc.
— Environment
* Windows, Real-time O/S, Linux



CAS: Identify and fill
capability gaps

@ sl Acceptance

e Extraction/Inspection
*' Analysis

* Meta-Analysis

* Reporting



mtadata.. from the software
— Control Elow Graphs
— Complexity Metrics
— Module IDependencies
— Disassembly/IDecompilation
— Functional' EEXtraction
— Instruction Effects Analysis

— Identification of Code vs. Data



fosdraction/Jnspection

Ection tools are the most
ools available today

sophisticate
— Most academic and commercial research and

development 1s mithis area

— Much ofithe research 1sidriven by the need/to port
legacy applications|to newer platforms and binary
formats



yAnispection tools have complex output
— Use requiresiathigh level of traming

* T'ool results create the'environment for analysis, but
1 most cases onlyandirectly indicate assurance

* Integration of extraction/inspection tools with
analysis teols 1S poor

— Meetadata formats are typically proprietary with
specialized programming interfaces

Sample tool output ...



fosdraction/Jnspection

urance Tools and Techniquesicalculator.exe

Ble Edt Jump Search View Debugger
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Options  Windows  Help
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3 CODE R
; sub_s0s9
[ebpevar_zA], O
short loc_8049342
short loc_g049398

eax,
ax, O
short loc_804934E
short loc_s0493339

[ehprvar_)ai
FFFFh

LexXC:0B8043344
TEXTI0804334C
.text ;
.TEXTI0804934E
Lext:0804334E

Toc_804334E: H
eax, [ebptvar_28]
[esp+d48hevar_48],
tex sub_g0439EE
«Lext: 08049359

text:08043359 loc_8043359: H
eax, [ebpevar_zs]
[espsdshevar_da], eax
SuUb_8043454
[ebpsvar_za], ax
Lebptyar_gso
shortyvar_s3c

28X, var_gig
[e5ptvar_s2s
sub_&var_sig
shortyar 1g

febp-*"9-°

3
Text:0804936F
TextiNs049372
text: 08049375
Text: 08049374
Text:0804937C

- TEXTI0804937C

<

E
3
Ed

-

- Strings window

Address

o rodata:..
rodata:..
rodata:...
rodatar..
rodatar..

Sking

Equation :

Processing

Processing

Diwizion by zero, setting factor to 1!

The following operation has not been implemented yet:
Result

You have entered a wrong infix equation!

rodata

T
C
C
(=
C
c
c
[

rodata

== WinGraph32 - Call flows of notepad.exe

Fle Wiew Zoom Move Help

5| alalx=|+ HoleE= [N
.

== = O

Line 9 of 66

2bgerts [ 5]] - imports (2 [OX]

File 'C:\Documents and Settings\a\My Documents\Fr
compiling file * Frogram Filesh\IDAvidc\ida.idc'
Executing function 'main’...

Compiling file ‘C:ZProgram Filesh\IDAvidchonload.idc'...
Executing function 'OnLoad...

IDA 15 analysing the input file...

You mq¥ start to explore the input file right now.
The init

ojects\Software assurance T

7 - sub_ 100 .l =
e
,.-""“

ial autoanalysis is finished.
L text:080491AF ‘'t find name (hint: use manual arg
. Lext: 0B0491AF n't find name (hint: use manual arg)
AU: idle

Down  Disk: 46GB 00001374 0804937A: sub_B0491C4+186

DER

== WinGraph32 - Graph of sub_1001C42
Eile Wew Zoom Move Help

a| ala|mv]+| [F ole== v

00
oy

false

loc_1001CC3:

push ebx

push edi

push dword_10030C8  ; wchar_t =
Tea sax, [ebp+var_104]

push TFh ; size_t
push ear 3 wchar_t *
call ds :_snwprintf

mov eax, dword_1009334

and [ebp+var_6], 0

add esp, 1l4h

test eax, eax

jz short loc_1001CFC

B +
tr‘uaJ—

01001CB3:
cmp ebx, dword_1009624
jnz short loc_1001CC3

—

false

01001CER:

lea ecx, [ebp+var_104)
push ecH ; 1Param
push 1 ; wParam
push 40Bh ; Msg
push eax ; hvnd
call esi ; SendMessageV

|
true LFaW se

01001CEB:
omp edi, dword_1009620
iz short 1oc_1001CFC

~+

loc_1001CFC:

mov ecx, [ebp+var_4]
mov dword_1009620, edi
pop edi

Pop
mov
pop
call
leave
retn

esi
dword_1009624, ebx

ebx
sub_1007147

4

4
100.00% (80,-580)

_

6 nodes, 22 edge seqments, 0 crossings

4

100.00% (4479,596) 272 nodes, 1293 edge segments, 6027 crossings




xiraction/Inspection

i %~ untitled cfgvgraph2
Graph  Edit Gueries Go  Tools  Window

E # Q ] p X 1+ T 8 =1 G T ] il ] l 4, Path Extplorer - wu-ftpd-2.6(1)

untitle...] Fath  Search  Elision  Mavigation Help
|#closelog exit=| @ @ T e J 3 [ '::;*E
Ar src/fpd.c “ % Unelide Al i {} {@ fl} {I?{k} {} i ) Go
—aupz File Edit Functions Queries Go 7| Skip to |Next | |actual-in [stepks | Mode |visivle

— Seg# |D |R |1 |State |Kind | Program Point
Bes | PAX1TIEEG -

2230 51 it getpid exit

- Sparam_1 ﬁF'd-Cl in.hl Eu:cess.cl du:umajn.cl timeu:uut.c]

_ {woid) signal (SIGALRM, dr:|2236 3 51 entry fontl entry paint
4 i alarm (timeout data) ;
'SiarEu‘H_E I B 22419 51 actual-out Return value : fontlfresultys
transflag - — 2250 51 control-point fontifresult?z == -1
$param_ if EEEDEEDE Mavigation 2251 51 contral-point RoatDirectary I= {waid )0
T ] : P57 51 call-site initialize_dns
Gl Clafes if ({dracor FTOREMEs 2253 51 actual-in gparam_1 = al?his_auur in call initialize_dr

dracggitgndé Call Graph 2254 51 entry initialize_dns entry point

— alarml{lil]l;_ Clyeries
= isdupok = reply (226, “ITSASTEl COMpLELE. el |
#ifdef TRANSFER COUNT | Ready
if (retrieve is data) {
fllE CDUI_'I.t- EI:It-Ei.l++_i OTIraT mTeEdeEL EaaUl S,
file_count_out++; Contral Successors:

?};cfer count total++; CFG Predecessors:
HI CFG SuUccessors:




“::" 23 inSight Architect
e Pz Edk View Search Tooks Soripts  Help
R E & t+= &g

Project Tree

= fllvicbstore jsp.cart. Checkaut_js,
S8 javarserule etRequest

Output Stack

g
B eclipse ket

Sl wiebstore jsp.cart. Checkout_jsp._snService = B core
] nbp.wehstore.arders.0vders roet = & boat

secbstors arders Order ket = [l BootLoader |

= @ BootLoader

Shioww Flowechat
< Shigwr Defirticn

—_— — Showr Lies;
Dataiow ) 05 HPUX

Line  Cantext
e java b
insertSEL =




File Edit
Guided Process Steps

Action  Help

9|

[ Free ]

[ 1 - Load or Mame Solution |

[ 2- Choose or Modify Fles |

[ 3 - Load or Mame Output File |

[ 4 - Select/Create Reports |

[ 5-Execute RsM |

Selection Tree of Path or Files

REM ‘Wizard Solukion

Acquistion Mode (O Path
ppende alke otepad.e =3
|C:'|,Pr0]ect Release 1.1 B3 Fle Edt Wiew Options Profle Window Help BEES
=] B Oy oy o )
|hJc,cpp,java | S8R EHAE S
= O] MOTEPAD.EXE A | Pt | ordinal ~ Hink Funiction Entry Paint
= [ 3 (0x0003) | ChooseFontw 0:763CC4A3
|temp,tmp,test | = [] SHLWAPLDLL BED [na 4 (0x0004) | CommOIgExtendedError Dx763C00CE
8] MSYCRT.DLL B (ma 6 (0x0006) | FindTextw 0x763C8696
: ] GDI32.DLL s & (0x0008) | GetFileTiHzw 0:763E1986
et Path Path To List Acquire Files © Al KERNEL3ZDLL 2 s 10(0x0004) | GetOpenFilehamey 0x763C7C65
B [mya 12 (0x000C) | GetSaveFilehlamety 0x763C7CF3
A] UsER3Z.DLL
~ . : . %] ADVAPIZZ.OLL B (ma 15 (0x000F ) | PageSetupDlgi 0x763D48D6
~| B Ciifroject Release 1.1 Sj e B3 |na 18 (0x0012) | PrintDIgExW 0:76309029
LongContextBlock.c . = |ma 21 (0x0015) | ReplaceTextw 0x763CBECA
X = 2] APPHELP.DLL
RemovellineComment. c &l HTOLLDLL
RemoveFunction,c 8] KERMEL32.0LL
add1linecomment.c Ta] SHLWAPLOLL E Ordinal ~ Hink Function Entry Point ~
: D] USER3ZOLL @ | 100{0x0064) | MjA HjA 0x0001BCED
AddFunction.c ZR] VERSION.DLL €2 | 101 (0x0065) | 0(0x0000) | ChooseCalorA 0x0000EECE
= blockmove.c - E0] MANG.DIL B0 |102{0x0086) | 1(0x0001) | ChooseColor' 0x0000EFEL
B0 |103{0x0067) | 2(0x0002) | ChooseFonta 0x0001C289
! A] MSVCRT.DLL
;ontextLocCommentc : j T B | 104 (0x0068) | 3 (0x0003) | ChooseFontw 0:0001C4A3
™ LineSwap.c . &0 |105(0x0069) | 4({0x0004) | CommDlgExtendedError 0x000100CE
G USERE2OL B0 | 106 {0x0068) | S (0x0005) | FindTexta 0x0001867C
RSM Input File List Al GDISZ.DLL B | 107 (0x006B) | & (0x0006) | FindTextw 000018636
5] ADVAPISZ.DLL 108 (0x006C) | 7 (0x0007) | GetFileTites 0x00002533
M 0LE320U- v |ED | 109 (0x008D) | & (0x0008) | GetFileTiHeW 0200001386 v
Count 9 Append @ Loa e =]
~ | Module File Time Stamp | Unk Time Stamp | File Siee | Attr. | Link Checksum | Real Checksum | cPU_ [ Subsystem | Symbols | Preferred Base | AcualBase | virtuslSize | Load Order | File Ver Product ver Image Ver A
File: List: | Baseling 1.1.Ist 200 |rAsMAN.DLL | 08/03{2004 11:56p | 08/04/2004 2:56a| 61,440 (A 000014747 | 0x00014747  |x86  |&UI <1 0:76E90000 | Unknown 0x00012000 | Mot Loaded  [5.1.2600.2180 [5.1.2600.2180 5.1
20 | REGAPLDLL Uaﬁusﬂzuuqn:ssp 08/04/2004 2:56a| 49,664 (A 0x0001BE28 | 0x0001BE2B  |x86 | Console o 0:766C0000 | Unknown 0xD0DOFO00 | Mot Loaded  |5.1.2600.2180  |5.1.2600.2180 5.1
C:\Project Release 1. 11LongConkextBlock.c 200 |RTUTILS.DLL | 08/03{2004 11:56p | 06/04/2004 2:56a| 44,032 (A 0x000121E6 | 0x000121E6  |x86 | Console o] 0:76E80000 | Unknown 0xD0D0E0OC | Mot Loaded  [5.1.2600.2180 |5.1.2600.2180 5.1
Project Relsase 1. 1{Remove LLineComment 20 | SAMLIE.DLL 08/03/2004 11:56p | 08/04{2004 2:56a| 64,000 A 0x00019C51 | 0x00019C51 xB6 | Console o] 0:71BF0000 | Unknown 0x00013000 | Mot Loaded  |5.1.2600.2180 |5.1.2600.2180 5.1
Project Relsase 1.1\RemoveFunction.c 20 | scEcLLDLL 08/03/2004 11:56p | 08/04{2004 2:56a| 180,224 | A 0x00032B1D | 0x00032B1D  |x86 | Console o] 0:74410000 | Unknown 0xD002E000 | Mot Loaded  |5.1.2600.2180 |5.1.2600.2180 5.1
CH\Project Release 1.1}add!linecomment.c 2] |SECUR32.DLL | 08/03{2004 11:56p | 08/04/2004 2:56a| 55,808 (A 0x00014281 | 0x00014281 ¥B6 | Console o] 0:77FEQ000 | Unknown 0x00011000 | Mot Loaded  |5.1.2600.2180 |5.1.2600.2180 5.1
C:'l,Project Releaselll'l,.\?\ddFunctionc ' 2] |SETUPAPLDLL | 08{03/2004 11:56p | 08/04/2004 2:56a| 983,552 (A Ox000FS968 | 0x000FS96B  |x86  |GUI o] 0277920000 | Unknown 0xD00F3000 | Mot Loaded  |5.1.2600.2180 |5.1.2600.2180 5.1
C:'l,Pro'ect Pilease 1I1'|,blockmove e 20 | SHDOCYW.DLL | 08/D3/2004 11:56p | 06/04/2004 2:56a | 1,483,264 [ A Ox0016F41D | 0x0016F41D  |x86 | GUI o] 0:77760000 | Unknown 0x0016C000 | Mot Loaded | 6.0.2900.2180 | 6.0.2900.2180 5.1
C:'l,Pro]'ect Relonse 1I1'|,ContextLolcComment c 2] |sHSWCS.DLL | 08/03{2004 11:56p | 06/04/2004 2:56a | 134,656 [ A 0x00025718 | 0x00025718  |x86  |GUI o] 0:776E0000 | Unknown 0x00023000 | Mot Loaded | 6.0.2900.2180 |6.0.2900.2180 5.1
C:'l,Pro]'ect Releaselll'l,LineSwa c ' Z0 | Tapiaz.0L 08/03/2004 11:56p | 0B/04/2004 2:56a | 181,760 | A 0x00037360 | 0x00037360  |x86  |GUI [« 0:76EB0000 | Unknown 0xD002F000 | Mot Loaded  |5.1.2600.2180 |5.1.2600.2180 5.1
i 1 Pl L 1HTTPS DICI' fi 200 |URMON.DLL | 08/D3{2004 11:56p | 06/04/2004 2:56a | 601,008 A Ox0009EC78 | 0x0009EC7S  |x86  |GUI [« 077260000 | Unknown 0x0009C000 | Mot Loaded | 6.0.2900.2180 |6.0.2900.2180 5.1
iProject Release 1.1} Jep It 200 |USERENV.DLL | 08/03/2004 11:56p | 06/04/2004 2:56a | 723,456 (A Ox000BE7EA | 0xO00BE7EA  |x86  |GUI [l 0:769C0000 | Unknown 0x000B3000 | Mot Loaded  [5.1.2600.2180 |5.1.2600.2180 5.1
20 | usP10.0lL 08/03/2004 11:56p | 08/04{2004 2:56a | 406,528 | A 0x000656C9 | 0x000656C9  |x86 | GUI e} 0:74D90000 | Unknown 0x0006B000 | Mot Loaded | 1.420.2600.2180 | 1.420.2600.2180 | 5.1
20 |UTIDLLDLL | 03/19/2004 5:44p | 08/18/2001 12:36a | 25,600 [ A 000000091 | 0x0000DD91 %86 | Console FDB 0x5ADB00D0 | Unknown 0x0000AD00 | Mot Loaded | 5.1.2600.0 5.1.2600.0 5.1
200 |UXTHEME.DLL | 08/03{2004 11:56p | 08/04/2004 2:56a| 218,624 (A 0x0003E638 | 0x0003E638  |x86  |GUI e 0x5AD70000 | Unknown 0x00038000 | Mot Loaded | 6.0.2900.2180 |6.0.2900.2180 5.1
200 |VERSION.DLL | 08/03{2004 11:56p | 08/04/2004 2:56a| 18,944 A 0x00011078 | 0x00011078  |x86  |GUI e 0x77C00000 | Unknown 0x00008000 | Mot Loaded  |5.1.2600.2180 |5.1.2600.2180 5.1
: 20 | w32TOPLOLL | 03/19/2004 S:44p | 08/18/2001 12:33a| 22,016 (A 0:x00014769 | 0x00014769  |x86 | Console PDE 0:71F40000 | Unknown 0x00009000 | Mot Loaded | 5.1.2600.0 5.1.2600.0 5.1
R3M Command Line 201 | WINHTTP.DLL | OBj03{2004 11:56p | 08/04/2004 2:57a| 351,232 | A 0x00055026 0x00055D26 *BE UL [l 0x4D4F0000 Unknown 0x00058000 | Mot Loaded | 5.1.2600.2180 | 5.1.2600.2180 | 5.1
puto [-H-O'Fpotuments and settgeine esHA 5 | ¥ImeT o | 1ises oo zve| osmr|a  [povomwe [oosomwn [ fox  |ov  [orieno [ueow  [outmom|mionsd [somam |cozmam s g
< b
'Warning: At least one delay-load dependency meodule was not found. A
"Warning: At least one module has an unresolved import due to a missing export function in a delay-load dependent madule. a

For Help, press F1



CAS: Identify and fill
capability gaps

CAS: Foster integration
and promote further

@ : Accep funee research
e Extraction/Inspection

*' Analysis
* Meta-Analysis

* Reporting
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Arialysis

¥nditechniques that query the metadata
for'propertiesforindicators of assurance

— Existence ofi Butfer @Overtlows

— Improper Memory Management/Object Reuse
— Insecure Storage of: Cryptographic Keys

— Ilack ofi Authentication

— Race conditions

— Covert Channels

— Unexpected Functionality



— Relatvely prmitive

— T'ypically tailored to)a specific sets of bugs
* Not easily modified tojaddress new questions

— Tiypically highly coupled to a particular
extraction/inspection tool

s Simple analytic capability carries with 1t the
cost of sophisticated tool

— Lots and lots of false positives
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Arialysis
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.

jeally: create smalllprograms on the fly
t0 AanSwer speciliciquestions

— Custom tools generally aren’t refined to cover all
relevant cases

— Eimited distributioniand support of tool

— T'ools themselves are not well-engineered or
extensible

— No mtegration mto an overall evaluation
methodology



CAS: Identify and fill
capability gaps

CAS: Foster integration
and promote further

@ - Acceptance research

o Extraction/Inspection
@ / p CAS: Generate quality

@ o Analysis < tools, reduce false

positives
* Meta-Analysis

* Reporting



Pl

Mera-Analysis

ﬁtegrat &)U

tput from multiple analytical tools and
techniques toydiscern higher-order assurance
imdicators

— Some tools may increase the confidence in the
results from another tool

— Use one topl to focus the analysis of a following
tool or filter: the results of a preceding tool

— Independent indicators help rank results

— Perform analytical tests not within the capability of
any one tool



Mera-Analysis

//////////

.

) ;1ca1 methodology currently exists that:
— Iteveragesitheistrengths of multiple tools

— Contains the technological “glue® to connect
tools from different vendors

— Miodelsisoftware assurance through a diverse set
of direct and mdirect indicators

—Is repeatable; scalable, and well-documented



CAS: Identify and fill
capability gaps

CAS: Foster integration
and promote further
sl Acceptance

research

o Extraction/Inspection
@ / p CAS: Generate quality

@ o Analysis < tools, reduce false

positives
@ * Meta-Analysis
\ CAS: Weave tools into a

b Reporting scalable methodology
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REporing

"%%ansfor

Wanalytical results into) comprehensible
TEPOLLS

— Ranked “raw’?dataifor follow-on deep analysis
— Comparative results for systems design decisions

— Summary resultsilimked to standardized evaluation
criteria foruse as part of'a larger evaluation process

— Formal evaluation report for technology-only
evaluations

* Report formats are not currently defined
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casuring Softwdre Assurance

CAS: Identify and fill

capability gaps
ort: Card: pability gap
' CAS: Foster integration
@ e A and promote further
cceptance research

@) e Extraction/Inspection T r—
: Generate quality
@ o Analysis < tools, reduce false

positives
@ * Meta-Analysis
\ CAS: Weave tools into a

@ 4 Reporting \ scalable methodology

CAS: Define customet-

focused report formats
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