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May 3, 20006:

A computer is stolen with Department of
Veterans Affairs sensitive data

e Action of one VA employee affects 26.5
million veterans and dependents
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May 19", 4:00 pm:

| received a late Friday afternoon call at USA Services from
the VA:
« The following Monday, there will be a press

conference announcing the theft of a government
laptop from an employee’s home

e 26.5 million veterans and dependents would want to
call someone about the matter
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« USA Services is a Presidential e-gov initiative that helps
government be more citizen-centric

 We provide direct service to citizens via.:
-- FirstGov.gov site -- E-mall
-- 1-800 FED INFO -- Pueblo

 We help agencies respond to the public more efficiently
and effectively, in everyday situation or in response to
emergencies

* Direct outgrowth of USAS was the creation of the
FirstContact contract

Office of Citizen Services and Communications
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 Proven track record in responding to citizen phone
calls and e-mails in times of disaster

« USA Services helps agencies cope with the
aftermath

 Have handled broad range of government calls for
decades

o After 9/11, began handling calls for State Department
for overseas citizens

Office of Citizen Services and Communications
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FirstContact offers:
* Pool of 5 pre-qualified contact center vendors

 “The Five” offer a wide range of services
at a “pest in industry” level of performance

» Experienced GSA staff will shepherd agencies
through the selection process

Office of Citizen Services and Communications
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Whether it’'s human nature or Mother Nature:

After Hurricane Katrina (and Rita and Wilma),
we used FirstContact to help FEMA answer
calls from victims.

Two vendors selected who managed multiple
centers for three months

Handled 1.5M calls

When the VA laptop was stolen, OMB’s Karen
Evans recommended use of USAS

Office of Citizen Services and Communications
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May 20th -- May 22n4d:

e Friday May 19%: | received the first phone call on the
VA incident

e Saturday May 20%: USA Services awards the task
order

e Sunday May 21st: White House meeting to map
strategy and coordinate response: Karen Evans from
OMB, and senior officials from VA, Justice, FBI, FTC,
and USA Services.

Office of Citizen Services and Communications
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May 20th -- May 22nd:

e Sunday, May 22"9: Our website, Firstgov.gov, establishes
a prominent link from its homepage to one exclusively for
the VA incident, housing a series of FAQs. This page will
be updated as the situation develops.

* In the weeks to follow, this site will experience over one
million page views.

* Both the public and the agents staffing phones will use
this site to answer questions.

Office of Citizen Services and Communications
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May 20th -- May 22nd:

e Sunday, May 22"9; Hiring begins....and is completed.
Our vendors have a ready pool of phone agents.

« Monday morning, May 22nd: 1,500 agents in 6
Teletech centers and 7 ICT centers, as well as our
own National Contact Center, receive training to begin
answering questions from a very worried public.

Office of Citizen Services and Communications
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Monday, noon, May 22"9:

« Secretary Nicholson holds press conference
announcing the stolen computer incident

 The media promotes the story, prominently offering
1-800 FED INFO and FirstGov.gov for more info

« Our agents are in place when the phones begin
ringing

Office of Citizen Services and Communications
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Associated Press
May 23, 2006

"Data of 26.5 million veterans swiped in theft

By Hupe Yen h" ) J q/t_
ed Pres

\\ \‘-III\( TON — Personal data,
including Social Security numbers of
26.5 million U.S. veterans, was stolen
from a Veterans Affairs employee
this month after he took the informa-
tion home without authorization, the
department said Monday.

Veterans Affairs Secretary Jim
Nicholson said there was no evi
dence so far that the burglars who
struck the employee’s home have
used the personal data — or even
know they have it. The employee, a
data analyst whom Nicholson would
not identify, has been placed on
leave pending a review.

“We have a full-scale investiga-
tion,” said Nicholson, who said the
FBI, local law enforcement and the

VA inspector general were investi-

FOR MORE INFORMATION

Veterans suspecting identify
theft can visit www.firstgov.gov Or
call (800) FED-INFO.

gating. “I want to emphasize, there
was no medical records of any veter-
an and no financial information of
any veteran that's been compro
mised.”

“We have decided that we must
exercise an abundance of caution
i‘,'l‘! ]IIC}\'(' our velerans are
aware of this incident,” he said in a
conference call with reporters.

The theft of veterans’ names,
Social Security numbers and dates of
birth comes as the department has
come under criticism for shoddy

A

sure

See Veterans, Pag

+ & IRAnkROn
Veterans Affairs Secretary James Nicholson, right, and Attorney General

Alberto Gonzales discuss Monday the theft from a VA employee’s home of
personal information of 26.5 million U.S veterans.
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Some of the questions the Vets asked.:

« Was my information in the stolen data?

Wil my benefits be affected?

 What were the intentions of this employee?

« Does VA have a copy of the disk with the stolen records?
« When will I be notified if my information was stolen?

Wil Il be held responsible for fraudulent acts in my name?
 Will the VA pay for credit card identity theft monitoring?
 I'm a dependent; was my information stolen too?
 Was the stolen data encrypted?

« What's being done to prevent this from happening again?

Office of Citizen Services and Communications
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And some comments they gave:

 “l know it was an inside job.”

* “The employee who took the laptop home should be
prosecuted.”

 “A class action suit should be brought against the
government.”

Office of Citizen Services and Communications
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“I can’t even walk out of Wal-Mart with
a $10 CD without setting off an alarm
and someone asking to see a receipt;
yet this employee walks out of an
office with a laptop full of sensitive
information, no questions asked.”

Office of Citizen Services and Communications
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In summary, the Federal response, led by
VA:

« Worked closely with FBI & local law enforcement
officials

e Set up multiple contact centers
e |Issued press releases

e Constantly updated info on va.gov, FirstGov.gov, and
DoD’s website, and for the contact centers

Office of Citizen Services and Communications
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 Placed VA program managers on-site at the centers
 Mailed letters to all veterans
* Pursued free credit monitoring service for all vets

o GSA listed credit monitoring agencies on the GSA
schedule

Office of Citizen Services and Communications
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Biggest Challenges:

1. Staying ahead of — or just current with — the
media.

2. Ensuring accurate, responsive information by
contact center agents and on FirstGov.gov

Office of Citizen Services and Communications
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USA Services stayed in constant communication with VA
and OMB (we filed daily reports at midnight for weeks)

Information that we furnished on behalf of the VA had the
potential for far-reaching ramifications

Info on FirstGov.gov or provided by phone agents had to
be thoroughly vetted to avoid creating confusion, panic,
l-will

For some media, these factors were less of an issue; we
constantly played catch-up with the latest headlines:

Office of Citizen Services and Communications
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VA employee unproperly took data

home for 3 years, mvestlgators say

Inspgcto?; general says be learned about bma’cb through office gossip
oy

ASHINGTON (AP) — The theft
of personal data for 26.5 mil-
Iinnvetemmcamewtlmamenﬁnn
of the Veterans Affairs inspector gen
era.]nnlylhmughuﬁcegmp.he
told Congress on Thi
In four hours of tam.u:lurqr IG
m‘geﬂpfersmdthedepmt ]

abou[tazsecuﬂ:yandmmd:tmmn“

employee who lost the data when his
house was burglarized had been im-
properly tni:hig the mml home

Earlier, VA Secretary Jim Nicholson
said he was “mad as hell” that he

wasn't told about the until
May 16 — nearly two after it
happened. He then told FBI

the on
May 17, leading to a public an-
nouncement May22. - i
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Personal data of | { v With Stolen IDs Urged To Contact Feds |
26.5M vets stolen dentity theft | Datieiigies)

from VA worker

duty miitary

Theft of data s, B 0 .
shocks veterans VA learned of ID theft via gossip

Frequently

Asked Filner curses VA for

Questions On

VA's Letter To handling of date theft

Veterans _

VA asking for more money to fight data theft
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” Joe wants

Aid Veterans in Identity Protection fe(zfsf\t(;lf?tf
= - - - 1n e
Veterans warned to be on lookout i

for unusual financial activities, calls

Secretary Nicholson Announces VA
to Provide Free Credit Monitoring

Burglary o
leaves vets |
at risk for e Veterans advised to take
identity theft Evailablel i steps to protect ideﬂtity

Rahall: Recovery of Laptop A “Bright Spot” But
Should Not Deter Mission To Protect Vets
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Nearly 700 print mentions of the data breach: FirstGov.gov and
1-800 FED INFO usually cited as a contact point for information

‘*E-GOV
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June 29, 2006:

Stolen VA laptop recovered, and not
compromised.

Office of Citizen Services and Communications
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Lessons Learned:

e Expect an influx of public inquiries on short notice

 Work out a citizen telephone response plan that can
go into effect quickly, e.g., contracting for contact
center services, or marshalling agency employees

* Involve all relevant government websites

o Establish strong link between response approvers
and those interacting with the public.

Office of Citizen Services and Communications
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Lessons Learned:

* Create swift approval process for updates to information
as situation unfolds

 Ensure that all Federal information for the public Is
consistent no matter what the channel

« Create positive responses that agents can use even if
no final decisions, or if the question is beyond scope of
government responsibility (“How can | become part of a
class action suit against your agency?”)

Office of Citizen Services and Communications
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Lessons Learned:

e Get updated information to the front lines quickly

 Have at least one agency employee onsite at each
call center for knowledge support (VA did).

Office of Citizen Services and Communications
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Lessons Learned:

 Federal agencies: be aware that GSA has credit
monitoring services on schedule now.

 http://www.gsaelibrary.gsa.gov/ElibMain/SinDetalls
 General Schedule questions: 703-605-2820

Office of Citizen Services and Communications
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The Outcome....

 InVA's case, call response was less than expected

« 26.5M affected individuals resulted in 250,000 calls and
one million page views at FirstGov.gov

 What helped:
-- Posting info on federal websites (VA, FirstGov, DOD)

-- Media coverage
-- Letters to veterans

Office of Citizen Services and Communications
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The Outcome...

 Information on the VA laptop was not compromised,
thus there was no need to offer free credit monitoring

e But it could have been compromised

e If VA's laptop had not been recovered, we’'d have
answered calls for much longer than 15 weeks

Office of Citizen Services and Communications
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Conclusion:

* Problem of potential data breach not limited to federal
agencies: state agencies, schools, private companies
are vulnerable

e Having a plan in place to respond to breaches is key
to any organization that maintains sensitive data.

Office of Citizen Services and Communications



USA Services
WWW.usaservices.gov

Teresa Nasif
202-501-1794

T
= Afwerriny
= RLIL
w dql{.}r\q pl!
= Hinslerme by

ey Feriners

= bpdwlimns Pesteary

= Abegut Un

= LA

» kit

= Hmda & Evnnls

Raigirih

=l e Fn P iy

Flamlsewewn.are

BN n gt e L e

»
E-GOV

Fieeriaw

USA Services

USASERVICES

‘*E-Gov

5

x!

We Help Your Agency Respond to Citizens
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