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Why this presentation?

This is an emerging and important area of information assurance tha
cyber physical systems.

CPS instantiated in the industrial world can be view as control system
security or sometimes called Supervisory Control and Data Acquisition
(SCADA) systems.

Control systems are computer based facilities, systems, and equipment
Ray Vaughn used to remotely monitor and control sensitive processes and physical
Associate Vice President for Research functions.
Mississippi State University
Critical Infrastructure Protection Center These systems collect sensor measurements and operational data from t:
vaughn@research.msstate.edu field, process and display this data, then relay control commands to loca’

remote equipment. These commands may turn on or off electrics!
components, open or close pipeline flow, add chemicals.t
re route electricity, or perform other important funat

My observation and opinion... Reasons for Concern Now

Industry is heavily reliant on interconnected
computer systems and computer systems are h
vulnerable to penetration

Risk is elevated for interconnected systems

Control systems are computer systems just
smaller and more vulnerable

Control systems are often old (10 years or so)

Control systems are often connected to the interr
not managed by the IT professional staff, and ha
a heavy reliance on wireless communication,

They are being attacked today....
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A basic view of connections
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Things that concern us

Data is sent in clear text

Heavy use of wireles<

Protocols are not

Data can be cF cated
Connectior 2 networks
Unpatc* improperly
conf’ .e, inadequate
pl. dJon....

Who is looking for your
SCADA infrastructure?




The pie chart below shows the global scanning data by country:

Dozens of exploits released for popular SCADA programs
Giant bullseyes painted on industrial control software

The flaws, which reside in programs sold by Siemens, Iconics, 7-Technologies,
Datac, and Control Microsystems, in many cases make it possible for attackers to
remotely execute code when the so-called supervisory control and data acquisition
software is installed on machines connected to the internet. Attack code was
released by researchers from two separate security camps over the past week.

“SCADA is a critical field but nobody really cares about it, Luigi Auriemma, one of the
researchers, wrote in an email sent to The Register. “That's also the reason why |
have preferred to release these vulnerabilities under the full-disclosure philosophy.

The vulnerability dump includes proof-of-concept code for at least 34 vulnerabilities in
widely used SCADA programs sold by four different vendors.

... came six days after a Moscow-based security firm called Gleg announced the
availability of Agora SCADA+, which attempts to collect virtually all known®SCADA
vulnerabilities into a single exploit pack. The 22 modules include.exploits for 11 zero-
day vulnerabilities, said the company's Yuriy Gurkin in an-email. It s not clear how
much the package costs.
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Our Work at MSU...

Based on four + years of research in MSU’s SCADA sect
laboratory

A side effect resulted in SCADA hacker arrest discussed

I will present several actual SCADA vulnerabilities that exist
today not notional These are repeatable and exist in the
critical infrastructure.

These are representative — there are many more...

22,2011
Robert Wesley McGrew PhD candidate at MSU

McGrewSecurity.com has done a great deal of the=
work.
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Vulnerabilities in HMI Software

http://plcforum.uz.ua/

GE Fanuc Proficy iFIX 4.5/5.0
Insecure storage of passwords
Authentication bypass
Allows those with access to escalate privileges on
the SCADA system
Lower-level personnel with physical access

Remote attackers with access via
other/mainstream exploits

Sample Site where
control system code is
available and cracks are
shared.

Denial of Service

An Actual Takedown

Tracking and Trapping a
Hacker

Wesley McGrew & Ray Vaughn
Mississippi State University
Critical Infrastructure Protection Center




7/11/2011

Real-World HMI -Securlty Incident - .h Evidence of criminal aCti\

Texas Hospital Control System Incident — late June to ‘ = scattered around the interi

early July 2009 1 - (YouTube, Myspace, Forum
etc.)

Plans were made for a
4th of July coordinated
DDOS attack by the ETA

Suspect arrested by the FB
a week before the planned
attacks, with evidence
gathered by and.z

at the MS

Recrultment

—_—
B EverDesign Recrultment (hages: 12) 18 17 T \
Mot | EX "

= WebHax Crew - Members read Important news
153

NEW] Antimatter crew recrulting (Pages: 123 4

= IHack (Psges: 1234 .. last)
0 v

= The Wraith's back!ll

2 iave

= The Dark Side Co. - Recrultment OPEN AGAIN! (
4 )

51 LEIA) ety Wil Hatw ORLY [ETAL 3 L e s ok i sl
= [Recrulting] The Wisemen ( 4. iast) Uk eckige: Shelo Sictigs Ehelly
(Comrace] Lucien Lachance

Acknowdeds il Hest Optisns




7/11/2011

—

Previous

gy Frogze Prataction Status
fSugers Froeze Puatection Setpoint

fSugen; CHiw Pump Cil
Bungen CHIW Fump Staus

HEnably
ItOFF

fEtgery Chller Sefpoint
b o0 TRmpaaIpaT
il vgalerTage!

g vagviatortempun

finacine

rCapaciy

HVAC Server Hacked! - WarezScene .. The Fulure of Warez!
9 . hy hacked.himl ¢ (-

.
- dallas craigslist > mid cities > resumes email this posting 10 a friend

GhostExodus
plesse g with care:

[Experienced Ethical Hacker/ PC Repair (Arlington)
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name and ather contact information available upon requeset.

Objective: To invest my talets and skills in an area that others may benefit from them

April, 2007 - April 2008 Allied Baron Security Services Fortworth, TX

Security Officer

Responsibilities include the following; data entry, telephone etiquette, cusiomer service, making copies,

handling diffieult situations, communicating with EMS and police.

April 2008 - May 2008 Triple D Armored Services Dallas, TX

Armored Car Driver

Daily interaction ivery, telephone etiquette, navigat
coin and cash.
[October 2008 - present United Protective Services Dallas, TX

Customer service, telephone etiquette, monitoring and securing infrasiructure, making copies, logging
events.




Called FBI and Texas DA's office on
Monday

FBI agent from Jackson drove up that
afternoon to get the evidence

Briefed agents on findings and notified

them of new developments over the
next few days

Arrested as he arrived to work that
Friday evening

19 SA Singh was also told that a review of the HVAC computers had identified a
malicious program on it which allowed unauthorized users to assume remote control of
the system. Property management also noted that the HVAC system was continuing to

experience problems, including a one hour outage of all

ve units controlled by the
HVAC computer on 6/25/2009, which appeared to originate with the softwarc
controlling the HVAC system as none of the alarms which should have gone off did
They further noted that prior to the intrusion they have never experienced an incident

where more than one or two units had problems al the same time.

ided by LT Hilbol which

CW-1 had collected. Inclided -

of the City of Dallas computer system by ETA, MCGRAW's hacker group. Hased on the

par
Document 1 Page 186113
Detestive Bill Cox, i with the FBI in
force rok, n

Love Ficld and that it was already known by DFD to have been conpromised by an

unauthorized individual, Other documents indicated that MCGRAW had slso

by the National ic and
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4. There is probable cause to believe that JESSE WILLIAM MCGRAW has

violated the provisions of 18 U.S.C. §1030(a)(SNA) and §1030(cH4NB)(iv).

1030(a}(S)A) Whoever ... knowingly causes the transmission of a program,
information, code, or command, and as a result of such conduct, intentionally

causes damage.

without authorization, to a protected computer...

1030(cM4)(B)() the punishment for an offense under subsection () . .. of this
section is - a fine undet this title, imprisonment for not more than 10 years, or

both, in the case of -

oceur

after a conviction for another offense under this section, if the offense cause ... a

harm provided

in subclauses (I} through (V1) of subparagraph (A)iv), [that being

(iv)], a threat to public health or safety;

RITER STATES OF AMERICA
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Arrest and Indictment
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15, On 6/24/2009. $As Lynd and Singh spoke to the apariment manager at 2801
TRINITY OAKS DR, ARLINGTON, TX, 76001, who confirmed that JESSE
WILLIAM MCGRAW lives in apartment 328 based on his lease and that he and his
‘wifie had two vehicles on the lcase, including a Nissan Altima. The apartment manager
also provided a floot plan of apartment 328 and a verbal deseription of the apartment.
The apartment manager also stated there was a camera over the door of apariment 328, 1
is Affiant’s experience that computer hackers who believe that they are under surveillance|
or in danger of being arrested use cameras to see who is at their doors in order to destroy
evidence and / or flee if law enforcement or a rival hacker come to their residence. The
manager stated that apartment 328 was in the first set of apartments on the right facing
Trinity Oaks Drive and across the first breczeway and up one flight of stairs on the left

side of the landing.
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300 bu the Fal turned him into] - Page 3 - B nj3ct Hacking & Security.
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B
There was & lot more to It

Mcgraw | heard about me 5o | started to talk to him | wanted to get more Information about him. T heard he had
worked with the goverment and | wanted to get more information off of hi

50 | released that picture to him not anly that with the was already keeping a Fioawiu
record on him. They were after him even before this had went down. Hogrew pot thinks hes leet cause he saw a o -

okt i v 1 ool i Ol rod poctod awar Setasion Mmtaves ek irk3 & Al Matigation L @SB LU 4
St ot Excd

(@4 verinmeye Jon oate: 529 2008
medatd Locotion: new sesland

111 would have known It would of went Into this blg of & mess | would not have done It I do feel bad for It as ghost 409 servin yoor masters and join the resistance mgrew Pt 144

exodus was & very good friend | called him 1 day before he got arrested . 8

He sald to me Willlam | need to stop this man because | have & wife and kids and | need to take care of them more
than anything. It made me feel bad because deep down Inside | knew the DOD was already coming for him but | kept
that to myself just so | wouldnt ruln his day the next day later sadly enough ghast exodus went to fall

I never wanted this to happen and | wish | could go back in the future and change It.
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Leader of Hacker Gang Sentenced to 9 Years For

Hospital Malware Take-away

By Kevin Poulsen & March 18, 2011 | 7:56 pm | Categories: Hacks and Cracks

The former leader of an anarchistic hacking group called the Electronik Tribulation Army was sentenced . .
Thursday to 9 years and 2 months in prison for installing malware on computers at a Texas hospital. Low s k| | | can |ead to heavy co nseq uences in
Jesse William McGraw. aka *GhostExodus,” was also ordered to pay $31.881 in restitution and serve three

years of supervised release following his prison term SCADA attack

MeGraw, 26, of Arlington, Texas, came to FBI's attention in 2009 afier he shot a YouTube video of himself Human-Machine Interface secu rity is important
staging an “mfiltration” mission at an office building, in which Le's seen dramatically skulking through the
and flawed today

halls and mstalling RxBot on a desktop computer. According to the government. the Electronik Tribulation
Army was building a modest botnet to attack rival hacker gangs. including Anonymous — which at the time
‘was known more for ambitious pranks than for the hacktivism that has since made it famous.

Physical security can be the Achilles heal
Taking action on serious incidents that present
themselves is important

Vendors of SCADA hardware and software nee
to consider security during the design.rk

http:/fiwww.wired.com/threatlevel/2011/03/ghostexodus-2/
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Conclusions

We’'re going to see more incidents involving
SCADA security breaches in the future

This is an area needing much more research
Its an international problem and would
benefit from international cooperation

We are developing a strong partnership
between MSU, Queensland University of
Technology and AUS CERT

10



