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OIG Responsibilities Under FISMA
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OIGs are required by FISMA to perform an annual
evaluation to determine the effectiveness of their agency’s
Information security program and practices

Testing of the effectiveness of information security
policies, procedures, and practices of a subset of the
agency’s information systems

An assessment of compliance with FISMA
requirements and related information security
policies, procedures, standards, and guidelines



FISMA Provides a Structured Process for Assurance of
Information Security
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Risk assessments of the risk and magnitude of the harm that
could result from unauthorized access, use, disclosure,
disruption, modification, or destruction of information or
systems

Policies, procedures, and security plans that determine
controls needed to cost-effectively reduce risks to an
acceptable leve

Periodic testing and evaluation of the effectiveness of
policies, procedures and controls



FISMA Provides a Structured Process for Assurance of
Information Security (cont.)
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Process for planning, implementing, evaluating, and
documenting corrective actions to address deficiencies

Security awareness training

Procedures for detecting, reporting, and responding to
security incidents

Plans and procedures for ensuring continuity of operations
of information systems



2012 FISMA Reporting Metrics for 1Gs
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DHS FISMA guidance directs the OIGs to focus their
reviews on:
Risk management
Continuous monitoring
Incident response and reporting
Security training
Plan of actions and milestones
Remote access management
Identity and access management
Configuration management
Contingency planning
Contractor systems
Security capital planning



Measuring the Maturity of Agency Information Security

Programs, Policies, and Procedures

NIST Maturity Model
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