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NIST Software Testing Work

Goal: Reduce testing cost

* Key finding:

Most failures found are triggered by one or two variables,
and progressively fewer by three, four, or more variables,
and the maximum interaction degree is small.
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Examples of ‘t-way’ Variable Value Interaction-Driven Failures

3 Variables’ —— > g h
: :
Test input values g code Qe3|red behavior
P \ <either>
- y, _
failure
Variables >| Pressure | Volume | Velocity | Result ‘t-way’ Interaction
Three <10 Failure 1 - Way
po§5|ble <10 > 300 Failure 2 - Way
failure
scenarios <10 > 300 >5 Failure 3 - Way

« The NIST Combinatorial Coverage Tool measures the capacity
of a test suite for detecting faults due to t-way interactions.

» This is different from code coverage measures such as
statement or branch coverage.
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NIST Tool Mechanics

In excel, define

Input

and their Values
for test cases:

Input .csv file into NIST Tool

which compares the[Test Values

against all possible values:

1 | ENABLE SIDEA | AVERAGE
2 | ENABLE SIDEA | MINIMUM
3 | ENABLE SIDEB | MINIMUM
4 | DISABLE | SIDEA | AVERAGE
5 | DISABLE SIDEB | MINIMUM

>

Save Values in .csv file format

ENABLE, ENABLE, ENABLE, DISABLE, DISABLE,

Side A, Side A, Side B, Side A, Side B,

AVERAGE, MINIMUM, MINIMUM, AVERAGE, MINIMUM

2-way (12) 3-way (8)
4 N\
(ENABLE SIDEA) ENABLE SIDEA | AVERAGE
SRR SIDE B ENABLE SIDEA | MINIMUM | |
ENABLE SIDEB | AVERAGE
ENABLE | AVERAGE
ENABLE SIDEB | MINIMUM
ENABLE | MINIMUM
DISABLE SIDEA | AVERAGE
DISABLE | SIDEA DISABLE SIDEA | MINIMUM
DISABLE SIDEB DISABLE SIDE B AVERAGE
DISABLE | AVERAGE DISABLE SIDEB | MINIMUM
DISABLE | MINIMUM (5)
SIDEA | AVERAGE
\SIDEA | MINIMUY
SIDEB | AVERAGE
NIST Tool
SIDEB | MINIMUM Output Chart
(11)
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NIST Tool Output Chart

0 [ e S|

NST  Combinatorial Coverage Measurement

Main | Parameters I Constraints I Invalid Cornbinationsl

Number of tests 5 | | Setnumber oftests and parameters Invalid Combinations 2 way stats: coms, varfval, total
- [[] 3-way heat map 3,12, 0917
Number of parameters |3 < Load input file -
- ? C:\nglmm Files (86)'gnuplot'bin I-wa 3 way stats: coms. varfval. total
Number of constraints 0 ’ Tr—— ] \PSl”'_JFm_*-'me - ¥ 18 0625
Max values per parameter 50 — [T] Gen missing combinations
perp v 5tests. 3 parameters loaded Append tests [ Report 4 way stats:
fie losded:  Three Varables againagain .cav Cov % |0 “| Mtests (10000
. .
Step Line Chart | Paint Chart
[ Save chart l [ Clear chart ]
1 AN . . . . . . Coverage for fle
LT T No coverage Throe Variables ageinagein.cov
region | fReienie
ov>=0.05=11=1.
0.8 2'Way coverage €gio | Cov >=0.10= 1/1 = 1000
: Cov>=015=11=1.000
Cov>=020=1/1=1.000
R
ov >=0.3l= =1
Percentage Cov >=0.35=1/1=1.000
T ST
>=045=11=1
coverage Cov >=050= 1/1 = 1,000
0.5 Cov >=055=1M1=1.000
2 Cov >=0.60=1/1=1.000
Cov >=0.65=01=0.000
0.4 Cav >=070-0/1 = 0.000
SErER
ov >=U. = =1
03 3-way coverage Cov 2=0.85- 1 - 0000
Cov >=0.90=01 =0.000
0.2 Cov >=0.95=0/1 =0.000
’ Cov >=1.00=01=0.000
— Zway
01 - Tway
0 . oo
0.00 0.10 0.20 0.30 040 0.50 0.60 070 0.80 0.90 1.00 AISO |dent|f|es
0.05 015 0.25 0.35 0.45 055 0.85 075 0.85 0.95
. Missing Cases
Percentage of each t-way combination ] 8

[ Reset All J[ Ed |
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IV&YV use of NIST Tool Conclusions:

“The NIST Tool provides a structure for recording and reporting test coverage.”

1. Asaninline IV&V analysis tool (including peer reviews):
1) Example: analyze coverage/lack of coverage of developer tests
2) Expect moderate overhead for worthwhile value added.

2. As an inline Verification tool in JSTAR/ITS:

1) Example: identify the coverage of tests as they are defined
2) Expect low overhead for high value added for test planning.

3. Asan V&YV audit tool:
1) Example: auditing completed IV&V analysis of developer tests
2) Significant overhead for value added.

4. As a macroscopic IV&V tool:
1) Example: analyze project or multi-project test plans
2) Expect a moderate overhead for additional high level insight.
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1.
2.

IV&YV use of NIST Tool Recommendations:

“The value of the NIST Tool must be proven in IV&Y field trials.”

Add the NIST Tool and Instructions for Use into the Catalog of Methods.

Use the Tool during active IV&V projects (including peer reviews)

1) For evaluation of test coverage of developer’s test plans.
2) During analysis of developer test case scripts.

Implement Tool in JSTAR/ITC as verification test planning aid to measure
coverage of tests as they are planned and before they are run

1) During inhouse testing of developer flight software

2) During inhouse development of test tools and other support software

3) During development of simulators

Consider

1) Use of Tool in comparing developer tests plans among projects.
2) Collaboration with USAF and JHU/APL regarding Tool experiences
3) Introducing Tool to software developers



Combinatorial Coverage
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Coverage of flag combinations

Four flags: control enable/disable; control side; telemetry side;
control flag (avg/min)

Reasonably good : 88.9% (2-way), 75% (3-way), 62.5% (4-way)
Review of test values shows only one test for telemetry side B, so
coverage would be higher if supplemented with more side B tests

If flags affect execution
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sequence of software, 09 :
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significant; osd
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14 tests, valid/invalid value
combination coverage

* 2,3, 4-way coverage =76.1%, 45.9%, 25.7%

 Combinations of values probably less significant than for flags

that control s/w 1
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Coverage

09
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Comparison of coverage:
tests for MINIMUM and AVERAGE

* Coverage similar although 4 tests with MINIMUM flag, 10 with
AVERAGE flag

* Coverage significantly lower than for flags

MINIMUM: 57.6%, 31.6%, 16.7% AVERAGE: 51.3%, 27.6%, 14.4%
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Coverage
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Comparison of coverage:
tests for type A and B sensors

Significant difference in coverage
Suggests tests are more thorough for A type; higher risk of
untested situations for B
More tests for B may be helpful
A: 82.1%, 51.2%, 28.9% B: 65.3%, 36.9%, 20.3%
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Difference in coverage for type A and B
not obvious
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\Columnszparameters |
Y O O Parallel
) processing
‘E alblclelf (optional)
]
o
v L c,b,e,a,b A\ .
» =B
¢ B A ——— L =]
5| b,afce . .
| ombinatorial Coverage Measurement Parate
—
Load Gen missing combinations [ appendtests \[ 2.way
input file = (] t-way
o H wess| oo =]
| Max values SnEl 7 tests, 6 parameters loaded meaSU rement
Fite Loagffa General Test csv |
4 |
fp Line Chart | Point Chart rnesnk \
’ ——— ive Chart I
/ 10 \ Coverage for file I
H H H H General Test.csv N
o8 i i i ; Total 6-way =0.003 Ny
H Cov >=0.00 = 1/1 = 1.000 il
08 H i i i Cov >=0.05 =0/1 =0.000
i i i i Cov >=0.10 =0/1 =0.000
| | | Stepchartforall t-way o | Generate
i - " - N\  cov>=0.25-0/1-0.000 L
g ool e —— |\ Svisazmoon oo missing
e A [ ST combinations
o - dway
04 = Sway
Random Tests += Gway
03
— 02
This feature gets an Input file with all the o1 H Cov =0 oe - oo
parameters and their/values and generates a . ! ! ! ; Ere=0=OA\GET
random test file with the number of tests oo o102 03 04 . “s ; os 0T 08 08 10 A
specified. It can befspecifi¢d to measure the ompnaons
coverage from th¢ test sef obtained. \
Random Tests
[] Parameter ame Qutput File: | | lI‘
File Loaded: No. Tests: 500 [] Mesure Coverage
Number of parameters
Number of consfraints
Results
tway Coms Warival Warival Cov. Invalid Tests Total Time Constraints Time t-way Total Time
2-way 15 285 94 0 32.9824561% 00:00:00.000000 [00:00:00.000017 |00:00:00.000017
3-way 20 1485 137 0 9.2255892% 00:00:00.000000 |00:00:00.000001 |00:00:00.000001
4-way 15 3990 105 0 2.6315789% 00:00:00.000000 |00:00:00.000001 |00:00:00.000001
5-way G 5292 42 0 0.7936508% 00:00:00.000000 [00:00:00.000002 |00:00:00.000002
G-way 1 2744 7 0 0.255102% 00:00:00.000000 |00:00:00.000002 |00:00:00.000002
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CCM Tool

EXAMPLE, TCAS [Siemens suite], universe file

Parameter Type Boundaries/Groups/ Constraints
P1 Inx. Value Bound
Parameter P1 0
e L LN LN - . s E > MAXALTDIFF [500] 0 253 %==299
Value | SurVerical sep > = MINSER [300] 1 EEE] 2852522598
ombinatorial Coverage Measureme) || au || remoe | [ remowear | — L
High_sonfidence. EBogl = , otherwise
[ Parameters | Constraints | Invalid C | MNo_Group
(® Boundaries 0
= = = - = = Number of classes 35 ) Groups 1
i P2 Two_of three.reperts. valid Bogl ¥=0 -> FALSE , otherwi
[TRUE 1 NE IRED FALSE Boundaries o o
FALSE o WO [YELLOW _[TRUE Toup
THREE BLUE 0
FouR GREEN Number Value T
FIVE BLACK Boundary Boundary
v o : S — R v i PP R S coens
[SEVEN BROWN 1 599.0 0 L
—— I:mn.nslm_mg{]mmﬂ T
Other. Tracker Alt < Own. Trackad Al
[ awn._sbove threatlieoall
P5 Quin_tracked_alt_rate Int. Value Bound
Quin_tracked_slt_rate <= OLEV[500] 0 600 %<=600
1 x=>600
= P& Ins. Value Bound
L I Quin_Tracked_Alx < Oshar_Tracked_Alt o o ==
[own_belove threatl]
Parameter |P3 2 / Values for this parameter ‘M 1 0
Other Tracked_Alt< Own_Tracksd Alt
y 4
Yaue_| /| e Parameter P2 1 77 [ Int 0,523
ada Remove Y Constraints=> P7>=0
Value | P7<=3
BoundariesiGroups g Up. separation. It Value Bound
T T Us_Separation>=ALIM() 0 388 R
1 495 4002x%-433
-400,500,640,740
e ' NozoRGsS [100] 2 635 500<x<=5633
Number of classes 2 @ sroues 3 738 £40<x<=739
4 839 735<x<=838
Groups Load Remove B T2 )
Select | Values Numbd  Values » e ok value Eound
Inhibit. Bizsad, Climbl)> Dawn._Seaaratian. 0 399 X<399
Sroup . n Grovp Dawn_Separatian >= ALV T [ $00<xo353
1 [1-1581,567.6 2 £33 S00<x2=638
—400,500,640,740 3 738 640<x<=738
] 835 7352x2-838
5 840 x=840
N P10 Other_RAC Int. No_Group Value
Other_RAC== NO_INTENT [0] ) %0
N _ _ — . 1 220, x>0
= |5 P11 | Other_capability Ing No_Group Value
Other. Canshility==TCAS_TA[1] o =
O A A 1 %<l oL
ombinatorial Coverage Measurement Paralel ] TR —rr e
in | Parameters | Constraints | Invalid C ] :‘;‘;‘;”t } ;“’— Group ! ﬁ:‘*’
2 T2 o s o o0 o o2 tway Coms. Varval Varival Cov. Invalid Tests Total
! ¢ L o = H . 2-way 66 552 531 35 96.1956522%
2 =] 53 2 ] JFway 220 4755 4359 35 91.6719243%
581 150 9
%7 l7: 3 4-way 495 26462 21668 35 81.8834555%
o 2 o ‘ 5-way 792 105050 59101 35 55.7791528%
20 5 2 G-way 924 312451 145844 35 46.677399%
7 500
|5 640
6. 739
!ﬁ 531
il 10
Symbols 0o
(Do« <[l aa]u] = [ [ s]-] 0
fre=2 Constraints o7
P7>=0
208 —2way
£ os -~y
2 — 4way
04 = Sway
= BWay
03 1
o2 H
01
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