
SHA256: A Suitable 
Replacement for SHA1?

• What’s best current attack on SHA256?
• How much confidence can we have?

– Pedigree
– Have current attacks been applied fully?
– Better techniques on horizon?

• How might we get more confidence?
• How likely is SHA256 to resist attack for 

next ten years?
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