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Comments on NIST Draft Requirements 
and Criteria for Hash Algorithm 

Ran Canetti ∗† , Ron Rivest ∗, Eran Tromer ∗ 

April 27, 2007 

The National Institute of Standards and Technology has recently published draft minimum 
acceptability requirements, submission requirements, and evaluation criteria for candidate 
algorithms to the revised secure hash standard, and solicited comments upon this draft [6]. 
We strongly concur with the need for a revised standard, and fnd the proposed competition­
based methodology to be sound and efective means for the standardization process to refect 
and advance the state of the art. Addressing the details and scope of the draft, we wish to 
submit the following comments for consideration. 

Henceforth, "Requirement" shall refer to an item of the Proposed Draft Submission Re­
quirements, and "Criterion" shall refer to an item of the Proposed Draft Evaluation Criteria 
of Candidate Algorithms. 

1 Keyed modes of operation 

The present draft addresses only the basic hash function functionality. However, hash func­
tions are often used to obtain strongly related functionality, most notably: 

• Message Authentication Codes (MAC) 

• Pseudorandom Functions (RPF) 

• Extractors (motivated, e.g., by key derivation [8][4]) 

Henceforth we shall refer to the above as "keyed modes".l The prevalence of such use justifes 
consideration during the submission and evaluation process. In particular, the choice of hash 
algorithm should be afected by the performance and plausible security of keyed modes based 
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on the hash algorithm. Furthermore, we suggest that the new Secure Hash Standard explicitly 
specifes algorithms for the above keyed modes, in order to promote interoperability, security 
and modularity of implementations using these common functionalities. 
It does not sufce to rely solely on the existence of generic reductions from keyed modes 

to basic hash functionality, such as the HMAC construction for MACs. Indeed, some hash 
functions can directly ofer a "native" keyed mode functionality via an internal degree of 
freedom (e.g., choice of IV), without the overhead of further padding and transformation 
imposed, e.g., by HMAC. Moreover, the performance of a hash function embedded in, e.g., 
HMAC, may vary due to initialization and cache efects. Accordingly, we suggest the following: 

l. Add Requirements for explicit specifcation and analysis of algorithms for the above three 
keyed modes, analogously to the Requirements for a hash algorithm (i.e., including a 
reference implementation, performance estimates, etc.). These algorithms may be an 
instance of a generic construction (e.g., HMAC) applied to the proposed hash function, 
or a specialized algorithm related to the proposed hash function. 

2. Add Criteria for consideration of the aforementioned algorithm for keyed modes, anal­
ogously to the Criteria for the hash algorithms (i.e., in terms of security, performance, 
etc.). 

3. Add a Criterion: The security relations (and in particular, reductions) between the pro­
posed algorithms for keyed modes and hashing. Well­related algorithms are preferable. 

4. Add a Criterion: The cost (e.g., circuit size) of jointly implementing the hash and keyed 
modes algorithms in one device. 

5. Consider including the keyed modes algorithm specifcation in the new Secure Hash 
Standard, and as a primary goal of the competition. 

We stress that the consideration of the keyed modes algorithms (items l�4) is well­motivated 
even if the keyed modes algorithm are not subsequently standardized (item 5). 

2 Attack types 

The draft Requirements and draft Criteria mention some specifc cryptanalytic attacks, but 
the lists difer. Requirement B.l mentions "collision­fnding" and "second­preimage­fnding", 
whereas Criterion C.l mentions the "frst and second preimage resistance, collision resistance, 
and resistance to generic attacks (e.g., length extension)". While both lists are defned as 
non­exclusive, it appears prudent to unify and extend these lists. 
Lastly, security risks due to side­channel attacks, as well as presently envisioned techno­

logical or algorithmic progress, should be elucidated. Accordingly, we suggest the following: 

l. Unify the lists of attacks referenced in the Requirements and Criteria. 
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2. Add additional security properties to this list: 

(a) Resistance to near­collisions. 

(b) For keyed modes (see Comment l), fulflling the properties in the standard defni­
tions of these modes. 

Additional properties are given in Comment 3. 

3. Add explicit consideration of specifc attack techniques: 

(a) Side­channel attacks, based the specifcations from AES process and updated to 
refect recent results such as efcient cache­based side­channel attacks.2 This in­
cludes all practical attacks in the contexts of servers, personal computers, embedded 
systems, smartcards and RFID tags. 

(b) Susceptibility to attack under technological or algorithmic progress that is presently 
unavailable but plausibly envisioned, such as quantum computers or efcient integer 
factorization.3 

3 Indistinguishability from a random oracle 

Criterion C.l includes the following item: "The extent to which the algorithm output is 
indistinguishable from a random oracle". This appears technically ill­defned, and by a strict 
interpretation impossible: any fxed algorithms is trivially distinguishable from a random 
oracle. To the extent possible this requirement should be replaced or augmented by more 
precise formulations. One notable case is where the data processed by a hash algorithm is 
secret, e.g., when employed for MAC, key derivation, or pseudorandom generation; pertinent 
attacks should be explicitly included in the consideration. 
We thus suggest adding the following to the list of security properties (see Comment 2): 

l. Extent to which, when the hash function is applied to any natural source of sufcient 
entropy, the digest is indistinguishable from a uniform random distribution. One way 
to argue for high compliance with this Criterion, for the case where the hash function 
is sampled from a set of functions (see Comment 9), is by claiming that this sets forms 
a family of pseudorandom functions (in the sense of [2][5]). 

2. Extent to which the digest and input are not correlated by any natural statistical test. 

3. Extent to which the digest preserves the computational secrecy of the input, when used 
with salting or on natural, high­entropy sources. 

2 See [1, 7, 9, 10, 12] and subsequent works.
 
3 For example, the VSH hash function [3] is susceptible to both.
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Here, the notion of "natural source" is technically informal; it is intended to exclude the 
inevitable pathological artifcial distributions and tests whose defnition depend on the choice 
of algorithm.4 Stated otherwise, we assume that nature does not depend on FIPS standards. 

4 Side-channel protections and their efciency 

Susceptibility to side­channel attacks (see Comment 2) is a property not merely of the al­
gorithm, but primarily of its concrete implementation. Side­channel attacks can often be 
mitigated by a suitable implementation  but usually, at a signifcant cost in resources. 
Refecting this tradeof, we suggest: 

l. Allow submission of multiple implementations of the proposed algorithms, with difering 
levels of side­channel protection. This may be restricted, for example, to a "fastest" 
implementation and a "safest" implementation. 

2. Evaluate the security and cost of each such implementation, with preference given to 
algorithms that are competitive in both the "fastest" and "safest" variants. 

5 Efciency for various input sizes 

It is hard to model the performance of an hash algorithm on various input sizes, due to such 
efects as setup cost and cache efects. For example, short messages often require many more 
cycles per byte than long messages, and this overhead is not necessarily a constant factor. We 
thus suggest the following: 

l. Extend Requirement B.3 and Criteria C.2 to consider the costs of a variety of represen­
tative message sizes (e.g., 2i bytes for i = 4, . . . , 18). 

2. Furthermore, in the above, distinguish between the case where the message size is known 
in advance to the case where it isn't. 

6 Short digests 

Some applications rely on very short digests, e.g., for protocols involving manual comparison 
of strings by humans. Such short digest often sufce, especially when accompanied by proper 
randomization. Accordingly, we suggest: 

l. Add a Requirement: Specify an algorithm for shortening the digest to arbitrary lengths 
(e.g., by truncation). 

4 For example, consider the uniform distribution of messages whose digest (under the fxed algorithm) ends 
with ten zeros. 
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2. Add a Criterion: Whether security of digests shortened to arbitrary lengths is worse 
than implied by generic attacks. 

7 Reduced variants and their conjectured security 

Well­designed cryptographic primitives with adequate parameters are often very difcult to 
analyze and compare, due to the magnitude of the computational problems involved. Ex­
amples can be seen in the last stages of the AES process (where all remaining candidates 
had essentially the same perceived security), and in algebraic attacks (whose applicability to 
large ciphers has remained controversial and unverifable for years). We propose the following 
means to facilitate efective cryptanalytic evaluation, and provide clear indicators of violated 
assumptions: 

l. Add a Requirement:	 Full specifcation of a series of hash algorithms that are reduced 
variants of the full algorithm. The weakest variant in the series shall be easily broken by 
brute force on a typical desktop computer, while the strongest variant shall be identical 
to the proposed algorithms with 224­bit digests. Each variant shall be accompanied by a 
security estimate: a conjectured lower bound on the amount of tangible resources (e.g., 
CPU operations or equipment cost and time) needed to fnd a collision5 in that variant. 
There shall be at least 5 such variants, and the corresponding security estimates shall 
be roughly evenly spaced on logarithmic scale. 

2. Add a Criterion: Extent to which the conjectured security levels of reduced variants, as 
submitted, support the conjectured security of the full algorithm. In particular, there 
should be minimal discontinuity in the sequence of variants and in their conjectured 
security. 

3. Add a Criterion:	 Extent to which the conjectured security levels of reduced variants 
have proven consistent with subsequent independent analysis. 

While this suggestion places a non­negligible toll on the submitter, it confers several signifcant 
benefts: 

•	 It encourages submission of small­yet­indicative reduced variants. These will ease study 
and enable the cryptographic community to efectively test potential cryptanalytic tech­
niques within the allotted review periods. 

•	 It favors algorithms with a fexible and easily­scalable structure. We consider this ad­
vantageous, as historically such algorithms have proven more conductive to systematic 
analysis. 

5 This may be relaxed to include other non-trivial attacks. 
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•	 It provides means for testing the soundness of the assumptions, design principles and 
analysis underlying the candidate algorithm. Violations of conjectured security levels 
for reduced variants would constitute a clear indication that some of the applied as­
sumptions, design guidelines or analysis are inadequate, and would thus refect badly on 
the full algorithm. If done during the review process, this can afect the choice of algo­
rithm. If done after standardization, it provides signifcant and clear­cut early warning, 
possibly many years before the full algorithm is compromised. 

•	 Assuming the submitters of the proposal are initially best­equipped to evaluate its se­
curity, it is valuable to learn their honest security estimate at an early stage. The 
suggested Requirement and Criteria motivate the submitters to honestly portray their 
conjectured security for the reduced and full variants: overly confdent security conjec­
tures for reduced variants stand a high risk of being contradicted by subsequent inde­
pendent analysis, and given honest portrayal of those reduced variants, overly confdent 
security conjectures for the full algorithm would entail a large, unjustifed discontinuity 
in the sequence of conjectured security levels. 

8 Determinism 

Many applications of hash functions assume that the hash function is deterministic (i.e., 
implement a fxed mapping and does not employ randomness), and indeed the present Secure 
Hash Standard has this property; this should be maintained by the new standard. Accordingly, 
we suggest: 

l. Revise the defnition of "hash function" to require determinism. 

9 Trapdoors 

Most concrete constructions of hash functions implicitly describe a set of functions parametrized 
by a seed (e.g., an IV), and prescribe a specifc member of this set by fxing the seed to some 
arbitrary value. This raises concerns about the possibility of trapdoors that would ofer some 
advantage to the party who chose the seed. For example, in the VSH algorithm [3] the seed 
is a large integer and knowledge of its factorization facilitates efcient collision­fnding. Ac­
cordingly, we suggest: 

l. Add a Requirement: A statement on the possibility of trapdoors in the proposed algo­
rithm, and a corresponding Evaluation Criterion. In particular, arbitrary­looking values 
in the description of the algorithm should be justifed. 

2. Add a Requirement: A proposed procedure for selecting the parameters in the algorithm 
in a way that prevents introduction of trapdoors (if relevant). The procedure can consist, 
for example, of a fully­specifed and well­motivated deterministic algorithm that selects 
the pertinent parameters, or a feasible multiparty computation protocol. 
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3. Add a Criterion: Extent to which the algorithm appears free of trapdoors, or can be 
made so via a feasible procedure. 

10 Patents and adaptation of components 

Patents should not form a barrier to adaptation of components from one candidate to another 
algorithm, during the submission or revision stages. This is specially important since the 
design of a hash function typically involves several semi­independent components (a compres­
sion function, a mode of operation for hashing and, if our Comment l is accepted, a mode 
of operation for MAC), and it is plausible that diferent candidates will show strengths in 
diferent components. Adaptation of components may be prevented by patent licenses which 
apply to the algorithm in whole, or that are conditioned upon winning the competition. We 
thus suggest the following: 

l. Amend minimum acceptability requirement A.l to refer "the algorithm	 and any part 
thereof ", and append "starting at the time of submission". 

2. Amend Requirement B.5 to refer to "this algorithm or any part thereof ". 

Acknowledgments. We thank Chris Crutchfeld and Mayank Varia for their valuable com­
ments. 
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