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Security of BLAKE 

Indiferentiability of BLAKE 

s, mI , tI s, m2 , t2 s, mk , tk 

\ 
n/2, 2n, n/ 

/ 
n 

hIho 
h2 hk−I. . . . . . / hk = h 

n 

i dif(D) = O((K� )2 /2n )H 

(where D makes at most queries of length at most K blocks) 

We restore old indiferentiability bound of BLAKE in ICM 

High-level proof idea 
S maintains grap�� edges correspond to f -e�aluations 
Complete pat�s s�ould �e in correspondence wit� �� 

Technical details in paper 

(independently found by [Chang+11]] 11 / 12 
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Supporting Slides 

Indiferentiability of BLAKE 

s, mI , tI s, m2 , t2 s, mk , tk 
\ 

n/2, 2n, n/ 

/ 
n 

hIho 
h2 hk−I. . . . . . / hk = h 

n 

i dif (D) = O((K� )2 /2n )H 

(where D makes at most queries of length at most K blocks) 

Indiferentiability: construct a simulator that tricks any distinguisher 
S maintains graph: edges correspond to { -evaluations 

slmlt
Any S-query de�nes at most one edge h −−−−→ h� 

slm1lt1 slmk ltk
Complete path: ho −−−−−→ hI · · · −−−−−→ hk for correctly padded 
(mI , . . . , mk ) (tI , . . . , tk ) 

14 / 12 



Supporting Slides 

Indiferentiability of BLAKE 

�orward Query S(m, v) 

if new query creates co�p ete path then 
(new query  i�e y resu ts in at �ost 1 co�p ete path) 

generate w in accordance with RO 
else 

generate w unifor� y at rando� 
end if 
add new edge to graph 

Inverse Query S−1(m, w) 

(new query  i�e y resu ts in no co�p ete path) 
generate v unifor� y at rando� 
add new edge to graph 
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