
From: hash-forum@nist.gov on behalf of Martin Schläffer [martin.schlaeffer@iaik.tugraz.at]
	
Sent: Tuesday, January 25, 2011 3:52 AM
	
To: Multiple recipients of list
	
Subject: OFFICIAL COMMENT: Groestl (Round 3)
	

Dear all, 

as announced in December the Grøstl hash function has been tweaked for 
the final round. The round3mods, updated specification, implementation
and cryptanalysis are available at www.groestl.info. 

For the final round we have 

* significantly increased the size of the round constants to make the
internal differential attack and its extensions impossible 

* and use different rotation constants in Q to make P and Q more
different which further increases the security margin by one round. 

Note that the link on the NIST Round3 website still points to the Round2
submission package. 

Kind regards,
the Grøstl team 
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Update on Finalist Grøstl 

March 20, 2012 

Introduction 

This note gives the current status of the SHA-3 finalist Grøstl in terms of security 
and implementation. It is evident that Grøstl is a very strong hash function with 
a large security margin, despite many cryptanalysis attempts. Grøstl can be 
faster than SHA-2 on modern high-end CPU architectures with 64-bit or larger 
register sizes (using AES-specific instructions), provides sufficient performance 
on 32-bit architectures, is the fastest and also most compact on 8-bit CPUs, and 
is often top-ranked in all ASIC and FPGA comparisons, especially in resource-
constrained settings. 

Security 

We believe Grøstl offers the best security assurance among all SHA-3 finalists 
and argue as follows: 

•	 Grøstl and its compression function have received significant formal secu­
rity analysis in the ideal permutation model. In this model, Grøstl was 
proved to be indifferentiable from a random oracle up to the birthday 
bound [1] and the compression function has security bounds against colli­
sion, preimage and multi-target preimage attacks [7, 5] matching at least 
the respective ideal security levels of the hash function. 

•	 Since NIST initiated the SHA-3 competition [25], Grøstl and its building 
blocks have received the largest amount of cryptanalysis [9, 23, 22, 24, 10, 
12, 26, 14, 28, 3, 29, 11, 31, 15, 5] among the finalists. 

•	 The security margin offered by Grøstl was improved from the initial ver­
sion of the design to the tweaked version proposed in the round 3 of the 
competition without invalidating most of the cryptanalytic techniques and 
ideas on the earlier version. 

To summarize, the best published cryptanalytic results on the hash function 
are on 3 rounds for both Grøstl-256 and Grøstl-512 [29], leaving a large security 
margin for the design, despite a significant cryptanalytic effort. For details, we 
refer to the Appendix. 



Implementation 

Here we briefly survey the ranking of Grøstl relative to other SHA-3 finalists in 
various implementation scenarios. 

•	 Low-cost ASICs: Top 1-2 according to all metrics such as area, or through­
put/area [18]. 

•	 Low-cost FPGAs: Top 1-2. All surveys of finalists arrive at the same 
conclusions. Number 1 in [16], number 2 in [17], number 1 in [19]. 

•	 Fast hardware: Here the ranking depends on the metric employed. When 
optimizing for high throughput, Grøstl allows for implementation ap­
proaches that achieve high speed that consistently puts it into position 
2. This however usually results also in high area requirements, hence by 
metrics that take area into account put Grøstl in positions 3-5 [13, 20]. 

•	 Fast FPGAs: Similarly to the ASIC case, the ranking depends on the 
metric. Position 2 for high throughput, position 2-4 when area influence 
is taken into account [8]. 

•	 High-end Intel CPUs (and similar architectures) position 3-4 with constant-
time implementations. Grøstl-256 outperforms SHA-256, and is even on 
par with the faster SHA-512 [2]. Grøstl-512 is about 40% slower. 

•	 ARM CPUs with 32-bit architecture: Position 4 according to [30]. Faster 
implementations are work in progress. 

•	 8-bit CPUs: Position 1 with respect to all metrics such as ROM, RAM, 
and speed [6]. 

•	 Gains from instruction set extensions: Position 1 according to [4]. 

Additionally, it seems worth pointing out that Grøstl is the only candidate that 
allows for significant resource re-use with an AES implementation in software 
on resource-constraint devices, and especially also in hardware. Finally, we give 
a number of remarks on side-channel attacks. 

•	 Cost of protection against power and EM side-channel attacks. Unfortu­
nately, very little is known for the SHA-3 finalists, however it is folklore 
knowledge in the semiconductor industry that SHA-2 family hash func­
tions are more complicated and expensive to protect against those attacks 
than the AES [27, 21]. Hence, the large body of work on attacks on AES 
and countermeasures is of great benefit for Grøstl. 

•	 Cost of protection against timing attacks. No additional cost when an 
AES instruction is available, as on many modern CPUs. Similarly also 
no additional cost on high-end Intel CPUs (and similar architectures), 
as the vperm approach is as efficient as the table-based approach. For 
current ARM based architectures, demonstration of similar advantageous 
property is work in progress. 
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A Analysis of Grøstl 

A good amount of analysis has been carried out on Grøstl since its submis­
sion to the SHA-3 competition from the perspective of both cryptanalysis and 
formal analysis. A lot of this analysis was done by the design team, and this 
analysis was initiated before the submission to the SHA-3 competition. Several 
improvements to the analysis have been made since then, but these have for the 
most part consisted in finding ways of exploiting more available degrees of free­
dom. As a result, the best current attacks on round-reduced Grøstl leave only 
few remaining degrees of freedom for the attacker. Nevertheless, we decided to 
slightly tweak Grøstl before round 3 of the SHA-3 competition to increase its 
security margin. While the tweak does not affect performance in any significant 
way, it does render the internal differential attack [26] and all its extensions 
infeasible. Furthermore, the tweak also decreases the efficiency of the rebound 
attack on both the hash and compression function by one round. Note that the 
permutation results were not affected by the change and all other cryptanalysis 
results can easily be adapted to tweaked Grøstl [29]. In the following, we give 
an short overview of the best known attacks on Grøstl as well as its formal 
analysis. 

A.1 Formal analysis 

Andreeva, Mennink and Preneel [1] proved that in the ideal permutation model 
all versions of Grøstl are indifferentiable from a random oracle up to the birth­
day bound. Fouque et al. [7] used ideal permutation model to establish security 
bounds for the Grøstl compression function against collision and preimage at­
tacks and they apply to hash function without output transformation. Recently, 
Emami et al. [5] extended the analysis of Fouque et al. [7] to derive bounds in the 
multi-target preimage attack setting. These security bounds for the compression 
function match at least the ideal security levels of the hash function. 

A.2 Hash Function Analysis 

The best published cryptanalytic results on the hash function are on 3 rounds 
for both Grøstl-256 and Grøstl-512 by Schläffer [29] based on the rebound attack 
[23] which was invented during the design of Grøstl. We believe that it might 
be possible to extend the attack by one or even two rounds in the future, but 
then no degrees of freedom are available to the attacker anymore to extend the 
attack to more rounds. This is also supported by the analysis of the compression 
function which suggests that Grøstl offers a large security margin. Even if the 
adversary has full access to the wide-pipe chaining value no collision or preimage 
attacks could be found. 
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Table 1: Summary of analysis the Grøstl hash functions. 
Target Rounds Time Memory Type Reference 

Grøstl-256 3/10 264 - collision [29] 
Grøstl-512 3/14 2192 - collision [29] 

A.3	 Hash Function Analysis with Access to the Chaining 
Input 

Grøstl is among the very few SHA-3 candidates with security claims that go 
beyond those required by NIST. The Grøstl compression function is claimed 
to be collision resistance and preimage resistance up to the level needed for 
the hash function. Since the chaining input of Grøstl is as big as the message 
input, this increases the degrees of freedom of an attack significantly. Even in 
this much simpler setting no collision or preimage attack is found. This clearly 
serves as a reassurance of the collision and preimage resistance of the Grøstl hash 
function. In this simple setting, pseudo-collisions for Grøstl-256 on 6/10 rounds 
and Grøstl-512 on 6/14 rounds have been shown in in [29]. Furthermore, Wu et 
al. [31] presented pseudo-preimage attacks on 5/10 rounds of Grøstl-256 and 
8/14 rounds of Grøstl-512. However, the memory requirements of the attacks 
are quite high. 

Table 2: Summary of analysis for Grøstl when the adversary has access to the 
chaining input. 

Target Rounds Time Memory Type Reference 
Grøstl-256 6/10 

5/10 
2120 

2244.85 
264 

2230.13 
pseudo-collision 
pseudo-preimage 

[29] 
[31] 

Grøstl-512 6/14 
8/14 

2180 

2507.32 
264 

2507 
pseudo-collision 
pseudo-preimage 

[29] 
[31] 

A.4	 Non-random properties of building blocks 

Non-random properties of the Grøstl hash function are not known. Here, we 
consider non-random properties of some of the underlying building blocks. The 
Grøstl compression function is claimed to be collision and preimage resistant 
up to the level needed for the hash function. Even though these properties are 
not strictly necessary, they serve as a reassurance of the collision and preimage 
resistance of the Grøstl hash function. On the other hand, the Grøstl compres­
sion function is known to have some non-random properties independent of the 
permutations although they do not contradict the security against collision and 
(second) preimage attacks for the compression function. Hence, the wide pipe 
and the strong output transformation are essential parts of the design. Never­
theless, here we give an incomplete list of known non-random properties of the 
compression function. 
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•	 Many fixed points can be found for the compression function in time 1 [11]. 

•	 Distinguishers based on k-sums (of value zero) or differential q-multicollisions 
are easy to find for the compression function. We give one example for 
a 4-sum here: Let H1 + H2 + H3 + H4 = 0 and H1 + H2 = M1 + M2, 
then f(H1,M1) + f(H2,M2) + f(H3,M1) + f(H4,M2) = 0. Note that 
this also implies H1 + H2 = H3 + H4 = Δ1 and f(H1,M1)+ f(H2,M2) = 
f(H3,M1) + f(H4,M2) = Δ2. 

•	 Generalized birthday collision attack in time 2171 for Grøstl-256 and 2341 

for Grøstl-512 [11]. 

•	 Memoryless preimage attack in time 2b/2 , where b ≥ 2n is the output 
size of the compression function. Note that for a given target T , one can 
compute M , X using cycle finding algorithms such that T = H + P (H + 
M) + Q(M) = X + P (X) + M + Q(M) with H = X + M . 

Differential distinguishers for the Grøstl-256 and Grøstl-512 permutations 
have been published in [28, 15, 12]. The best ones (in number of rounds) are for 
9/10 rounds of Grøstl-256 in time 2368 and for 10/14 rounds of Grøstl-512 [15] 
in time 2392 . Moreover, Boura et al. have shown non-random properties for 
the Grøstl-256 permutations in time 2509[3]. However, we want to remark that 
although the complexities of these distinguishers are less than those on ideal 
permutations, these complexities are often far above the claimed security levels 
of the hash function. 

h m 

P Q 

f(h, m) 
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Average Speed of Grøstl on Processors 

Processor Name Speed(Cycles/byte) 

Cortex A9 154.166 

Cortex M3 129.69 

ARM7TDMI 254.297 

Table 1: Average Speed Grøstl on Processors 
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