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Here are estimates of the time and memory requirements of the 2D-Encryption Mode

Time Requirements
For a message of length M bits, and using an underlying block cipher of size n, the time

required (using one processor) for the 2D-Encryption Mode to encrypt the message is:
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where

¢ = the time required to do one encryption/decryption using the underlying block cipher,

T = the time required to do the transpose operation
(M/(n-NSB) is the total # of 2D blocks in the message, and NSB = #/8 is chosen to let
software implementations of the transposition be done in “no time”, using appropriate
coding for memory accesses; and hardware implementations do transpositions in very
small time irrespective of the size of the input and the output), and

e = the time required to calculate the encryption/decryption subkeys. These need not be

calculated more than once for the whole message, so they are subtracted from the time 7.
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Memory Requirements
For a message of length M bits, and using an underlying block cipher of size n, the memory

required (using one processor) for the 2D-Encryption Mode to encrypt the message is:

m=2-M+C+w

where
C = the memory required for tables and subkeys of the underlying block cipher,
w = the memory required for BPR. This is usually the size of a processor word.

(BPR has a maximum value of M/(#°/8))

M is multiplied by 2, asM bits are required to store the plaintext (as a maximum) and M bits
are required (as a maximum) to hold the intermediate result (of the row-encryption phase), which
is then replaced by the ciphertext (the result of the column-encryption phase).

M bits are the maximum required because 2D blocks could be encrypted independently, and so

the actually required bits are the #*/8 bits of the currently encrypted block.



