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8.2.2 Service Access Privileges to CSPs  

When operating in an approved FIPS 140-2 mode of operation, Table 14 lists the access privileges to the FIPS140-2 CSPs for the 
Service Handler services and the Datapath services. 
 
 
  

Table 14  Service Access Privileges to CSPs 
 

Service - Conditions 

Datapath CSPs RNG CSPs Operator CSPs Crypto-Initiator CSPs CIRNG OPRNG 
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Service Handler Services (Table 7) – no error occurred  
Primary (Shutdown) S S S S S S S S S S S S S S S S S 
Clear Alarm –  Shutdown selected S S S S S S S S S S S S S S S S S 
Clear Alarm –  Restart selected S S S S S S S S S S S S S S S S S 
Clear Alarm – Return to Ready selected                  
Clear Error –  Shutdown selected S S S S S S S S S S S S S S S S S 
Clear Error –  Restart selected S S S S S S S S S S S S S S S S S 
Force Shutdown S S S S S S S S S S S S S S S S S 
Restart S S S S S S S S S S S S S S S S S 
Clear Response Blocker                  
Get Status – Core                  
Get Status – Drive                  
Get EECA                  
Get Acct Info (C-I)                  
Log In (C-I)              RW RW R R 
Log Out (C-I)    S S         S S S S 
Initialize Operational (Generate) & Logout 

- Initial Crypto Officer Account Only      RW S S RWS RWS RWS RWS RWS RWS RWS   S S S S 

Initialize Operational (Import) & Logout 
- Initial Crypto Officer Account Only   RW S S RWS RWS RWS RWS RWS RWS RWS  S S S S 

Get Acct Info (Operator)                  
Set Default Acct Info                  
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Table 14  Service Access Privileges to CSPs 
 

Service - Conditions 

Datapath CSPs RNG CSPs Operator CSPs Crypto-Initiator CSPs CIRNG OPRNG 
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Service Handler Services (Table 7) – no error occurred– (continued) 
Get Default Acct Info                  
Log In (OP) - Active operator accts remain present 

See note 1        RW RW RW RW  R RE      

Log In (OP)  
- Number of active operator accts falls to zero SE SE SE   E E RWS RWS RWS RSE RSE RSE     

Log Out (OP) - Service Handler Role is CO    S S S S S S S S S S S S S S 
Log Out (OP) - Service Handler Role is MGR or L-U      S S S S S S S S     
Open Acct                  
Discard Acct                  
Save and Close Acct 

- Active operator accts remain present                  

Save and Close Acct - Service Handler Role is CO  
& Number of active operator accts falls to zero SE SE SE S S SE SE S S S SE SE SE S S S S 

Save and Close Acct - Service Handler Role is MGR  
& Number of active operator accts falls to zero SE SE SE   SE SE S S S SE SE SE     

Create Acct        RW RW  RW R  R     
Delete Acct                  
Modify Acct Policy                  
Modify Acct Status                  
Change Auth Parameters  

– Acct currently open only        RW RW  RW R  R     

Change Own Auth Parameters  
– Acct logged into Service Handler        RW RW  RW R  R     

Change C-I Auth Parameters     R RW         RW RW RW RW 
Import New OPWK – OPWK migration completed R         R RW     R RW RW RWE     
Import New OPWK – allow further OPWK migration R         R RW     R R RW RW     
Generate New OPWK – OPWK migration completed R     R RW   R RW RW RWE     
Generate New OPWK– allow further OPWK migration R     R RW   R R RW RW     

Import New OPRNG  
     RW W    R  R     

Generate Random Data 
- Service Handler Role is C-I    R RW             
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Table 14  Service Access Privileges to CSPs 
 

Service - Conditions 

Datapath CSPs RNG CSPs Operator CSPs Crypto-Initiator CSPs CIRNG OPRNG 
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Service Handler Services (Table 7) – no error occurred– (continued) 
Generate Random Data 

- Service Handler Role is CO, MGR or L-U      R RW    R  R     

Get Random Data                  
Import New DEK  RW         R  R     
Generate New DEK   RW       R RW       R   R     
Migrate New DEK RW RE         R  R     
Promote New DEK W RE                
Remove New DEK  E                
Boot – Service Handler remains logged in  R          R  R     
Boot – Service Handler logs out CO role R     S S S S S S S RS S RS S S S S 
Boot – Service Handler logs out MGR or L-U role R     S S S S S RS S RS     
Log Out (Datapath) S S                
Unlock PAE                  
Lock PAE                  
Lock Drive Policy                  
Unlock Drive Policy                  
Modify Drive Policy                  
Save Drive Policy and Logout    S S S S S S S S S S S S S S 
Purge OOB (ATA Links) SE SE SE S S SE SE S S S SE SE SE S S S S 
Purge – Core SE SE SE S S SE SE S S S SE SE SE S S S S 
Purge Unit – Core SE SE SE SE SE SE SE S S S SE SE SE S S SE SE 

Service Handler Services (Table 7) – error occurred 
Any Service – Service Handler Role is C-I    S S S S S S S S S  S S S S 
Any Service – Service Handler Role is CO 

&  Active operator accts remain present    S S S S S S S S S S S S S S 

Any Service – Service Handler Role is MGR or L-U 
&  Active operator accts remain present         S S S S S S S S     

Any Service – Service Handler Role is N-R 
&  Active operator accts remain present             S S S S S S     

Any Service  
– Number of active operator accts falls to zero SE SE SE S S SE SE S S S SE SE SE S S S S 
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Table 14  Service Access Privileges to CSPs 
 

Service - Conditions 

Datapath CSPs RNG CSPs Operator CSPs Crypto-Initiator CSPs CIRNG OPRNG 
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Datapath Services (Table 8) 
Supported ATA Commands – Non FlagStone Core                  
Unsupported ATA Commands                  
Set ATA Device Number                  
Read & Decrypt Data R                 
Encrypt & Write Data  
   – Datapath Role is SDA and no errors R                 

Encrypt & Write Data  
   – Datapath Role is C-M and no errors  R                

Encrypt & Write Data  
   – Datapath Role is SDA and error occurred RS   S S S S S S S S S S S S S S 

Encrypt & Write Data  
   – Datapath Role is C-M and error occurred  S RS  S S S S S S S S S S S S S S 

Read Pre-Authentication Environment   R               
Write Pre-Authentication Environment   R               
Log Out (Datapath) (Monitor) S S                
Purge OOB (Monitor) SE SE SE S S SE SE S S S SE SE SE S S S S 

 

Notes: 

1. The Write access to the OPWK and the Erase access to NewOPWK can only occur after the operator has been successfully 
authenticated. 
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8.3 Random Number Generator 

The FlagStone Core contains a FIPS approved Deterministic Random Number 
Generator based on ANSI X9.31 Appendix A.2.4 Using the AES 256 bit Algorithm, Ref. 
[3]. The RNG can operate from two different sets of Seed Key and Seed, depending on 
the Service Handler role adopted. 
 
RNG Key and RNG Seed used to support the Service Handler’s Crypto-Initiator role are 
held secret and are never released from the FlagStone Core. 
 
RNG Key and RNG Seed used to support the Service Handler’s Crypto Officer, 
Manager and User roles are imported in plain text; however they cannot be exported 
from the FlagStone Core. Stonewood recommends that the RNG Keys and Seeds that 
are imported into the FlagStone Core are generated or established using a FIPS 140-2 
approved or a FIPS 140-2 allowed method. At the time of import of an RNG Key and an 
RNG Seed, the host shall not be connected to a network. 
 
 
8.4 Key Derivation 

There are no Key Derivation techniques employed by the FlagStone Core. 
 
 
8.5 Key Generation 

The FlagStone Core uses a FIPS 140-2 approved internal key generation technique to 
generate keys using the random number generator detailed in Section 8.3.  
 
 
8.6 Key Entry and Output 

Keys cannot be exported from the FlagStone Core in any form.  
 
During manufacture, both plain text and AES key wrapped keys are injected into the 
FlagStone Core.  
 
Once manufacturing has been completed, the FlagStone Core only permits the entry 
of plain text keys. It does not permit the entry of encrypted keys or key components. 
Stonewood recommends that all such keys that are imported into the FlagStone Core 
are generated or established using a FIPS 140-2 approved or a FIPS 140-2 allowed 
method. At the time of import of a key, the host shall not be connected to a network. 
 
  
8.7 Initialization Vector Generation 

The Initialization Vector is injected into the FlagStone Core during manufacture; this 
Initialization Vector is generated using a CAVP validated SHS based RNG from FIPS   
186-2. 
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A replacement Initialization Vector can be imported in plain text. Stonewood 
recommends that all replacement Initialization Vectors that are imported into the 
FlagStone Core are generated or established using a FIPS 140-2 approved or a FIPS 
140-2 allowed method. 
 
8.8 Key Storage 

The FlagStone Core stores the following keys and RNG seeds in plain text: 
• CIRNG - RNG_Key and RNG_Seed 
• OPRNG - RNG_Seed 
• PAEK 

 
For all other keys, the FlagStone Core uses a FIPS 140-2 approved key wrapping 
technique, AES Key Wrap (Ref. [4]) to encrypt the keys prior to storage. 
 
In order to state that the keys are FIPS 140-2 encrypted, FIPS 140-2 requires that the key 
used for the AES Key Wrap Algorithm is generated or established using a FIPS 140-2 
approved or a FIPS 140-2 allowed method. 
 
Stonewood recommends that all keys that are imported into the FlagStone Core are 
generated or established using a FIPS 140-2 approved or a FIPS 140-2 allowed method.  
At the time of import of a key, the host shall not be connected to a network. 
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9 Electromagnetic Interference / Electromagnetic Compatibility 
(EMI/EMC) 

The FlagStone Core has been tested and meets applicable Federal Communications 
Commission (FCC) Electromagnetic Interference (EMI) and Electromagnetic 
Compatibility (EMC) requirements as defined in Subpart B of FCC Part 15, (Class B for 
home use). 
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10 Self-Tests 

The FlagStone Core performs self-tests to ensure all security critical functions are 
functioning correctly. Two types are implemented: 

• Power On Self-Tests (Section 10.1), which are automatically performed when the 
FlagStone Core is powered up and can be performed again at the request of 
an Operator. 

• Conditional Self-Tests (Section 10.2), which are performed whenever the 
relevant security function is invoked.  

 
The status of Self-Tests can be retrieved, via the status output interface, using the Get 
Status – Core service. This service returns the overall Power On Self Test status, and the 
results of individual tests.  
 
The overall Power On Self Test status can indicate one of two values as detailed in 
Table 15. 
 

Value Description 
Passed The Power On Self Tests have been completed and 

none of them have failed 
Failed The Power On Self Tests have been completed and 

one or more of the Power On Self Tests have failed 
 

Table 15 Power On Self Test Status 
 
In addition to the Self-Test results, the Get Status service will return the general boolean 
flags, “Error” and “Alarm”. The “Error” flag is set whenever an error has occurred, 
including any self test failures. The “Alarm” flag is set whenever an alarm has occurred; 
an alarm is any event that results in a purge being performed. 
 
If an external application supplied with the Eclypt/Eclypt Freedom Drive is being used, 
then retrieval of the Self-Test results using the Get Status service is performed 
automatically. When an error is detected the external application will display an error 
message with the appropriate error code (refer to the relevant User Guides, Refs. [8],  
[9] & [10], for further information). 
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10.1 Power On Self-Tests 

Table 16 details the tests performed by the FlagStone Core during the power-on 
sequence. The Power On Self-Tests can be initiated on demand through the use of the 
Restart, Clear Error and Clear Alarm services.  
 

Power On Self-Test Description 
ATA Bus On Control Test Ensures that the ATA Bus On signal can be controlled correctly.  
NV Store Integrity Test Ensures that communication can occur between the FlagStone 

Core and the NV-Store device by verifying that all data regions pass 
their relevant checksum tests. 

EECA integrity Test Ensures that communication can occur between the FlagStone 
Core and the EECA device by performing a CRC-32 based KAT. 

Connected Drive 
Integrity Test 

Ensures that communication can occur between the FlagStone 
Core and the Connected Drive.  
 
In the event the connected drive is not present, this test will pass 
indicating that the connected drive is not present. 

Service Handler Crypto 
Function Test 

Performs known answer tests (KATs) to verify the following Service 
Handler Cryptographic Functions are operating correctly. 

• AES Wrap 
• AES Unwrap 
• RNG 

Datapath Crypto 
Function Test 

Performs known answer tests (KATs) to verify the following Datapath 
Cryptographic Functions are operating correctly. 

• Encrypt Path of the AES Algorithm 
• Decrypt Path of the AES Algorithm 

Datapath Key Store 
Integrity Test 

Ensures that the key storage can be zeroized and controlled 
correctly. 

 
Table 16  Power On Self Tests 

 
10.2 Conditional Self-Tests 

Table 17 details the conditional tests performed by the FlagStone Core; the associated 
test is performed each time the security function is invoked. 
 

Conditional 
Self-Test 

Description 
 

Continuous   
RNG Test 

This conditional Self-Test ensures that the RNG security function 
does not generate two identical numbers in succession.  

  
Table 17  Conditional Self Tests 
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11 Design Assurance 

11.1 Configuration Management 

All elements of the FlagStone Core, including hardware, FPGA code and 
documentation, are revision controlled according to Stonewood Group Ltd ISO 
9001:2000 accredited quality management systems.   
 
All documents are assigned unique document numbers and subsequently version 
controlled using issue numbers of the form: 4560-TN123 Issue 1.0.  Document numbers 
are formed by the project code, followed by the document type and a unique one-up 
value for the remainder of the document number.   
 
All hardware components are assigned individual part numbers and issue characters 
of the form: LF123456-P78 Issue A. All FPGA images are assigned individual part 
numbers and issue characters of the form: 876543-P21 Issue B. 
 
FlagStone Cores are assigned a Version Number of the form: Vu.w.y.x, where u is the 
major version number, w is the minor version number, y is the FPGA variant number and 
x is the hardware variant number.  
 
Details of the Stonewood Group Quality Process for product development are 
documented in Ref. [11]. 
 
 
11.2 Delivery and Operation 

The FlagStone Core is manufactured and integrated into Eclypt Drives within the same 
secure environment and does not leave the secure environment prior to the FlagStone 
Core being potted in the hard opaque epoxy resin. 
 
Once integrated into the Eclypt Drive, it will be shipped via courier. The delivery 
process is detailed in the Stonewood Group Ltd ISO 9001:2008 accredited Quality 
Management System and documented in Ref. [12]. 
 
 
11.3 Development 

All elements of the FlagStone Core are developed in accordance with the Stonewood 
Group Ltd. ISO 9001:2000 accredited Quality Management System and documented 
in Ref. [11]. 
 
All documentation required for the FIPS validation of the FlagStone Core has been 
submitted, including PCB layouts, schematics, source code and specifications.  Ref. [6] 
provides the functional specification of the FlagStone Core.   
 
All FPGA code has been written in a high-level description language.  
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11.4 Guidance Documents 

A combination of the relevant User Guides (Ref. [8] for Eclypt, Ref. [9] for Eclypt 
Freedom and Ref. [10] for Eclypt Nano) and this document provide all the guidance 
for the management and usage of the FlagStone Core.  This Security Policy and the 
relevant user guides will be supplied on the CD supplied with the end-product.  
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12 Mitigation of Other Attacks Policy 

The FlagStone Core does not mitigate against other attacks beyond the scope of the 
FIPS 140-2 requirements. 
 
 
 
 
 
 
 
 


