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| Introduction

.1 Purpose

This is a non-proprietary Cryptographic Module S#guPolicy for the Symantec Cryptographic Module
from Symantec Corporation. This Security Policysatées how the Symantec Cryptographic Module
meets the security requirements of Federal InfaomaProcessing Standards (FIPS) Publication 140-2,
which details the U.S. and Canadian Government imreapents for cryptographic modules. More
information about the FIPS 140-2 standard and a&#btid program is available on the National Insttof
Standards and Technology (NIST) and the CommumoicstiSecurity Establishment Canada (CSEC)
Cryptographic Module Validation Program (CMVP) wigdsaithttp://csrc.nist.gov/groups/STM/cmvp

This document also describes how to run the moiutesecure FIPS-Approved mode of operation. This
policy was prepared as part of the Level 1 FIPS-24@lidation of the module. The Symantec

Cryptographic Module is referred to in this documes SymCrypt, the cryptographic module, or the
module.

|.2 References

This document deals only with operations and caiiaki of the module in the technical terms of #8l

140-2 cryptographic module security policy. Mordormation is available on the module from the
following sources:

« The Symantec website (http://www.symantec.com) aiost information on the full line of
products from Symantec.

« The CMVP website Http://csrc.nist.gov/groups/STM/cmvp/documents/14D40val-all.htn)
contains contact information for individuals to aes technical or sales-related questions for the
module.

1.3 Document Organization

The Security Policy document is one document ilPBFL40-2 Submission Package. In addition to this
document, the Submission Package contains:

* Vendor Evidence Document
* Finite State Model
» Other supporting documentation as additional refeze

This Security Policy and the other validation sutsiin documentation were produced by Corsec Sgcurit
Inc. under contract to Symantec. With the exceptibthis Non-Proprietary Security Policy, the FIP&-

2 Submission Package is proprietary to Symantedsneleasable only under appropriate non-discksur
agreements. For access to these documents, pla@iset Symantec.
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2 SymCrypt

This section describes the Symantec Cryptograpludié from Symantec Corporation.

2.1 Overview

As one of the world’s largest software companigsn&tec offers a comprehensive portfolio of segurit
storage, and systems management solutions. Symlaasea customer base that includes 99% of Fortune
1000 companies. It also has a broad range ofuptaafferings that range from consumer virus pribddec

to enterprise class Security Operation Centers @t are staffed 24/7. Through their softward a
services, they help consumers and organizatiortegrimformation and infrastructure against mos&siat
more points, more completely and efficiently thary ather company. With an arsenal that includes
engineering centers, global patents, and cuttiggedsearch, customers can have what only a global
leader like Symantec can provide - confidencedonranected world.

2.1.1 Symantec Security Information Manager

The first Symantec solution to take advantage @fiGrypt is the Symantec Security Information Manager
SSIM is a high availability enterprise class softsvaolution, whose primary purpose is to preempt or
detect security incidents while providing the framoek to both respond and demonstrate compliance.
SSIM accomplishes this through its integrated lognagement, distributed architecture, and automated
updates from Symantec’s Global Information Netw@@&N), which offers real-time intelligence on the
latest vulnerabilities and threats from aroundwioeld.

SSIM collects security information, called evetfitsm a broad range of applications, services, &udrsty
products. It then converts that information intcti@nable intelligence by using its built-in asset
management function for prioritization, and theplging its sophisticated rule-based correlationieagn

a normalized event stream. Event data is easdliyaged and quickly retrieved using SSIM’s speaaliz
form of event detail storage, which uses proprietadexing and compression. Large amounts ofrdiave
event data can be centralized in online or archigednt stores using direct-attached storage (DAS),
network-attached storage (NAS) or storage areaarkt(GAN). SSIM also embeds a high performance
relational database to store both summarized ewrddata pertaining to incidents, tickets, assatss,
vulnerabilities, workflow, and reports. This allsvior trend reporting and custom StQjueries, with drill
down capability into the appropriate event archives

SSIM
Routers, switches Audit trails
Vulnerability scanners Incident assignment
VPN, IDS, IPS Incident tracking
Firewalls, SNMP Collect Security monitoring
Authentication Servers Filter Policy violations
Enterpr.lse Antivirus EVENTS Normalize INCIDENTS Automa.ted reports
Policy scanners Correlate Forensic searches
Windows/Unix logs Prioritize Compliance reports
Web servers, databases Archive Remediation workflow
Proxies, filters Hi-speed queries
Critical applications Third-party ticketing
Mail, groupware Legal impacts

Figure | — Symantec Security Information Manager Workflow

! SQL - Structured Query Language
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The SSIM solution consists of the following majongonents:

Event Collector

.

Information Manager — comprises the core functionality of a SSIM depiewnt. It installs on a
standard server platform that supports RHEL (Red Haterprise Linux). It aggregates and
processes event data for correlation, incident gma&nt, and archival. It also consists of a
comprehensive report engine and an embedded LDAdght{keight Directory Access Protocol)
directory for centralized access control and madtinain management. The various roles of the
Information Manager (Collection, Correlation, Areai, and Service Provider) can be distributed
in local clusters and then federated for fail sgfeigher scalability, and global deployments.

Event Collector — gathers and filters events from event sourdégsllectors are installed directly
on a security point product or in strategic locasiovith access to security events. They use
application specificsensors that retrieve events from a file, database, otogys SSIM provides
multi-vendor support with over 200 predefined occites for popular products. It also has
universal collectors that can be customized fogueievent sources.

Event Agent — manages the secure communication path betwdksttoos and the Information
Manager. This path is used to remotely configul&ectors and sensors, and to forward both raw
event data and events that have been filtered ggegated. The Event Agent is a Java-based
application that is always installed on the sammapater or device as the collector component.
Information Manager Console— provides a bidirectional administrative Gt the Information
Manager. Itis a Java-based application used hyrastrators, analysts, and service desk systems
to perform security monitoring functions, such asident management, reports, and rule
definition. It presents both high-level and detdiliews of critical security information.

Web Configuration Interface and OpenSSH —provide administrative access to the Information
Manager server via a web browser or a remote setigle(SSH) connection.

Symantec
Global Intelligence
Network

Linux

g @ Admistrator

Information Manager consoles

Server

running Information Manager

Server

Raw
event data

N

Filtered/aggregated
firewall events

event

Firewall
event
data
Filtered/aggregated data
AV event data

Firewall @

Network Intrusion Detection
running
Event Collector for NID

.

running

Event Collector for VS

Asset vulnerability
information

Vulnerability Scanner

NID event data m

AntiVirus Server
running
Event Collector for AV

Figure 2 — SSIM Architecture Overview

2 GUI — Graphical User Interface
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2.1.2 Symantec Cryptographic Module Security

The Symantec Cryptographic Module, SymCrypt, isoftweare shared library that resides on various
Symantec application components, including the rmftion Manager server in SSIM. It provides the
primitive cryptographic services required by SSHIafALS® for secure communication. The module
includes implementations of the following FIPS-Apped algorithms:

» Advanced Encryption Standard (AES)

« Triple Data Encryption Algorithm (TDEA or Triple-OE)

e Secure Hash Algorithm (SHA)

* (Keyed-) Hash Message Authentication Code (HMAC)

» Digital Signature Algorithm (DSA)

« RSA’ signature generation and verification

« ANSI® X9.31 Pseudo Random Number Generator (PRNG)

The Symantec Cryptographic Module operates in edielPS-Approved mode of operation or a non-FIPS
mode of operation. It is validated at the follog/iRIPS 140-2 Section levels:

Table | — Security Level Per FIPS 140-2 Section

Section Section Title Level
| Cryptographic Module Specification |
2 Cryptographic Module Ports and Interfaces I
3 Roles, Services, and Authentication I
4 Finite State Model I
5 Physical Security N/A
6 Operational Environment |
7 Cryptographic Key Management I
8 EMI/EMC’ I
9 Self-tests I
10 Design Assurance |
I Mitigation of Other Attacks N/A

2.2 Module Specification

The Symantec Cryptographic Module is a software utedith a multi-chip standalone embodiment. The
overall security level of the module is 1. SymQrigimplemented in the C programming language and
consists of a shared library that is linked witHN@pplication components. It is designed to exean a
host system with a General Purpose Computer (GR@Mware platform. The following sections define
the physical and logical boundary of the SymCryptuie.

3 TLS — Transport Layer Security

* DES - Data Encryption Standard

® RSA — Rivest, Shamir, Adleman

® ANSI - American National Standards Institute

" EMI/EMC — Electromagnetic Interference / Electrgmatic Compatibility
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2.2.1 Physical Cryptographic Boundary

As a software cryptographic module, there are ngsighl protection mechanisms implemented.
Therefore, the module must rely on the physicatattaristics of the host system. The physical bauoy

of the cryptographic module is defined by the hemdlosure around the host system on which it rdrse
module supports the physical interfaces of a GR@uding the integrated circuits of the system Hotre
CPU, network adapters, RAM, hard disk, device cassyer supply, and fans. Other devices may be
attached to the GPC, such as a display monitohdayg, mouse, printer, or storage media. See &igur
below for a standard GPC block diagram.

Physical Cryptographic Boundary

Hardware

Management Network

Clock

Generator
SCSI/SATA

Controller
North Bridge

CPU(s) Serial

PCI/PCle South Bridge
Slots

Power Graphics PCI/PCle

Interface Controller

External
Power Supply
KEY:
BIOS - Basic Input/Output System PCle — PCl express
CPU - Central Processing Unit HDD - Hard Disk Drive
SATA — Serial Advanced Technology Attachment DVD - Digital Video Disc
SCSI — Small Computer System Interface USB — Universal Serial Bus
PCI — Peripheral Component Interconnect RAM - Random Access Memory

Figure 3 — Standard GPC Block Diagram

2.2.2 Logical Cryptographic Boundary

Figure 4 shows a logical block diagram of the medekecuting in memory and its interactions with
surrounding software components, as well as theutetsdlogical cryptographic boundary. The module’s
services are designed to be called by other Syroaofitware components.
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Host System
N T T T T T T ‘I
SSIM — 1 SymCrypt |
Component [«— Symantec ]
Application —»: Cryptographic :
Software 1 Module |
|
) e mmmmmmm o J
A\ 4 1
User Mode Operating System
Kernel Mode
System calls Y Y Y
Data Input
aanpy CPU Memory Storage
Data Output
Control input
Status output
————— Logical CryptographicBoundary

Figure 4 — Logical Block Diagram and Cryptographic Boundary

2.3 Module Interfaces

The module’s logical interfaces exist at a low lewe the software as an Application Programming
Interface (API). Both the API and physical interés can be categorized into following interfacefindd
by FIPS 140-2: Data Input, Data Output, Controlufyfstatus Output, Power Input.

A mapping of the FIPS 140-2 logical interfaces, pigsical interfaces, and the module interfaceshman
found in the following table:

Table 2 - FIPS 140-2 Interface Mappings

FIPS Interface Physical Interface Module Interface (API) ‘

Data Input USB ports (keyboard, mouse, | Arguments for API calls that contain
data), network ports, serial data to be used or processed by the
ports, SCSI/SATA ports, DVD | module
drive

Data Output Monitor, USB ports, network | Arguments for API calls that contain or

ports, serial ports, SCSI/SATA | point to where the result of the function
ports, audio ports, DVD drive | is stored

Control Input USB ports (keyboard, mouse), | APl Function calls and parameters that
network ports, serial ports, initiate and control the operation of the
power switch module

Symantec Cryptographic Module Page 8 of 18
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FIPS Interface Physical Interface Module Interface (API)
Status Output Monitor, serial ports, network | Return values from API function calls
ports and error messages
Power Input Power Interface N/A

2.4 Roles and Services

The Symantec Cryptographic Module supports the¥atg two roles for operators, as required by FIPS
140-2: Crypto-Officer (CO) role and User role. @fowed by FIPS 140-2, the module does not perform
authentication of any operators. Both roles andiciily assumed when services are executed.

Note 1: Table 3 and Table 4 use the following definitioas ICSP and Type of Access”.

R — ReadThe plaintext CSP is read by the service.

W — Write: The CSP is established, generated, modified, or zeroized by the service.

X — Execute:The CSP is used within an Approved (or allowed) security function or authentication
mechanism.

Note 2: Input parameters of an API call that are not speadlfy a signature, hash, message, plaintext,
ciphertext, or a key are NOT itemized in the “Ifpcblumn, since it is assumed that most API cali w
have such parameters.

Note 3: The “Input” and “Output” columns are with respeetie module’s logical boundary.

2.4.1 Crypto Officer Role

The operator in the Crypto Officer role installgjnstalls, and administers the module via the host
platform’s OS interfaces. An operator assumes Bede by invoking one of the following services:

Table 3 — Crypto Officer Services

CSP and Type of

Service Description Access
Initialize FIPS mode | Performs integrity check and | API call Status Integrity check
power-up self-tests. Sets the | parameters HMAC key, ANSI
FIPS mode flag to on X9.31 PRNG seed,
ANSI X9.31 PRNG
seed key
Exit FIPS mode Sets the FIPS mode flag to off | API call Status None
parameters
Show status Returns the current mode of |None Status None
the module (FIPS or non-FIPS)
Run self-tests on | Performs power-up self-tests | None Status Integrity check
demand HMAC key

2.4.2 User Role

The operator in the User role is a consumer ofitbdule’s security services. The role is assumed by
invoking one of the following cryptographic sernsce

8 CSP — Critical Security Parameter
Symantec Cryptographic Module Page 9 of I8

© 2011 Symantec Corporation
This document may be freely reproduced and distributed whole and intact including this copyright notice.



Security Policy, Version 1.0

August 3, 201 1

Service

Table 4 — User Services

Description

| CSP and Type of Access

Generate Returns the specified API call Status, ANSI X9.31 RNG seed -
random number | number of random bits to parameters random bits | RWX
(ANSI X9.31) | calling application ANSI X9.31 seed key — RX
Generate Compute and return a API call Status, hash | None
message digest | message digest using SHS parameters,
(SHS?) algorithms message
Generate keyed | Compute and return a API call Status, hash | HMAC key — RX
hash (HMAC) | message authentication code | parameters,
using HMAC-SHAXx key, message
Zeroize key Zeroizes and de-allocates API call Status AES key - W
memory containing sensitive | parameters TDES key - W
data HMAC key - W
RSA private/public key — W
DSA private/public key — W
DH'® components — W
Symmetric Encrypt plaintext using API call Status, AES key — RX
encryption supplied key and algorithm | parameters, ciphertext | TDES key — RX
specification (TDES or AES) | key, plaintext
Symmetric Decrypt ciphertext using API call Status, AES key — RX
decryption supplied key and algorithm | parameters, plaintext TDES key — RX
specification (TDES or AES) | key, ciphertext
Generate Generate and return the API call Status, key | RSA private/public key — W
asymmetric specified type of asymmetric | parameters pair DSA private/public key — W
key pair key pair (RSA or DSA)
RSA encryption |Encrypt plaintext using RSA | API call Status, RSA public key — RX
public key (used for key parameters, ciphertext
transport) key, plaintext
RSA decryption | Decrypt ciphertext using API call Status, RSA private key — RX
RSA private key (used for parameters, plaintext
key transport) key, ciphertext
DH key Perform key agreement API call Status, key | DH components — W
agreement using Diffie-Hellman parameter components
algorithm
Signature Generate a signature for the | AP call Status, RSA private key — RX,
Generation supplied message using the | parameters, signature DSA private key — RX
specified key and algorithm | key, message
(RSA or DSA)
Signature Verify the signature on the | API call Status RSA public key — RX
Verification supplied message using the | parameters, DSA public key — RX
specified key and algorithm | key, signature,
(RSA or DSA) message

9 SHS — Secure Hash Standard
10 pH — Diffie-Hellman
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2.5 Physical Security

The Symantec Cryptographic Module is a software uteodand does not include physical security
mechanisms. Thus, the FIPS 140-2 requirementshigsical security are not applicable.

2.6 Operational Environment

The module was tested and found to be complianh WitPS 140-2 requirements on the following
platforms:

*  GPC with an Intel Pentium 4 processor running Wimsl@003 Server 32-bit
»  GPC with an Intel Xeon x3430 processor running RatiEnterprise Linux (RHEL) 4.8 32-bit.

Symantec affirms that the module also executesiRIPS-Approved manner (as described in this Sgcur
Policy) on other Operating Systems that are bicampatible to those on which the module was tested.
All cryptographic keys and CSPs are under the obiwif the operating system, which protects the CSPs
against unauthorized disclosure, modification, aodstitution. The module only allows access to £SP
through its well-defined API.

2.7 Cryptographic Key Management

The module implements the following FIPS-Approvégbathms:

Table 5 - FIPS-Approved Algorithm Implementations

Algorithm Certificate Number

AES in ECB'', CBC'?, OFB"?, CFB'“8, CFB128 modes with 1607
128, 192, and 256 bit keys

Triple-DES in ECB, CBC, CFB8, CFB64, OFB modes with 1052
112 and 168 bit keys

RSA (ANSI X9.31, PKCS'* #1.5, PSS) sign/verify with 1024, 789
1536, 2048, 3072, 4096 bit keys

RSA (ANSI X9.31) key generation with 1024, 1536, 2048, 789
3072, 4096 bit keys

DSA sign/verify and key generation with 1024 bit keys 498
SHA-1, SHA-224, SHA-256, SHA-384, SHA-512 1420
HMAC-SHA-1, HMAC-SHA-224, HMAC-SHA-256, HMAC- 943

SHA-384, HMAC-SHA-512

ANSI X9.31PRNG Appendix A.2.4 861

The module utilizes the following non-Approved aiitfuams, which are allowed for use in a FIPS-
Approved mode of operation:

* RSA key wrapping (1024- to 15360-bit keys)
o0 Key establishment methodology provides betweenn80256 bits of encryption strength

' ECB - Electronic Codebook

12 cBC - Cipher Block Chaining

13 OFB - Output Feedback

14 CFB - Cipher Feedback

15 PKCS — Public-Key Cryptography Standards
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» Diffie-Hellman key agreement (1024-bit key)
0 Key establishment methodology provides 80 bitseaiisity
» Message Digest 5 (MD5)
0 Message authentication for use within the TLS Keyitation Function (KDF)

Additionally, the module implements the followingmApproved algorithms, which are only availablein
non-Approved mode of operation:

» DES

» Blowfish

» CAST ( Carlisle Adams and Stafford Tavares)
» IDEA (International Data Encryption Algorithm)
* RC2 (Rivest Cipher 2)

+ RC4
* RC5
+ MD2
« MD4

« RipeMD (RACE?® Integrity Primitives Evaluation MD)
« MDC-2 (Modification Detection Code 2)

The CSPs supported by the module are shown in Fabétow.

Note: The “Input” and “Output” columns in Table 6 are rieference to the module’s logical boundary.
Keys that enter and exit the module via an API gatemeter are in plaintext.

Table 6 - List of Cryptographic Keys, Key Components, and CSPs

CSP/Key cﬁ.P' Key Input Output = Storage | Zeroization
ype
HMAC key HMAC key Never Never In module | By uninstalling | Software
(Integrity check) binary the module  |integrity check
AES key AES128, 192, | API call Never Plaintext in | By API call, Encryption,
256 bit key parameter volatile power cycle, |decryption
memory host reboot
TDES key TDES 112, 168 | API call Never Plaintext in | By API call, Encryption,
bit key parameter volatile power cycle, |decryption
memory host reboot
HMAC key HMAC key API call Never Plaintext in | By API call, Message
parameter volatile power cycle, |Authentication
memory host reboot | with SHS
RSA private key |RSA 1024, AP call Never Plaintext in | By API call, Signature
1536, 2048, parameter volatile power cycle, |generation,
3072, 4096 bit memory host reboot | decryption
key Internally | API call Used by host
generated parameter application
RSA public key |RSA 1024, API call Never Plaintext in | By API call, Signature
1536, 2048, parameter volatile power cycle, | verification,
3072, 4096 bit memory host reboot | encryption

% RACE — Research and Development in Advanced Coriwations Technologies in Europe
Symantec Cryptographic Module Page 12 of 18
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key Internally API call Used by host
generated parameter application
DSA private key | DSA 1024 bit | API call Never Plaintext in | By API call, Signature
key parameter volatile power cycle, |generation
Internally | APlcall | MeMOrY  hostreboot iy i host
generated parameter application
DSA public key |DSA 1024 bit | API call Never Plaintext in | By API call, Signature
key parameter volatile power cycle, | verification
Internally APl call | memery  hostreboot i, ity host
generated parameter application
DH public Public Internally API call Plaintext in | By API call, Used by host
components components of | generated parameter | volatile power cycle, |application
DH protocol memory host reboot
DH private Private Internally API call Plaintext in | By API call, Used by host
component exponent of generated parameter | volatile power cycle, |application
DH protocol memory host reboot
ANSI X9.31 128 bit random | Internally Never Plaintext in | By API call, Generate
PRNG seed value generated volatile power cycle, |random
memory host reboot | number
ANSI X9.31 AES 256 bit Internally Never Plaintext in | By API call, Generate
PRNG seed key |key generated volatile power cycle, |random
memory host reboot | number

2.7.1 Key Generation

The module uses an ANSI X9.31 Appendix A.2.4 PRNIlementation to generate cryptographic keys.
This PRNG is FIPS-Approved as shown in Annex CIRFPUB 140-2.

2.7.2 Key Entry and Output

The cryptographic module itself does not suppost katry or key output from its physical boundary.
However, keys are passed to the module as parasfeden the applications resident on the host ptatfo
via the exposed APIs. Similarly, keys and CSPstbr module in plaintext via the well-defined exed
APls.

2.7.3 Key/CSP Storage and Zeroization

Symmetric, asymmetric, and HMAC keys are eithewjgied by or delivered to the calling process, aral a
subsequently destroyed by the module at the complef the API call. Keys and CSPs stored in RAM
can be zeroized by a power cycle or a host sysehoot. The X9.31 PRNG seed and seed key are
initialized by the module at power-up and remaoredt in RAM until the module is uninitialized byhast
system reboot or power cycle. The HMAC key thatised to verify the integrity of the module is hard-
coded within the module binary.

2.8 EMI/EMC

SymCrypt is a software module. Therefore, the @igctromagnetic interference produced is thahef t
host platform on which SymCrypt resides and executBIPS 140-2 requires that the host systems on
which FIPS 140-2 testing is performed meet the F#@dgommunications Commission (FCC) EMI and
EMC requirements for business use as defined inp&utB, Class A of FCC 47 Code of Federal
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Regulations Part 15. However, all systems soldha United States must meet these applicable FCC
requirements.

2.9 Self-Tests

2.9.1 Power-Up Self-Tests
The Symantec Cryptographic Module performs theofelhg self-tests at power-up:

» Software integrity check
o This test calculates a HMAC SHA-1 digest of the mledand compares it to the pre-
calculated digest stored in the module’s associdigekst file.
* Known Answer Tests (KATS)
SHA-1
HMAC-SHA1
HMAC-SHA-224
HMAC-SHA-256
HMAC-SHA-384
HMAC-SHA-512
Triple-DES-ECB 112 and 168 bit key encrypt/decrypt
AES-ECB 128 bit key encrypt/decrypt
ANSI X9.31 PRNG
RSA for sign/verify
» DSA pairwise consistency

OO0 O0OO0OO0OO0OO0OO0OO

(]

If a power-up self-test fails, the module will eng error state, during which cryptographic fuoistility
and all data output is inhibited. To clear theestate, the CO must reinitialize the module.

2.9.2 Conditional Self-Tests
The Symantec Cryptographic Module performs theofeiihg conditional self-tests:

» Continuous RNG test
* RSA pairwise consistency for sign/verify and enttygcrypt
» DSA pairwise consistency

If a conditional self-test fails, the module wititer an error state, during which cryptographiccfionality
and all data output is inhibited. To clear theesgtate, the CO must reinitialize the module.

2.10Mitigation of Other Attacks

This section is not applicable. The module doéslam to mitigate any attacks beyond the FIPS-240
Level 1 requirements for this validation.
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3 Secure Operation

The Symantec Cryptographic Module meets Level Liirements for FIPS 140-2. The sections below
describe how to place and keep the module in Fiif8Beeed mode of operation.

3.1 Initial Setup

FIPS 140-2 mandates that a software cryptograpluiduhe at Security Level 1 be restricted to a single
operator mode of operation. Prior to installing thodule, the Crypto-Officer must ensure the hgstesn

OS is configured for single-user mode. The CO ndissible any unnecessary guest accounts in order to
ensure that only an authorized operator can log i OS. The following Windows services should be
carefully evaluated by the CO and turned off if laggble:

» Fast-user switching (irrelevant if server is a dommaember)

* Terminal services

* Remote registry service

» Secondary logon service

* Telnet service

* Remote desktop and remote assistance service

» Network Information Service (NIS) and other nameviees for users and groups.

The SymCrypt module is installed as part of theaifstion of a Symantec product. For SSIM, the CO
should follow the installation procedures foundSymantec Security Information Manager Installation
Guide. These instructions install both server and tlmmponents. The Information Manager which is
installed on a server platform comes with RHEL @r@&ady configured for single-user mode.

3.2 Crypto-Officer Guidance

The Crypto-Officer is required to install and ialtze the module to run in a FIPS mode of operation
When the module is loaded by the host SSIM softeg@ication, an internal global fldgps_mode is set

to FALSE. At this point the module is considered ke uninitialized in non-FIPS mode. A single
initialization function callFIPS mode_set (onoff) with a non-zermnoff, is required to operate the module
in a FIPS-Approved mode of operation. This functihecks the integrity of the module using an HMAC-
SHA-1 digest. If the integrity check succeeds, ttlenmodule performs power-up self-tests. If thadoie
passes all self-tests, the global ffggs_mode is set to TRUE and the function returns a valu&ldfwhich
indicates the module is in a FIPS-Approved modepafration.

Self-tests can be performed on demand by cycliegptbwer on the host device, or by the function call
FIPS selftest().

3.3 User Guidance

The SymCrypt modulés designed for use by Symantec software applicaticsSymCryptdoes not input,
output, or persistently store CSPs with respedh&physical boundary. The User (Symantec software
component, in this case) is responsible for proxgjdgiersistent storage of the cryptographic keysGaHs,
and to ensure that keys are transmitted outsidehlysical cryptographic boundary in a secure manner
Only security functions that are FIPS-Approved toveed for use in the FIPS mode of operation are
available when configured for FIPS mode. Shouldapplication attempt to use a non-Approved security
function, SymCrypt will give an error message sigtthe function is non-Approved and will lock the
module from further use. SymCrypt must then beitialized by the Crypto-Officer.
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4 Acronyms
Table 7 — Acronyms
Acronym Definition
AES Advanced Encryption Standard
American National Standards Institute
m Application Programming Interface
CAST Carlisle Adams and Stafford Tavares
Cipher Block Chaining
CFB Cipher Feedback
CMVP Cryptographic Module Validation Program
_ Crypto Officer
Central Processing Unit
CSEC Communications Security Establishment Canada
(o) Critical Security Parameter
CTR Counter
Direct-Attached Storage
E Data Encryption Standard
“ Diffie-Hellman
Digital Signature Algorithm
Electronic Code Book
Electromagnetic Compatibility
Electromagnetic Interference
Federal Communications Commission
Federal Information Processing Standard
m Global Information Network
General Purpose Computer
Graphical User Interface
(Keyed-) Hash Message Authentication Code
- International Data Encryption Algorithm
Intrusion Detection System
E Intrusion Prevention System
_ Known Answer Test
Key Derivation Function
Lightweight Directory Access Protocol
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Definition

Message Authentication Code

Message Digest

MDC Modification Detection Code

Network-Attached Storage

Network Information Service

National Institute of Standards and Technology

National Voluntary Laboratory Accreditation Program

Output Feedback

Operating System

Public-Key Cryptography Standards
Pseudo Random Number Generator

m Probabilistic Signature Scheme

Besearch and Development in Advanced Communications Technologies
in Europe

RC Rivest Cipher
Red Hat Enterprise Linux
14157 (| D I RACE Integrity Primitives Evaluation Message Digest

- Random Number Generator
Rivest, Shamir, and Adleman

m Storage Area Network

SATA Serial Advanced Technology Attachment

SCsi Small Computer System Interface

Secure Hash Algorithm

Secure Hash Standard

Simple Network Management Protocol

Security Operations Center

Special Publication

Structured Query Language

Secure Shell

Symantec Security Information Manager

Triple Data Encryption Algorithm

Transport Layer Security

Universal Serial Bus

Virtual Private Network
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