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Introduction

.1 Purpose

This is a non-proprietary Cryptographic Module S#guPolicy for the Verdasys Secure Cryptographic
Module from Verdasys, Inc.. This Security Policgsdribes how the Verdasys Secure Cryptographic
Module meets the security requirements of FIPS 240 how to run the module in a secure FIPS 140-2
mode. This policy was prepared as part of the LeWPS 140-2 validation of the module.

FIPS 140-2 (Federal Information Processing Starsdd&dblication 140-2 -Security Requirements for
Cryptographic Modules) details the U.S. and Canadian Government reqeingsnfor cryptographic
modules. More information about the FIPS 140-2yésad and validation program is available on the
Cryptographic Module Validation Program (CMVP) witéswhich is maintained by the National Institute
of Standards and Technology (NIST) and the Comnatioic Security Establishment Canada (CSEC):
http://csrc.nist.gov/groups/STM/index.html

The Verdasys Secure Cryptographic Module is refeteein this document as VSEC, the cryptographic
module, or the module.

|.2 References

This document deals only with operations and caiiaki of the module in the technical terms of #8l
140-2 cryptographic module security policy. Mordormation is available on the module from the
following sources:

» The Verdasys websitéttp://www.verdasys.cojcontains information on the full line of products
from Verdasys.

» The CMVP website Http://csrc.nist.gov/groups/STM/cmvp/documents/140401val2010.htn
contains contact information for individuals to aes technical or sales-related questions for the
module.

1.3 Document Organization

The Security Policy document is one document inRSF140-2 Submission Package. In addition to this
document, the Submission Package contains:

» Vendor Evidence document
» Finite State Model document
» Other supporting documentation as additional refeze

This Security Policy and the other validation sutsidn documentation were produced by Corsec Sgcurit
Inc. under contract to Verdasys. With the exceptibthis Non-Proprietary Security Policy, the FIP&-

2 Submission Package is proprietary to Verdasysismeleasable only under appropriate non-discsur
agreements. For access to these documents, plertset Verdasys.
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2 VSEC Module

This section describes the Verdasys Secure Crygpbiz Module from Verdasys, Inc.

2.1 Overview

Verdasys is a pioneer in Enterprise Informationt&ution (EIP), a data-centric and risk-based apgrda
security that focuses on information flow and hunrdaraction across an organization. VerdasysitBiig
Guardian provides the foundation necessary for emginting an EIP platform. Through its unique
architecture, Digital Guardian reduces the riskdafa loss or misuse by its realtime enforcement of
corporate security policies, automated encryptidnfiles and emails, and automatic discovery and
classification of sensitive data. Digital Guardiprotects information at rest, in use, and in omti
mitigating both internal and external risks. Itgpkisticated tracking and reporting capabilitiesvinte
visibility into how information is used and wheted located. This activity data can then be dates into
actionable intelligence. It can also provide pduldiorensic support during investigations intouda theft,
and malicious activity.

Through the enterprise-wide installation of a kérwed user mode component calle@ Agent, Digital
Guardian provides data protection at the point g€, where it is most vulnerable. Once installe@,
Agent operates invisibly on desktops, laptops, and ssrv@he integrated framework also consists of a
centralizedDG Server and DG Management Console, comprising a Web-based command center for the
Digital Guardian platform Figure 1 below gives an overview of the Digital @lian architecture.

Unmanaged PC DG Agent
without DG Agent 9 DG Agent DG Agent DG Agent
: Offline
DG Agent DG Agent
S S
Application File
Server Server
Activity Data
Alerts T Policies
Violations
= Reports
= Policy Definition
DG < = Configuration
Management S » Alerts / Violations
Console X = Monitoring
% = Logging
DG Server

Figure | — Digital Guardian Architecture
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Digital Guardian’s primary use of cryptography msthe following two components: the Adaptive Mail

Encryption module (AME) and the Adaptive File Enatipgn module (AFE). Based on content and
security policy rules, AME and AFE encrypt and ggtrfiles, emails, and attachments selectively and
automatically, in most cases without end-user kedgé or action.

The Verdasys Secure Cryptographic Module, VSECGa software module that provides cryptographic
functionality for Digital Guardian’s AME and AFE rdales, and other Verdasys add-on components.
Within the Digital Guardian architecture, it resida bothDG Agent andDG Server. It is custom designed
and written by Verdasys in the ‘C’ programming laage and is identical, at the source code levethi®
following supported operating system (OS) platfarms

*  Windows XP, 32-bit and 64-bit

e Windows 7, 32-bit and 64-bit

* Windows Vista, 32-bit and 64-bit

e Windows Server 2003, 32-bit and 64-bit
* Windows Server 2008, 64-bit

The module includes implementations of the follogviFiPS-Approved algorithms:

e Advanced Encryption Standard (AES)

e Secure Hash Algorithm (SHA)

» Keyed-Hash Message Authentication Code (HMAC)

+ RSA! signature generation and verification

e SP 800-90 Deterministic Random Bit Generator (DRBG)

The Verdasys Secure Cryptographic Module alwaysatee in a FIPS-Approved mode of operation and is
validated at the following FIPS 140-2 Section level

Table | - Security Level Per FIPS 140-2 Section

Section Section Title Level
I Cryptographic Module Specification I
2 Cryptographic Module Ports and Interfaces I
3 Roles, Services, and Authentication I
4 Finite State Model I
5 Physical Security N/A
6 Operational Environment I
7 Cryptographic Key Management I
8 EMI/EMC? I
9 Self-tests I
10 Design Assurance I
I Mitigation of Other Attacks N/A

! RSA — Rivest, Shamir, Adleman
2 EMI/EMC — Electromagnetic Interference / Electrgmetic Compatibility
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2.2 Module Specification

The Verdasys Secure Cryptographic Module is a so#wmodule with a multi-chip standalone
embodiment. The overall security level of the meds 1. The following sections will define theysical
and logical boundary of the VSEC module.

2.2.1 Physical Cryptographic Boundary

As a software cryptographic module, there are ngsighl protection mechanisms implemented. The
module must rely on the physical characteristicsttaf host system. The physical boundary of the
cryptographic module is defined by the hard end®saround the host system on which it runs. The
module supports the physical interfaces of a Gémargpose Computer (GPC). See Figure 2 below for a
standard GPC block diagram.

Physical Cryptographic Boundary
P o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e - ———- b
| I
| ; ; |
Graphics Clock Driver / . .
: RAM Controller Generator Networking Audio :
| |
| |
| |
| |
| |
! System DVD/CD |a—t—»
: cPU Controller :
| |
: USB (et —»
| PCI/SATA/IDE :
) Accelerator |
| Cache 1394 (fa—f—»
| |
| |
! HDD '
| |
| I
| I
| |
| Power |
! Interface Mouse |« t—
| Keyboard / |
| BIOS Serial Mouse e |
| Controller |
| Keyboard <|7
| |
e S |
KEY:
External BIOS — Basic Input/Output System
Power CPU - Central Processing Unit
Supply 1/0 — Input/Output

SATA - Serial Advanced Technology Attachment
IDE - Integrated Drive Electronics

PCI — Peripheral Component Interconnect
HDD - Hard Disk Drive

DVD/CD - Digital Video Disc/Compact Disc
USB — Universal Serial Bus

RAM — Random Access Memory

Figure 2 — Standard GPC Block Diagram
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2.2.2 Logical Cryptographic Boundary

Figure 3 shows a logical block diagram of the medekecuting in memory and its interactions with
surrounding components, as well as the module’Edbgryptographic boundary. The module’s services
(or exported functions) are designed to be calledther Verdasys kernel mode drivers, with whichas
active sessions. For clarity, the diagram onlyicilspne active session with the module.

Other
DG
Components e
Components

A

User Mode

Kernel Mode

‘ Other Verdasys Applications

v |

Digital Guardian
Kernel Mode Driver
DgMaster

Application calls

_______ Data Input
............. Data Output

eeeeeoeee Controlinput

| H
I |
Y _o_Yrd_

——r =i - Status output | |

o= e» a=» == = |ogical | VSEC |
Cryptographic | Verdasys Secure

Boundary Cryptographic |

| Module |

L]

Figure 3 — Logical Block Diagram and Cryptographic Boundary

2.3 Module Interfaces

The module’s logical interfaces exist in the softsvas an Application Programming Interface (API).
Physically, ports and interfaces are consideredeothose of the GPC. Both the APl and physical
interfaces can be categorized into following irdeds defined by FIPS 140-2:

» Data Input Interface

» Data Output Interface

»  Control Input Interface
»  Status Output Interface
* Power Interface

A mapping of the FIPS 140-2 logical interfaces, pigsical interfaces, and the module interfaceskman
found in the following table:
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Table 2 - FIPS Interface Mappings

FIPS 140-2 Physical Interface Module Interface (API)
Interface
Data Input Keyboard, mouse, serial/USB/network |Function calls that accept, as their
ports, DVD/CD drive arguments, data or pointers to data to
be processed by the module
Data Output | Monitor, DVD/CD drive, Arguments for a function that specify
serial/USB/network/audio ports where the result of the function is
stored
Control Input | Keyboard, mouse, network port, Function calls and arguments that
power switch initiate and control the operation of
the module.
Status Output | Serial/USB/network ports, monitor Return values from function calls and

error messages

Power Input | Power Interface N/A

2.4 Roles and Services

The module supports the following roles: Cryptdi€dr (CO) and User. Both roles are implicitly
assumed when services are executed. All servifesed by the module are available to both the @@ a
User and are itemized below in Table 3.

Note 1: The following definitions are used in the “CS#hd Type of Access” column in Table 3.
R — ReadThe plaintext CSP is read by the service.
W — Write: The CSP is established, generated, modified, or zeroized by the service.
X — Execute:The CSP is used within an Approved (or allowed) security function

Note 2: Input parameters of an API call that are not sjpeadlly plaintext, ciphertext, or a key are NOT
itemized in the “Input” column, since it is assuntbdt most API calls will have such parameters.

Note 3: The “Input” and “Output” columns are with respeetiie module’s logical boundary.

Table 3 — Mapping Services to Inputs, Outputs, CSPs, and Type of Access

Service Input Output CSP and Type of
Access

Load and initialize module None Status None
Run self-tests on demand API call parameters Status None
Create session with API call parameters Status None
application

Close session with application | API call parameters Status None
Generate random number API call parameters Status, random bits None

3 CSP - Critical Security Parameter
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Service CSP and Type of
Access
Generate Hash (SHA-1, SHA- | API call parameters, Status, hash None
224, SHA-256, SHA-384, SHA- | plaintext
512)
Generate Keyed Hash (SHA-I, | API call parameters, Status, hash HMAC key - RX

SHA-224, SHA-256, SHA-384,
SHA-512)

key, plaintext

Generate key API call parameters Status, key AES, HMAC key - W

Zeroize key API call parameters Status AES, HMAC, RSA private
key - W

Delete key API call parameters Status AES, HMAC, RSA private
key - W

Import key API call parameters, key | Status AES, HMAC, RSA private
key - W

Export key API call parameters Status, key AES, HMAC, RSA private
key — R

Create crypto contexts API call parameters Status None

Delete crypto contexts API call parameters Status None

Symmetric encryption API call parameters, Status, ciphertext AES key — RX

plaintext
Symmetric decryption API call parameters, Status, plaintext AES key — RX

ciphertext

Check RSA key

API call parameters

Status

RSA private key — R

RSA encryption

API call parameters,
plaintext

Status, ciphertext

RSA private key — RX

RSA decryption

API call parameters,
ciphertext

Status, plaintext

RSA private key — RX

Signature Generation

API call parameters,
key, plaintext

Status,
signed data

RSA private key — RX

Signature Verification

API call parameters,
signed data

Status, result

None

2.5 Physical Security

The Verdasys Secure Cryptographic Module is a softwnodule only and does not include physical

security mechanisms. Thus, the FIPS 140-2 reqanésrfor physical security are not applicable.

2.6 Operational Environment

The module, intended for use on a GPC, was teshell faund to be compliant with FIPS 140-2
requirements on commercially available GPCs witkli€ore 2 Quagrocessors running Windows XP 32-
bit and Windows XP 64-bit operating systems. FB*3-140-2 compliance, these are considered to be
single user operating systems when configured e lsythe CO.

Verdasys Secure Cryptographic Module Page 9 of I5

© 2012 Verdasys, Inc.
This document may be freely reproduced and distributed whole and intact including this copyright notice.



Security Policy, Version 0.3 August 20, 2012

2.7 Cryptographic Key Management

The module implements the following FIPS-Approvégbathms:

Table 4 - FIPS-Approved Algorithm Implementations

Algorithm Certificate Number

AES-CBC* with 128, 192, and 256 bit key sizes, 1384
AES- CTR®, ECB® with 256 bit key sizes

RSA (RSASSA’-PKCSI8-vl_5) Signature Generation — 2048,
3072, 4096 bit key sizes 677

RSA (RSASSA-PKCSI-vI_5) Signature Verification — 1024,
1536, 2048, 3072, 4096 bit key sizes

SHA-1, SHA-224, SHA-256, SHA-384, SHA-512 1261

HMAC-SHA-1, HMAC-SHA-224, HMAC-SHA-256, HMAC- 814
SHA-384, HMAC-SHA-512

SP’ 800-90 Hash_DRBG 50

Additionally, the module utilizes the following alved algorithms used in an Approved mode of opamati

* RSA PKCS#1 - 1024, 1536, 2048, 3072, 4096 bit KKgy wrapping; key establishment
methodology provides 80 to 150 bits of encryptitrersgth)

« A non-Approved RN& used for gathering entropy as input to the ApptoSe 800-90
Hash_DRBG

The CSPs supported by the module are shown in Eabétow.

Note: The “Input” and “Output” columns in Table 5 arereference to the module’s physical boundary.
In reference to its logical boundary, all keys taninput to and output from the module using ARlsca

Table 5 - List of Cryptographic Keys, Key Components, and CSPs

CSP/Key CSP/Key Type |Generation/|Output| Storage | Zeroization

Input
AES key | AES 128-bit Generation:  [None | Plaintext in | By API call, Encryption,
AES 192-bit Internally volatile power cycle decryption
AES 256-bit memory
Input: Via API
call
HMAC HMAC-SHA-| Generation:  [None | Plaintext in | By API call, Message

* CBC — Cipher Block Chaining mode

® CTR — Counter mode

® ECB - Electronic Code Book

" RSASSA — RSA Signature Scheme with Appendix

8 PKCS1 - Public-Key Cryptography Standard #1

° SP — Special Publication

19 RNG - Random Number Generator
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CSP/Key = CSP/Key Type

Generation /  Output| Storage

Zeroization

Input

key HMAC-SHA-224  |Internally volatile power cycle Authentication

HMAC-SHA-256 memory

HMAC-SHA-384 | Input: Via API

HMAC-SHA-512 | call
RSA RSA 1024, 1536, Input: Via APl |Via APl |Plaintext in | By API call, Signature
private 2048, 3072, 4096- | call call volatile power cycle generation, Key
key bit memory Establishment
RSA public | RSA 1024, 1536, Input: Via APl |Via APl |Plaintext in | By API call, Signature
key 2048, 3072, 4096- | call call volatile power cycle verification, Key

bit memory Establishment
DRBG RNG seed Generated None | Plaintext in | By API call, Instantiate DRBG
input internally volatile power cycle

memory

2.8 Self-Tests

The Verdasys Secure Cryptographic Module perforhes following
(KATS) at power-up:

» Software integrity check using HMAC-SHA-256
» Known Answer Tests (KATS)

AES-CTR 256 bit key encrypt/decrypt
AES-ECB 256 bit key encrypt/decrypt
HMAC-SHA-1

HMAC-SHA-224

HMAC-SHA-256

HMAC-SHA-384

HMAC-SHA-512

SHA-1

SHA-224

SHA-256

SHA-384

SHA-512

RSA signature generation/verification
RSA encryption/decryption

SP 800-90 Hash-DRBG

OO0 0000000000 0OO0OO0OO

self-tests and

AES-CBC 128, 192, and 256 bit key encrypt/decrypt

known-answer tests

The Verdasys Secure Cryptographic Module perfotradallowing conditional self-tests:

» Continuous DRBG test
» Continuous RNG test

If a self-test fails, the module will enter an erstate and be unloaded. While in an error staeemodule
inhibits all data output and does not provide aryptographic functionality until the error statecigared.

Verdasys Secure Cryptographic Module
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2.9 Mitigation of Other Attacks

This section is not applicable. The module dodsctam to mitigate any attacks beyond the FIPS-240
Level 1 requirements for this validation.
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3 Secure Operation

The Verdasys Secure Cryptographic Module meets ILewequirements for FIPS 140-2. The sections
below describe how to place and keep the moduledr-IPS-Approved mode of operation.

3.1 Initial Setup

The cryptographic module is included with the Vexgaapplication with which it will be used. With
Digital Guardian, the VSEC module can be instabbgdollowing the installation procedures found hret
Digital Guardian Installation Guide. This will install the appropriate VSEC 32- or-b# driver depending
on the processor and OS.

After installation, the module requires no set-apjt only executes in a FIPS-Approved mode of ajian.
When the module is powered up, it runs the powesealfitests. If the power-up self-tests passntioelule
is deemed to be operating in FIPS mode.

3.2 Crypto Officer Guidance

VSEC s designed for use by Verdasys applications sscbigital Guardian. In addition to providing for
the persistent storage, secure transport, and raar@ayg of cryptographic keys and CSPs, these
applications request cryptographic services todréopmed by the module, such as data encryptidmeyT
instantiate the data types required by the cryjtglgic module’s API, and then pass data referemctset
module so that cryptographic operations can beopadd and results accessed by the calling appitati
VSEC does not input, output, or persistently store C&Ris respect to the physical boundary. It is the
responsibility of the calling application to proeighersistent storage of cryptographic keys and C&ib

to ensure that keys are transmitted in a secureenan

The CO must ensure that the host GPC is placedintpe user mode.

The CO is required to use HMAC key length80 bits (through 2010) and key length$12 bits (beyond
2010) to ensure the security strength of the kdéwesh function.

3.3 User Guidance

Verdasys applications, such as Digital Guardianpleynthe services of VSEC to provide information

protection to their customers using FIPS Approvwsgtographic services. These applications areydesi

to use their kernel mode components to make funatals to the VSEC export driver via the module’s

API. Verdasys applications manage use of the neodal behalf of the end user, who does not directly
interface with the module.
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4

Acronyms

Table 6 — Acronyms

Definition

Advanced Encryption Standard

Adaptive File Encryption

Adaptive Mail Encryption

Application Programming Interface

Cipher Block Chaining

Cryptographic Module Validation Program

Crypto Officer

Communications Security Establishment Canada

Critical Security Parameter

Counter

Digital Guardian

Deterministic Random Bit Generator

Electronic Code Book

Enterprise Information Protection

Electromagnetic Compatibility

Electromagnetic Interference

Federal Information Processing Standard

General Purpose Computer

(Keyed-) Hash Message Authentication Code

Known Answer Test

National Institute of Standards and Technology

National Voluntary Laboratory Accreditation Program

Operating System

Public-Key Cryptography Standards

Pseudo Random Number Generator

Random Number Generator

Rivest, Shamir, and Adleman

Secure Hash Algorithm

Special Publication
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