Crossbeam Systems, Inc.
X60 and X80-S Platforms

Hardware Version: APM-9600, CPM-9600, NPM-9610, and NPM-9650

Firmware Version: XOS v9.9.0

FIPS 140-2 Non-Proprietary Security Policy

FIPS Security Level: 2
Document Version: 0.14

Prepared for:

2 crossbeam

Crossbeam Systems, Inc.
80 Central Street
Boxborough, MA 01719
United States of America

Phone: +1 (978) 318-7500

http://www.crossbeam.com

Prepared by:

Corses

Corsec Security, Inc.
13135 Lee Jackson Memorial Hwy, Suite 220
Fairfax, VA 22030
United States of America

Phone: +1 (703) 267-6050
Email: info@corsec.com
http://www.corsec.com




Security Policy, Version 0.14 February 13, 2013

© Copyright Crossbeam Systems, 2012, ALL RIGHTS RESED.

Crossbeam, Crossbeam Systems, XOS, X20, X30, X88, X60, X80, X80-S and any logos associated
therewith are trademarks or registered trademafk€rossbeam Systems, Inc. in the U.S. Patent and
Trademark Office, and several international juggdns. All other product names mentioned in this
document may be trademarks or registered trademadfts their respective companies.

Crossbeam X60 and X80-S Platforms Page 2 of 37

© 2013 Crossbeam Systems, Inc.
This document may be freely reproduced and distributed whole and intact including this copyright notice.



Security Policy, Version 0.14 February 13, 2013

Table of Contents

| INTRODUCGTION ......ooceeeeeerennncereeensccrensscessssssccssssssssssssssssssasssssssssssssssssssssssssssssssssssssssssssssss 5
1. PURPOSE
1.2 REFERENCES....oootititeeireeteetiteseestesessessessesesessessensessessssensensessessnsensossessssensensessensessesesensensosessessessessessasesessens 5
1.3 DOCUMENT ORGANIZATION ....eoviivirinretrereereresesresessessessessesessessessessessssessessessessssessensessssensessessensessessssssens 5
2 X60 AND X80-S PLATFORMS ... crcetreenecccrenneceseesssccsssssssesssasssesssssssessssssssssssssssssanssssess 6
2.1  OVERVIEW
2.2 MODULE SPECIFICATION ....viuviictieteetereseeseesessessessesessessessessessesssessessessessnsensessessesensensessesessnsensensensesssensenes 8
2.3 MODULE INTERFACES......ceuietiterereeseeseseseseesessessessesessessessessessessasensessessssensensessessssensensessessessssensensessesssensenes 9
2.4 ROLES AND SERVICES ......cuieererererereereresesesisesessesessssesesesessssesessnsessasesessnsesesssessssesessnsessnsessnsesessnsesesssessnee 15
2.4.1  Non-Approved Services 18
2.5 PHYSICAL SECURITY wevueverieierererereseesesesesesssesessesessssesessesessssesessnsessnsesessnsesesssesssssessnssssnsesensesessssesesssesenes
2.6  OPERATIONAL ENVIRONMENT
2.7  CRYPTOGRAPHIC KEY MANAGEMENT .....cveetivieieniereereeertereesesessesessessessessessesensensessessesessensessesessensensessasens 18
2.8 SELF-TESTS.cviteierererierererereseetesesesesessesessesessesesessesessnsesessesessasesessssesessnsesessnsessesessnsesesssessnsesesensesessnsesensesenes 22
2.8.1  Power-Up Self-Tests 22
2.8.2  Conditional Self-Tests 22
2.9 MITIGATION OF OTHER ATTACKS. ...ceeverereerererererirterereesesessesesessesessesessssesessesessssesessesesessesesssesesssesensessase 23
3  SECURE OPERATION ......ccotteiiireeeececeennecereessecccsssssesssssssssssssssssssssssssssssssssesssssssssssssssssssassss 24
Bl INITIAL SETUP ...ttt ettt ettt evee et cvee e esebe s essesssbsssesseseessssensessese st ensensessensessesensensensesensensessensesensens 24
3.1.1  X60 and X80-S Setup 24
3.1.2  X60 and X80-S FIPS Mode Configuration 30
3.1.3  Firmware Version Verification 30
3.1.4  FIPS Mode Compliance 30
3.2 CRYPTO-OFFICER GUIDANCE ......c.coieeeeeeteererereseeseesetessessesessessessesessessessessessssessensessesessansessesssessessensossons 31
3.2.] Management 31
3.2.2 Zeroization 31
3.2.3  Non-Approved Mode of Operation 31
3.3 USER GUIDANCE........cvieitieriereteeeseeeeresseseseesessessessessessesssessessessssessessesessensensessesessesessensensessesensensensesssens 34
4 ACRONYMS ... rreccttreeeceetrenncseansssecesssssssssnssssssssssesssssssssssssssssssasssssssnsssssssasssssssanssssssnnsnses 35

Table of Figures

FIGURE | - X-SERIES TYPICAL DEPLOYMENT CONFIGURATION
FIGURE 2 — APM-9600 BLADE ........cooevereerererceeereerereeereeveseesreneenees

FIGURE 3 — CPM-9600 BLADE.....

FIGURE 4 — NPM-96X0 BLADE ....

FIGURE 5 — X60 FRONT VIEW......

FIGURE 6 — X60 BACK VIEW...........

FIGURE 7 — X80-S FRONT VIEW .....

FIGURE 8 — X80-S BACK VIEW ....coovrrrereeeecreeereeeeereeeere v
FIGURE 9 — X60 TAMPER EVIDENT LABEL PLACEMENT — FRONT .....coveiiirerenieteteiereeeeereseeseseseressesesesessssesessesessssesens
FIGURE 10 —X60 TAMPER EVIDENT LABEL PLACEMENT — BACK .....cceiiitireniereteiereneeeeresseseseesesessesesesessssesessesessssesens
FIGURE | | —X80-S TAMPER EVIDENT LABEL PLACEMENT — LEFT
FIGURE 12 — X80-S TAMPER EVIDENT LABEL PLACEMENT — RIGHT w.oveutiictieteetitcectee et erese e css s essesessessesessenees 29
List of Tables

TABLE | — SECURITY LEVEL PER FIPS 140-2 SECTION ...oouiotitiiiecreetetrereereereeeseeseeresessessessessesessessensessssessessessesssensensons 8
TABLE 2 — MODULE TEST CONFIGURATIONS .....covievirierreriereeresseseesessessessesesessessessessessssessessessesessessessessssensessessossssssssnsons 8
TABLE 3 — X60 AND X80-S BLADE TYPES BY SLOT ...uvetetietieeeieeereerereseesessesesseseesessessessessessessssessensessssessessessesssensensons 9
Crossbeam X60 and X80-S Platforms Page 3 of 37

© 2013 Crossbeam Systems, Inc.
This document may be freely reproduced and distributed whole and intact including this copyright notice.



Security Policy, Version 0.14 February 13, 2013

TABLE 4 — CRYPTOGRAPHIC MODULE PLATFORMS .....cuvivititieeenecreerereseesessessesseseesessesssssessessesessessensessssessessensesssensensons 9
TABLE 5 — FIPS 140-2 LOGICAL INTERFACE MAPPINGS... .14
TABLE 6 — OPERATOR SERVICES.......ueveveeuierirenrereereesessessessesessessessessessessssessessessssensessessessnsensessessssessessensensessesessensensesene 15
TABLE 7 — FIPS-APPROVED ALGORITHM IMPLEMENTATIONS ....cviuiirietieesiereereseseseeseesessessessessessesessessessessssesensensesense 19
TABLE 8 — CRYPTOGRAPHIC KEYS, CRYPTOGRAPHIC KEY COMPONENTS, AND CSPS.......ooveverererierereecrcrererereenene 20

TABLE 9 — LABEL APPLICATION INSTRUCTIONS FOR THE X60 CHASSIS.......cierirerereereereeeseeseereseseseeseeseesssssssensesnens
TABLE 10 — LABEL APPLICATION INSTRUCTIONS FOR THE X80-S-AC CHASSIS.
TABLE | | — LABEL APPLICATION INSTRUCTIONS FOR THE X80-S-DC CHASSIS
TABLE 12 — NON-FIPS MODE SERVICES
TABLE |13 — ACRONYMS

Crossbeam X60 and X80-S Platforms Page 4 of 37

© 2013 Crossbeam Systems, Inc.
This document may be freely reproduced and distributed whole and intact including this copyright notice.



Security Policy, Version 0.14 February 13, 2013

| Introduction

.1 Purpose

This is a non-proprietary Cryptographic Module S#guPolicy for the X60 and X80-S Platforms from
Crossbeam Systems, Inc., hereafter referred ta@ssBeam. This Security Policy describes how tG@ X
and X80-S Platforms meet the security requiremehtSederal Information Processing Standards (FIPS)
Publication 140-2, which details the U.S. and C@radsovernment requirements for cryptographic
modules. More information about the FIPS 140-2xé¢dad and validation program is available on the
National Institute of Standards and Technology (NI&nd the Communications Security Establishment
Canada (CSEC) Cryptographic  Module Validation Paogr (CMVP)  website  at
http://csrc.nist.gov/groups/STM/cmvp/index.html

This document also describes how to run the mortuéesecure FIPS-Approved mode of operation. This
policy was prepared as part of the Level 2 FIPS-24@lidation of the module. The X60 and X80-S
Platforms are referred to in this document as tHgeXies module or the module.

|.2 References

This document deals only with operations and cdgpiaki of the module in the technical terms of &l
140-2 cryptographic module security policy. Mordormation is available on the module from the
following sources:
* The Crossbeam websitét{p://www.crossbeam.comcontains information on the full line of
products from Crossbeam.
« The CMVP website (http://csrc.nist.gov/groups/STiviip/index.html) contains contact
information for individuals to answer technicalsades-related questions for the module.

1.3 Document Organization

The Security Policy document is one document inlRSF140-2 Submission Package. The Submission
Package contains:

* Non-proprietary Security Policy document

» Vendor Evidence document

» Finite State Model document

* Submission Summary

» Other supporting documentation as additional refeze

This Security Policy and the other validation sutsitin documentation were produced by Corsec Sgcurit
Inc. under contract to Crossbeam Systems, Inch YW# exception of this Non-Proprietary Securityid3o

the FIPS 140-2 Submission Package is proprietagrassbeam and is releasable only under appropriate
non-disclosure agreements. For access to thesengdmts, please contact Crossbeam.
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2 X60 and X80-S Platforms

2.1 Overview

The X60 and X80-S Platforms belong to Crossbheaanisilf of security application platforms. There are
three possible chassis: the X60, X80-S-AC, and-890C. The platforms consolidate multiple security
applications onto a single multifunction deviceheTapplications that can be installed on the Cremsb
platform include antivirus applications, firewallpg@ications, spam filtering applications, Intrusion
Prevention Systems (IPS), proxies, and web comgateways. A full list of supported applications dze
found on Crossbeam’s websitéttp://www.crossbeam.comby clicking on the “Applications” tab,
although not all of these have been FIPS 140-2iatdd.

The platforms are composed of a combination ofswdppable blades seated on a common backplane.
The blades provide processing and storage thateid to implement module functionality. The bladas
be one of the following three types:

» Control Processor Modules (CPMs) — provide all gensystem-wide functions, including a
switched Ethernet control network for all slotstlire chassis, all management ports, management
of the system boot process, management of alarpsters health monitoring, and statistical
reporting.

* Network Processor Modules (NPMs) — provide netwamknectivity, handle traffic flows into and
out of the system, and make load-balancing dedsion

» Application Processor Modules (APMs) — host seguajiplications and provide application-level
processing of traffic flows. Incoming traffic ieaeived from the NPMs, and outgoing traffic is
returned to the NPMs. Applications are loadedryithe APM boot process from storage on the
CPM; these applications are referred to as Virtyaplication Processors, or VAPs. A VAP
contains a base kernel and usually a security egtjn installed on top of that kernel.

Only the CPM blades implement cryptographic funcaiity.

The CPM communicates to the other blades via a, dadlundant, private, switched control plane. The
CPM contains the switching elements with all pdo¥point connections from each of the other blades
connecting through the backplane connector. Tiptographic libraries run on independent CPM blades
that are inserted into the chassis backplane.
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Chassis

Backplane

CPM 1

S (Active)

Public Network / Internet

Figure | - X-Series Typical Deployment Configuration

The X-Series module is validated at the FIPS 14e2tion levels listed in Table 1 below. The oJeral
security level of the module is 2.
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Table | - Security Level Per FIPS 140-2 Section

Section Section Title Level
I Cryptographic Module Specification 2
2 Cryptographic Module Ports and Interfaces 2
3 Roles, Services, and Authentication 3
4 Finite State Model 2
5 Physical Security 2
6 Operational Environment N/A!
7 Cryptographic Key Management 2
8 EMI/EMC? 2
9 Self-tests 2
10 Design Assurance 2
I Mitigation of Other Attacks N/A
14 Cryptographic Module Security Policy 2

2.2 Module Specification

The X-Series is a Multi-Chip Standalone hardwareuat@. The cryptographic boundary of the X-Serges i
defined by the chassis of the platform. The tgstionfiguration for the module includes one of eblktue
type (CPM, APM, and NPM) loaded into the chasgike CPM runs the CPM kernel, the APM runs either
the xsve kernel or xslinux_v5_ 64 kernel, and thdVNRins a network-specific operating system. This
results in a total of 12 different testing configtions, as shown in Table 2 below. Please notetliea
CPM is present in all of the below configurationaming the CPM kernel.

Table 2 — Module Test Configurations

Testing X80- X60 rtﬁ::rlmg APM running NPM-
Configuration S-DC xslinux_v5_64 9610
xsve
1 v v v
2 v v v
3 v v v
4 v v v
5 v v v
6 v v v
7 v v v
8 v v v
9 v v v
10 v v v
11 v v v
12 v v v
1 N/A — Not Applicable
2 EMI/EMC — Electromagnetic Interference / Electrgmatic Compatibility
Crossbeam X60 and X80-S Platforms Page 8 of 37
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The NPM blades, APM blades, power supplies, fagstrand Air Flow Panels (AFPs) do not provide any
cryptographic functionality. They provide netwocknnections and contribute to the integrity of the
module physical enclosure. Blades can occupyltie ef each chassis as defined in Table 3 below.

Table 3 - X60 and X80-S Blade Types by Slot

Slot Number X60 Blade Type X80-S Blade Type

I NPM NPM
2 NPM or APM NPM
3 APM NPM or APM
4 APM NPM or APM
5 APM APM
6 APM or CPM APM
7 CPM APM
8 N/A APM
9 N/A APM
10 N/A APM
I N/A APM
12 N/A APM
13 N/A CPM
14 N/A CPM

The cryptographic module was tested and found ciamipbn the platforms listed in Table 4 below.

Table 4 - Cryptographic Module Platforms

Blade \ VAP OS Linux Kernel(s) Architecture
CPM n/a 2.6.18-164.2.1 x86_64
APM Xsve 2.6.18-164.2.1 x86_64
APM xslinux_v5_64 2.6.18-164.2.1 x86_64

2.3 Module Interfaces

The X60 and X80-S Platforms consist of Ethernetgg@mall Form Pluggable (SFP) ports, a consolg por
a Universal Serial Bus (USB) port, and status L-ightitting Diodes (LEDs). All empty blade slots tire
chassis backplane are covered with plastic AFP&e AFPs and blade front panels are affixed with
tamper-evident labels to prevent unauthorized acces

The physical ports can be categorized into the@fdhg logical interfaces defined by FIPS 140-2:
« Data Input Interface
» Data Output Interface
e Control Input Interface
e  Status Output Interface

Data input/output is categorized as the packetsriagt and leaving the module through the netwonkspo
(Ethernet ports) on the NPM blades. Control ingarisists of configuration or administration datéeesd

into the module via the Command Line Interface (Cidanagement interface (accessed via the CPM
blades). Any User can be given administrative p&sions by the Crypto Officer (CO). Status output
consists of the status provided via the LEDs, Qirhmand output, and log information.

Crossbeam X60 and X80-S Platforms Page 9 of 37
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The APM-9600, CPM-9600, and NPM-96xblades are shown in Figure 2, Figure 3, and FiguréThe
front and rear of the X60 are shown in Figure 5 Bigiire 6.

Acronyms shown in the diagrams below:
* AC - Alternating Current
» ESD - Electrostatic Discharge

Figure 2 - APM-9600 Blade

3 NPM-96x0 refers to either the NPM-9610 or NPM-9&fk&de, or both.
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Figure 4 - NPM-96x0 Blade
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Figure 5 — X60 Front View
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Figure 6 — X60 Back View
The front and rear of the X80-S are shown in Figuead Figure 8.
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Figure 7 — X80-S Front View
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Figure 8 — X80-S Back View

All of the physical interfaces are separated imtgidal interfaces defined by FIPS 140-2, as desdrib
Table 5 below.

Table 5 - FIPS 140-2 Logical Interface Mappings

Physical

Port/Interface Quantity FIPS 140-2 Logical Interface
Ethernet I (CPM-9600) ¢ Control Input (CPM)
16 (NPM-96x0) »  Status Output (CPM)

¢ Data Input (NPM)
¢ Data Output (NPM)

SFP 2 (CPM-9600) *  Control Input
¢ Status Output

Crossbeam X60 and X80-S Platforms Page 14 of 37
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Physical . -
Port/Interface Quantity FIPS 140-2 Logical Interface
Serial 2 (CPM-9600) Control Input
Status Output
LED 3 (APM-9600) Status Output
7 (CPM-9600)
35 (NPM-96x0)
3 on the X80-S
chassis, controlled
by CPM
Power 2 (X60) Power Input
4 (X80-S)

2.4 Roles and Services
The module supports identity-based authenticatoorivio roles: CO and User (as required by FIPS 140

2).

The CO role is the administrator for the system aad perform the setup, maintenance, and User

management tasks.

The User role can have a pamiksel from 0-15 and is allowed to perform
configuration and monitoring tasks commensuraté tie assigned permission level.

Descriptions of the services available to the C@® Erer roles are provided in Table 6 below. Pleage
that the keys and Critical Security Parameters &$8ted in the table indicate the type of accessiired

using the following notation:
* Read: The CSP is read.

» Write: The CSP is established, generated, moditiederoized.
» Execute: The CSP is used within an Approved or wéld security function or authentication

mechanism.

Service

Table 6 — Operator Services

Description

Operator | CSP and Type of Access

configure no fips- Disables FIPS-mode co None

mode

shutdown Shuts down the module and all crypto | CO None
services

reload Restarts the module and reloads crypto |CO None
services

clear fips-error After an error occurs, checks to see if | CO None
all self-tests passed, and if so re-enables
module functionality. If self-tests have
not passed, indicates the failed self-tests.
The administrator should re-run any
failed self-tests.

show fips-mode Displays whether the module is running | CO None
in FIPS mode or not User

Crossbeam X60 and X80-S Platforms
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Service Description Operator | CSP and Type of Access
show running-config | Shows the currently-loaded co CO Password — Read
configuration, including version number (encrypted)
for the module User Password — Read
(encrypted)
show startup-config | Shows the startup configuration, Cco CO Password — Read
including version number for the (encrypted)
module (option for displaying encrypted User Password — Read
CO and user passwords) (encrypted)
copy running-config | Copies the running configuration to a co CO Password — Read
file (encrypted)
User Password — Read
(encrypted)
copy startup-config | Copies the startup configuration to a Cco CO Password — Read
file (encrypted)
User Password — Read
(encrypted)
show tech-support | Shows many system properties including | CO None

module version, startup config, and
running config

show tech-crash Shows information on the latest module | CO None
crash, including version information

lock-config Prevents other operators from Cco None
modifying the configuration

clear alarms Clears all clearable notifications from co None
the active alarms table

show ip ssh Shows SSH settings, including inactivity | CO None
timeout settings

configure ip ssh Enables, disables, or changes options for | CO None
the Secure Shell (SSH) server on the
module

disconnect ssh Terminates an existing SSH session with | CO None

the specified session identifier

configure password- |Sets the password policy for the module | CO None

policy

remove-ssh-keys Zeroizes the keys used by SSH on the |CO RSA* public key — Write
module RSA private key — Write

DSA’ public key — Write
DSA private key — Write

configure password | Changes the password for the current |CO CO Password — Write
user User (only for self)

User Password — Write
(only for self)

4 RSA — Rivest, Shamir, and Adelman
° DSA — Digital Signature Algorithm
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Service Description Operator | CSP and Type of Access
configure username | Creates a new operator account or CcoO User password — Write
configures/deletes the specified existing
user account
configure fips-mode | Promotes the specified User with Cco None
crypto-officer-role | privilege level |5 to the CO role, or
demotes the CO to a User with
privilege level |5
Commands for Commands that allow the CO or User |CO None
configuring X-Series | to configure the interfaces available for |User
platform remote management of the module
management
interfaces
Commands for Commands that allow the CO to Cco None
configuring user manage users and access levels.
accounts and
managing user
access to the X-
Series platform
Commands for Commands that allow the CO or User |CO None
displaying XOS to view non-sensitive configuration User
configuration elements.
settings

The module authenticates the Crypto Officer andrgerator's account before providing any services.
Once the operator authenticates, the operator &sstima role associated with the operator’s account.

The module performs identity-based authenticatigdl CO and User services provided by the module
require the operator to authenticate with a useenand password. Operators signing into a CO ad¢coun
assume a permission level that grants access tooalmands. Operators signing into a User account
assume permissions at a level from 0-15 (as de®idrigy a CO). This allows the CO to permit differe
User accounts to have multiple access levels todBirimands.

The module uses password-based authentication mieoima Password requirements can be modified by
a CO, but must meet the following minimum criteria:

* 96-character password space (upper- and lower-etises, numbers, and special characters)

» Passwords must be at least 8 characters in length

e Passwords must include at least 1 upper- and loage-letter, 1 number, and 1 special character

» Passwords have a default lifetime of 1 month

* New passwords must have a minimum of 4 charactemgds from the previous password

The chance of a random brute-force attempt sucogedti guessing an operator’s password is®1:@61:
7,213,895,789,838,336. The fastest network comresupported by the module is 1 GhpsHence, at
most (18 x 60 = 6 x 1’ = 60,000,000,000 bits, or 7,500,000,000 bytesjaté can be transmitted in one
minute. Given a minimum password length of 8 cti@ra only 937,500,000 passwords can be guessed in
a minute. Therefore, the probability that a randatempt will succeed or false acceptance will odola
one-minute period is less than 937,500,000®6L: 7,694,822.

® Gbps — Gigabits Per Second
Crossbeam X60 and X80-S Platforms
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2.4.1 Non-Approved Services

When the module is operating in the non-Approvedienaf operation (described in Section 3.2.3), the
following additional services are available to tperator of the module:

* Non-Approved HTTPS (RSA, AES, and TDES),

* Blowfish
« CAST-128
. RC&

» Use of LibGCrypt for RSA (key gen) and RNG

2.5 Physical Security

The X-Series is a multi-chip standalone cryptogr@pimodule. It is enclosed in a hard and opaquetpdi
metal case that completely encloses all internalgmments. There are only a limited set of verititat
holes provided by the case, and the view of infesamponents of the module is obscured by:

» Baffles on the left side of the X60 chassis,

* Fan trays on the right side of the X60 chassis,

» Baffles provided by the power supply units (X60 a80D-S),

» Baffles provided by the APM, CPM, and NPM bladed afrPs (X60 and X80-S),

* An internal metal enclosure that surrounds therir@iecomponents of the X80-S chassis, and

» Baffles provided by the backplane of the X80-S sfsas

Tamper-evident labels are applied to the casedwvige physical evidence of attempts to gain actesise
module’s internal components. All of the module@mponents are production grade. The placement of
the tamper-evident labels can be found in Sectitrl3

The module conforms to the EMI/EMC requirementcHjel by 47 Code of Federal Regulations, Part 15,
Subpart B, Unintentional Radiators, Digital Devic€tass A (business use).

2.6 Operational Environment

The operational environment requirements do notlyapp the module, because the module does not
provide a general-purpose Operating System (OSpgerators. The X60 and X80-S Platforms employ
one of three kernels listed in Table 4 above. BHeaaimel is a non-modifiable OS that provides only a
limited operational environment, and only the medsitustom-written images can be run on the system.

2.7 Cryptographic Key Management

The module implements the FIPS-Approved algoritfigted in Table 7 below.

" CAST - Carlisle Adams Stafford Tavares
8 RC4 — Ron’s Code 4
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Table 7 - FIPS-Approved Algorithm Implementations

Algorithm

Certificate Numbers

OpenSSL

LibGCrypt

Advanced Encryption Standard (AES) — CBC’®, ECB'?, OFB'', and CFB-128" Cert. # 1877 | Cert. # 1878
modes (128-bit, 192-bit, and 256-bit keys)

AES — CTR" mode (128-bit, 192-bit, and 256-bit keys) N/A Cert #1878
Triple Data Encryption Standard (TDES) — CBC, ECB, OFB, and CFB-64 with | Cert. # 1220 | Cert. # 1221
3-key

TDES — CTR mode with 3-key N/A Cert #1221
RSA ANSI X9.31 Key gen, Public Key Cryptography Standard #| (PKCS#1) Cert. # 958 N/A
vl.5 (sign/verify) — 1024-, 1536~ , 2048-, 3072-, and 4096-bit

RSA ANSI X9.31 (sign/verify) Probabilistic Signature Scheme (PSS) (sign/verify) | Cert. # 958 N/A

— 1024-, 1536-, 2048-, 3072-, and 4096-bit

DSA PQG(gen), sign/verify 1024-bit Cert. #587 N/A
DSA key generation — 1024-bit Cert #587 N/A
Secure Hash Algorithm (SHA)-1, SHA-224, SHA-256, SHA-384, and SHA-512 | Cert. # 1650 | Cert. # 1651
ANSI X9.31 Appendix A.4.2 Pseudo Random Number Generator (PRNG) Cert. # 983 N/A

NOTE: As of December 31, 2010, the following algorithisted in the table above are considered
“deprecated”. For details regarding algorithm degwation, please refer to NIST Special Publication

800-131A.
. SHA-1 for digital signature generation and verifica
. Random number generation using ANSI X9.31-1998
. Digital signature generation using 1024-bit DSA

The RNG in LibGCrypt does not conform to all of ttegjuirements of the FIPS standard. The RSA key
generation algorithm in LibGCrypt relies on randdits provided by the RNG, and thus, it is likewise
deemed non-conformant due to the dependency oRN& The Crossbeam module does not rely on the

RNG or key generation capabilities of LibGCryptdahe non-conformance does not impact the security
profile or posture of the module.

The module also supports the following non-FIPS#wpd algorithms:

 RSA (encrypt, decrypt) (key wrapping, key estaltigint methodology provides between 80 and
150 bits of encryption strength),

RSA (key gen) using LibGCrypt
DSA PQG(gen) and sign/verify using libgcrypt
RNG using LibGCrypt

Diffie-Hellman (key agreement, key establishmenthrodology provides between 80 and 219 bits
of encryption strength).

® CBC - Cipher Block Chaining

10 ECB - Electronic Codebook

1 OFB - Output Feedback

12 CFB - Cipher Feedback

3 CTR - Counter
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The module supports the CSPs listed below in Téble

Table 8 — Cryptographic Keys, Cryptographic Key Components, and CSPs

Zeroization

OpenSSL RSA
private key

Key Type

2048-bit RSA private
key

| Generation / Input

Internally generated

Never exits the
module

Storage

Hard disk in plaintext

By command

Key exchange for
SSH sessions

OpenSSL RSA public
key

1024-, 1536-, 2048-,
3072-, or 4096-bit
RSA public key

Internally generated

Exits in plaintext
form during SSH
session establishment

Hard disk in plaintext

By command

Key exchange for
SSH sessions

OpenSSL DSA public
key

1024-bit DSA public
key

Internally generated

Exits in plaintext
form during SSH
session establishment

Hard disk in plaintext

By command

Key exchange for
SSH sessions

OpenSSL DSA
private key

1024-bit DSA private
key

Internally generated

Never exits the
module

Hard disk in plaintext

By command

Key exchange for
SSH sessions

OpenSSL Session key

* |28-bit AES CBC
e 192-bit AES CBC
» 256-bit AES CBC
* 192-bit TDES CBC

Internally generated

Exits in encrypted
form during SSH key
establishment

Resides in volatile
memory only in
plaintext

By power cycle or
session termination

Data encryption and
decryption for SSH
sessions

Diffie-Hellman
Session key

* 128-bit AES CBC
* 192-bit AES CBC
» 256-bit AES CBC
* 192-bit TDES CBC

Generated internally
during Diffie-Hellman
key negotiation

Never exits the
module

Resides in volatile
memory only in
plaintext

By power cycle or
session termination

Data encryption and
decryption for SSH
sessions.

Crypto Officer
password

8-character minimum
password

Enters the module in
encrypted form via
the Ethernet port on
the CPM

Never exits the
modules

Hard disk in hashed
format

Overwritten by
another password

Authenticates the
coO

User password

8-character minimum
password

Enters the modules
in encrypted form via
the Ethernet port on
the CPM

Never exits the
modules

Hard disk in hashed
format

Overwritten by
another password

Authenticates the
User
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Key Type

Storage

Zeroization

OpenSSL PRNG seed
key

32 bytes of random
value

| Generation / Input

Internally generated

Never exits the
module

Resides in volatile
memory only in
plaintext

By power cycle or
session termination

Seeds the FIPS-
Approved PRNG

OpenSSL PRNG seed

16 bytes of random
value

Internally generated

Never exits the
module

Resides in volatile
memory only in
plaintext

By power cycle or
session termination

Seeds the FIPS-
Approved PRNG
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2.8 Self-Tests

The module implements cryptographic algorithms gidibmware. The module performs various Self-
Tests (Power-Up Self-Tests and Conditional Selftgjew verify the functionality and correctnessttoé
algorithms. If any of the power-up or conditiors&lf-tests fail, the module immediately enters itical
error state. While in the critical error stateg thodule inhibits any data output services by teating the
process providing cryptographic services at theetioh the self-test failure. Additionally, the mdelu
disables all data output interfaces on the NPMalhuhterfaces on the CPM except for the seriadiface.
These interfaces remain disabled until the erratesis cleared, or until the module is taken ouFBS
mode. The Crypto Officer can clear the error skateebooting the module with threel oad command,
which causes the self-tests to be reinvoked. | Bedf-tests pass, then the module leaves the state, but
interfaces remain disabled until the CO runschear fi ps-error command.

2.8.1 Power-Up Self-Tests

The X-Series module performs the following selftdest power-up to verify the integrity of the firrave
binaries and the correct operation of the FIPS-Aped algorithm implementations employed by the
module for the OpenSSL library:

» Firmware integrity check using a Digital Authentioca Code (SHA-256)

» Cryptographic algorithm tests:

0 AES-ECB-128 Known Answer Test (KAT)

TDES KAT
RSA sign/verify test
DSA sign/verify test
RSA (key generation) pair-wise consistency test
DSA (key generation) pair-wise consistency test
SHA-1, SHA-224, SHA-256, SHA-384, and SHA-512 KATs
ANSI X9.31 PRNG KAT

OO0 O0OO0OO0OO0O0

The X-Series module performs the following selftdest power-up to verify the integrity of the firrave
binaries and the correct operation of the FIPS-Aped algorithm implementations employed by the
module for the LibGCrypt library:

» Firmware integrity check using a Digital Authentioca Code (SHA-256)

* Cryptographic algorithm tests:

0 AES-ECB-128 Known Answer Test (KAT)

TDES KAT
RSA sign/verify test
DSA sign/verify test
SHA-1, SHA-224, SHA-256, SHA-384, and SHA-512 KATs

O O Oo0Oo

The CO can perform the power-up self-tests at ang by power-cycling the module or issuing a reload
command from the module’s CLI.

2.8.2 Conditional Self-Tests

The X60 and X80-S Platforms perform the followiranditional self-tests for the OpenSSL library:
» Continuous Random Number Generator (RNG) test f68AX9.31 implementation
* RSA pairwise consistency tests
» DSA pairwise consistency tests
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2.9 Mitigation of Other Attacks

This section is not applicable.
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3 Secure Operation

The X60 and X80-S Platforms meet Level 2 requireihdor FIPS 140-2. The sections below describe
how to place and keep the module in a FIPS-approwadke of operation.

3.1 Initial Setup

The following sections provide the necessary steptbp instructions for the secure installation and
configuration of the X60 and X80-S Platforms, irdihg the steps necessary to place the module into a
FIPS-Approved mode of operation. When the modtriges it is not considered to be in any FIPS an-no
FIPS mode of operation until it has been provisibbg a CO.

3.1.1 X60 and X80-S Setup

The CO is responsible for installing the platformdgowering it up. Before powering up the platfotire
CO must ensure that the required tamper-evidertdafincluded in the FIPS kit) are correctly apgplie
the platform enclosures following the instructidredow.

Prior to applying the tamper evident labels, the @0st ensure that all blade slots are populateld ait
blade (APM-9600, CPM-9600, NPM-9610, or NPM-9650)0 AFP. The chassis must be loaded with at
least one CPM-9600, one APM-9600 and one NPM-961RRM-9650. Failure to populate every slot
with a blade or AFP would expose the internal dtrguo a potential attacker, compromising the pbgk
security of the module.

TheCrossbeam X60 Platform Hardware Installation Gugiees detailed instructions on how to install the
X60 chassis in a server room environment and hawstiall blades into the chassis. TOwssbeam X80-S
Platform Hardware Installation Guidgives detailed instructions on how to install X&0-S chassis into a
server room environment and how to install blad¢s the chassis. These guides also contain stegelpy
instructions on how to configure basic host infotiorarequired for the platform. Th@rossbeam FIPS
Level 2 Label Installation Guidgives detailed steps for caring for and applyimg tamper-evident seals to
the module. To order more labels, the CO shouldamh Crossbeam sales and request Stock Keepirig Uni
XS-FIPS-LABEL-KIT.

Tamper-evident seals (hereafter referred to addpimeust be applied to the X60 and X80-S chassis to
ensure the physical security of the module. Bedogvinstructions for applying the labels.

3.1.1.1 Recording the FIPS Label Numbers

Each FIPS label is numbered. The CO may choosectwd in a log the serial number of each labdligha
used along with its associated location on thesibas

3.1.1.2 Cleaning the Chassis Surfaces

Ensure that all surfaces are cleaned with 99% @ypralcohol and dried with a clean cloth and ttnat
surface temperature is a minimum of 10°C (50°Fpieefipplying the labels.

3.1.1.3 Label Curing Time
Labels should be applied 30 minutes before the teddwplaced into operation.

Crossbeam X60 and X80-S Platforms Page 24 of 37

© 2013 Crossbeam Systems, Inc.
This document may be freely reproduced and distributed whole and intact including this copyright notice.



Security Policy, Version 0.14 February 13, 2013

3.1.1.4 Applying FIPS Labels to an X60 Chassis

It is the responsibility of the CO to apply the famn-evident labels to the module. Apply 10 FIR&la to
an X60 chassis as shown in Figure 9 and FigureEBh label position (numbered 1 through 10 intie
pictures) is explained in Table 9.

2H| . T

Figure 9 — X60 Tamper Evident Label Placement - Front

Table 9 — Label Application Instructions for the X60 Chassis

Label Location Description
Number ‘
| Blade in bottom I.  Attach the first label (1) to the right side of the blade in the
slot bottom chassis slot, starting at the top edge of the blade.

2. After applying the label from the top to the bottom of the
blade, wrap the remainder of the label around the edge of

the chassis.
3. Finish by applying the end of the label to the bottom of the
chassis.
2 through 7 Blades and Air | Attach one label across each adjacent pair of blades as shown in
Flow Panels Figure 9 above.
8and 9 Bezel Attach a label between the left and right sides of the bezel and the

chassis, ensuring that the label fits snugly into the corner between
the bezel and the chassis.

10 Fan Tray At the rear of the chassis, attach a label to the fan tray and the
chassis as shown in Figure 10.
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Figure 10 — X60 Tamper Evident Label Placement — Back

3.1.1.5 Applying FIPS Labels to an X80-S Chassis

Apply 19 FIPS labels to an X80-S-AC chassis as showFigure 11 and Figure 12 and as described in
Table 10 below.

Apply 17 FIPS tamper-evident labels to an X80-S-dh@ssis as described in Table 11 below.
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Figure 11 — X80-S Tamper Evident Label Placement — Left
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Label
Number
| and 2

Table 10 - Label Application Instructions for the X80-S-AC Chassis

Location

Upper Bezel

Description

Attach a label between the left and right sides of the upper bezel
and the chassis, ensuring that the label fits snugly into the corner
between the chassis and the bezel.

3 through 9
and
I'l through 16

Blades and Air
Flow Panels

Attach one label across each adjacent pair of blades as shown in
Figure |1, above.

10and I7

Blades and Air
Flow Panels

I. Attach label 10 to the bottom of the blade in the
leftmost chassis slot, starting at the right edge of the
blade.

2. After applying the label from the right to the left of the
blade, apply the remainder of the label to the adjacent
part of the chassis.

3. Finish by applying the end of the label to the front of the
chassis.

NOTE: For label 17, use a similar approach, but start on the left
side of the rightmost blade.

18 and 19

Lower Bezel

Apply a label to the left and right sides of the lower bezel so that
the label is attached to the bezel and the chassis, as shown in
Figure |1 and Figure 12. Ensure that the label fits snugly into the
corner between the chassis and the bezel.

Label Location
Number

Table 11 - Label Application Instructions for the X80-S-DC Chassis

Description

Flow Panels

| and 2 Upper Bezel Attach a label between the left and right sides of the upper bezel
and the chassis, ensuring that the label fits snugly into the corner
between the chassis and the bezel.

3 through 9 Blades and Air Attach one label across each adjacent pair of blades as shown in

and Flow Panels Figure | I, above.

I'l through 16

10and I7 Blades and Air I. Attach label 10 to the bottom of the blade in the

leftmost chassis slot, starting at the right edge of the
blade.

2. After applying the label from the right to the left of the
blade, apply the remainder of the label to the adjacent
part of the chassis.

3. Finish by applying the end of the label to the front of the
chassis.

NOTE: For label 17, use a similar approach, but start on the left
side of the rightmost blade.

NOTE: The X80-S-DC chassis has no lower bezel. As a result, there is no need to apply labels 18 and
|9 when dealing with this chassis type.
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Figure 12 — X80-S Tamper Evident Label Placement - Right
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3.1.1.6 Replacing a Label

The CO is responsible for the direct control andesbation of any changes to the equipment, such as
reconfigurations where the tamper evident labelsemurity appliances are removed or installed gusn
that the security of the equipment is maintainedndusuch changes and that the module is returoned t
FIPS-Approved state.

If any label has been compromised, either delilegradr by accident, it must be replaced immediately
using the procedures in this document.

If a label must be compromised as part of the reaimce or replacement procedure, replace it ubimg t
procedures in this document.

3.1.1.7 Label Storage

The CO is responsible for securing and having obmatrall times of any unused labels. The recomirdn
storage conditions are:

* Temperature: 20°C — 25°C (68°F — 77°F)
* Relative Humidity Less than 50%

When stored under these conditions, the shelbfifabels is 1 year.

3.1.2 X60 and X80-S FIPS Mode Configuration

Once all necessary setup procedures have beenmedas described in the preceding section, theuleod
needs to be configured to comply with FIPS 140-@Quiements. Once configured as described in this
section, the module will be considered to be inkleS-Approved mode, which can be verified at amgt

by executing the show fips-mode command via the CLI

To configure the module for FIPS mode, log into @ld and run the “configure fips-mode” command.
This command initiates a series of scripts thabmatically check for running insecure services and
configuration settings. If the check finds anyeiogre services running, the administrator is restifand
must manually disable the insecure services andnahe “configure fips-mode” command. Once the
configuration is complete, the system prompts tange the administrator's password. The admingstrat
who ran the command is now the CO for the syst@nce this step is complete, the module is consitlere
to exist in a well-defined state for the first tirmed is operating in FIPS mode.

Only the FIPS-Approved VAPs found in Table 4 carribye on the APM-9600 while in FIPS mode. The
CO may get into the vap-group context only for tiedi configuration tasks.

3.1.3 Firmware Version Verification

To ensure that the module is running the validatecsion of the module firmware, operators should
compare the running versions to those documentghtisrSecurity Policy. To display the running vens
of the firmware, an operator must type the “showeni-release” command via the CLI.

3.1.4 FIPS Mode Compliance

When setup, installed, and configured per the guddaprovided in Section 3.1 of this document, the
module is considered to be in a well-defined FIRfp#@ved mode of operation. Deviation from this
guidance will result in non-compliance.

Additionally, the guidance provided below must bédwed to ensure that the module remains in a FIPS
Approved mode of operation. Failure to do so vafiult in non-compliance.
* Never install a non-FIPS-validated version of theduole.
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e Although aconfi gure no fi ps-node command is available, the CO should never use this
command.

The CO must periodically ensure that the labelsblade slots do not show any signs of tampering.
Evidence of tampering can be indicated by any efféiowing:

» Deformation of the label or “dot” pattern visible

» Label appearing broken or torn

* Missing label (in parts or full) from its expectpdsition
e Warped or bent metal covers

» Scratches in the paint of the module

In case of any evidence indicating that the physieaurity has been violated, it is up to the C@nsure
that the module is secured in terms of its funetiibp and re-apply the tamper evident labels, follgy the
procedure as described in Section 3.1.1. If regyithe CO should perform a reboot or follow the
Zeroization process as described in Section 3.Additionally, the CO should keep all unused labela
secure location at all times.

3.2 Crypto-Officer Guidance

The CO can initiate the execution of self-tests aad access the module’s status reporting capabilit
Self-tests can be initiated at any time by re-lngdhe module or rebooting the module.

3.2.1 Management

It is the responsibility of the CO to ensure the module is set up to run securely. Please tefSection
3.1.4 above for guidance that the CO must followtfie® module to remain in a FIPS-Approved mode of
operation. Additionally, the CO should be caraéuprotect any secret or private keys in his paseas

For details regarding the management of the modplesse refer to th€rossbeam XOS Configuration
Guide

3.2.2 Zeroization
The module stores an RSA keypair as plaintextsk diemory.

There are many CSPs within the module’s cryptogmafitoundary, including private keys, operator
passwords, and configuration files. All ephemérals used by the module are zeroized when the raodul
is rebooted, power is removed, or upon sessionitation. CSPs reside in disk memory and Random
Access Memory (RAM). CSPs in RAM are zeroized whtee module is rebooted, power is removed, or
the process using the CSP is terminated or compléZ&Ps in disk memory are zeroized when ovemenrritt
by another CSP.

3.2.3 Non-Approved Mode of Operation

The X60 and X80-S Platforms contain both an Appdowand Non-Approved mode of operation.
Instructions on how to place the module into an isppd mode of operation are available in Sectidn 3.
To take the module out of an Approved mode of dimrathe CO can call “configure no fips-mode”.

When operating in a Non-Approved mode, the modut@ides all cryptographic algorithms listed in Tabl
7 in a non-compliant form, with the addition of tlelowing services:
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Table 12 — Non-FIPS mode Services

Service

Telnet is enabled
configure ip tel net
show i p tel net

None

Non-Approved Algorithms

Installation and use of non-FIPS OS and VAP OS
Kernels

configure vap-group vap-count
configure vap-group max-| oad-count
configure vap-group ap-1li st

rebui | d- vap- group

None

Can configure non-FIPS OS and VAP OS Kernels
application

appl i cati on-update

appl i cati on-upgrade

None

Automated workflow system commands are
available:

aut omat ed- wor kf | ow nenu

aut omat ed- wor kf | ows

show aut omat ed- wor kf | ow progr ess

None

SNMP'* support is enabled
show snnp

configure snnp-user
show snnp- user

None

RMON'® support is enabled
configure rnon

show r non

show trapl og

None

LDAP'® support is enabled
configure | dap-paraneter
show | dap- paraneters
configure | dap-server

None

RADIUS'” support is enabled
configure radius-server
show r adi us- server

None

Remote syslog support is enabled
configure | ogging server
show | oggi ng server

None

FTP'® support is enabled

configure ip ftp

show ip ftp

val i dat e-fips-configuration

None

14 SNMP — Simple Network Management Protocol
1> RMON — Remote Monitoring

15 LDAP - Lightweight Directory Access Protocol
" RADIUS — Remote Access Dial-In User Service
8 ETP — File Transfer Protocol
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Service Non-Approved Algorithms

GUI" is enabled (informational displays only, no
access to configure the system)

configure web-server

show web- server

Uses non-approved cryptography for HTTPS
connections (non-validated RSA, AES, and TDES).

Unix shell access is allowed
uni x

exec

cd

pwd

dir

None

Root shell is enabled
cd

pwd

dir

None

CPM configuration options are available
configure cp-redundancy
configure nodul e

configure cp-action
configure cp-action disk-error
show cp-di sk-error

cp-di sk-schene

cp- next - boot

reset-cp-seria
reset-configuration
configure reset-password

None

Routing protocol configuration options are available
configure routing-protocol

configure routing-protocol -services
routing-protocol

routing-protocol -services

None

Admin can upgrade firmware
upgr ade

None

Debug command is available
debug

None

Archiving tools are available
archive
ar chi ve-vap- group

None

Additional SSH options
ssh

Blowfish, CAST-128, RC4

RSA Keygen using libgcrypt

RSA keygen 1024-, 1536-, 2048-, 3072-, and 4096-
bit via non-approved PRNG.

DSA PQG(gen) and sign/verify using libgcrypt

DSA PQG(gen), sign/verify 1024-bit

Additionally, the services listed in Table 6 araitable to the user of the module and can be runrion-
Approved form. While operating in a non-Approvedds, all module services are available to all

operators with access to the module.

19 GUI — Graphical User Interface
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3.3 User Guidance

Users do not have the ability to configure sensitiformation on the modules, with the exceptionhafir
own passwords. Users must be diligent to picknginpasswords and must not reveal their passwords to
anyone. Users should not increase the passwosadidgiinterval beyond 1 month.
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4 Acronyms

This section describes the acronyms.

Table 13 — Acronyms

Acronym ‘ Definition

AC ‘ Alternating Current

AES Advanced Encryption Standard
FNTIR Air Flow Panel

ANSI American National Standards Institute

APM Application Processor Module
CAST ‘ Carlisle Adams Stafford Tavares
CBC ‘ Cipher Block Chaining

-9 Cipher Feedback

(o N | ‘ Command Line Interface

CMVP ‘ Cryptographic Module Validation Program
coO ‘ Crypto Officer
CPM ‘ Control Processor Module

CSEC ‘ Communications Security Establishment Canada

CSP ‘ Critical Security Parameter

51NN Digital Signature Algorithm
ECB ‘ Electronic Code Book

EMC ‘ Electromagnetic Compatibility

EMI ‘ Electromagnetic Interference

ESD ‘ Electrostatic Discharge

FIPS ‘ Federal Information Processing Standard

FTP ‘ File Transfer Protocol

Gbps ‘ Gigabits Per Second

GUI ‘ Graphical User Interface
HMAC ‘ (Keyed-) Hash Message Authentication Code

‘ Intrusion Prevention System

‘ Known Answer Test

LDAP ‘ Lightweight Directory Access Protocol
W53 | ight-Emitting Diode
TN Not Applicable

NIST ‘ National Institute of Standards and Technology
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Acronym ‘ Definition
NPM ‘ Network Processor Module
Y- 3 Output Feedback

oS ‘ Operating System
PKCS#lI ‘ Public Key Cryptography Standard #1
PRNG ‘ Pseudo-Random Number Generator

PSS ‘ Probabilistic Signature Scheme
RADIUS ‘ Remote Access Dial-In User Service
RAM ‘ Random Access Memory
RC4 ‘ Ron’s Code 4
RMON ‘ Remote Monitoring
RNG ‘ Random Number Generator
RSA ‘ Rivest Shamir and Adleman
I Siall Form Pluggable
TV secure Hash Algorithm

SNMP ‘ Simple Network Management Protocol
SSH ‘ Secure Shell

TDES ‘ Triple Data Encryption Standard
usB ‘ Universal Serial Bus

VAP ‘ Virtual Application Processor
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