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TNO ITSEF

“IT Security Evaluation Facility” 

• TNO is an independent R&D com pany in the Netherlands

• ITSEF is ow ned by TNO

• TNO ITSEF provides services for:

-security evaluations

-developer support services

• ITSEF has strict procedures for m aintaining client secrecy of 

sensitive inform ation
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Chip security evaluations

TNO ITSEF perform s chip evaluations according to 

different schem es (VISA, M asterCard, CC)

Test
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Sm art Card security evaluations

TNO ITSEF perform s form al and inform al evaluations on 

sm art cards w ith Global Platform  or proprietary OSs 

according to different schem es (VRIR, CAST, CC, other)

MasterCardMasterCard
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Term inal security evaluations

TNO ITSEF perform s form al and inform al security 

evaluations on paym ent term inals according to 

different schem es (PCI/PED, CC, other)

Test
 

repo
rt
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Approaches for security requirem ents

Physical security requirem ents can be given at:

• High abstraction level

-driven from  threats, assets and security level 

• Technical level

-driven from  generic m odels
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Single chip crypto m odule

Possible attacks:

• Internal attacks

Observation

Chip m odification

• Side channel attacks

SPA/DPA
EM A/DEM A

• Perturbation

Light

Excess voltage

Voltage glitches

Tem perature
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Internal attacks

Access chip w ires w ith m icro probe needles 
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Internal attack

M odify chip w ith a Focused Ion Beam

- access w ires in low er layers

- cut w ires in low er layers
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Perturbation

Light attack

- Transistors are susceptable to light

- Changes in instruction processing
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Exam ple of Security levels

Chip m ust have protection against:

1. Attack on surface

2. Reverse engineering of design

3. M em ory data read

4. Access to buses

5. Physical m odification

6. Inform ation extraction

Level 1

Level 2

Level 3
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Security Levels abandoned

Reasons for abandoning leveled m odel:

• Dificult to fit in non physical attacks

-perturbation

-side channel attacks

• M odern chips have protection at all 

levels

• Criterium  is w ork effort
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M ulti chip standalone crypto m odules

Paym ent term inal or Host Security M odule
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Architecture m odel  

Protective enclosure

Secure area

Possible attacks: 

• Physical penetration

• M isuse of m aintenance covers
• Environm ental attacks
• M isuse of device

• Side channel

-EM A

-SPA/DPA

-Noise

-cross talk
• Perturbation

-Tem perature

-Radiation

-voltage

keypad
reader

display

CPU
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Exam ple security requirem ents

• Secure enclosure

Tam per evidence

Tam per resistance

Tam per responsive

• Secure area

e.g potting

• Sw itches

• Unique enclosure

• Environm ental protection
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Adequacy of requirem ents

Requirem ent for potting and effectiveness of potting

epoxy 
resin
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Adequacy of requirem ent

Requirem ent for protection against penetration of 

enclosure preventing holes larger than … .
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Adequate security requirem ents

Light sensor
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Problem s

• Term inals get internet connections; reference m odel is 

incom plete for these options

• M anufacturer has a solution that overcom es the use of 

potting; product very good but problem s to get  it 

accepted;

• Integration of keyboard and display in touchscreen;

Reference m odel is no longer applicable w hich 

presents problem s on w hat and how  to test;

• Open Platform  PDA’s provide opportunities but also 

threats on uniqueness of enclosures
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Conflicting interests

• M anufacturers tend to design tow ards the 

requirem ents to m inim ise costs:

-clear requirem ents on w hat and how  to test;

• End users w ant protection against threats:

-security is a m oving target

• Labs are asked to evaluate security?

-validate im plem ented m easures

-evaluate effectiveness?

-how  far to go?



FIPS conferencefysical security requirem ents 21

Approaches in security requirem ents

• Short life because m odel 

becom es inadequate

•M ay ham per innovation

•Consistency in testing (box 

ticking)

•Long life because independent 

of technology and design

•Facilitates innovation

•Lab m akes choices for testing

• Consensus needed on attacks

Technical levelHigh level

How  to get the best of tw o extrem es?
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Suggestions

• Do not m ake requirem ents restrictive

• Address the test goal

• Give som e freedom  to the lab?


