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1.

contribute to tamper-resistance standardization,
including FIPS140 series.
This paper consists of two parts: First part deals
with activities of TSRC. Second part is about TSRC
comments on 140-3, which is primarily the same as the
comments submitted to NIST last February, where we
discuss
that
the
forthcoming
standards
of
cryptographic module should include the Side Channel
Security Requirement (SCSR). Although SCSR may be
described
focusing
on
attack
technique
or
countermeasure at the moment, it is important to
develop and establish concrete measurement, which we
call metrics, for the evaluation of tamper-resistance
strength.

Introduction

Tamper-resistance
Standardization
Research
Committee (TSRC) was established in 2003 in
Information Technology Research and Standardization
Center (INSTAC), which is a department of Japanese
Standardization Association (JSA). The purpose of
TSRC is to establish the foundations of secure
implementation of information technologies from a
point of view of standardization by carrying out the
following study and research items:
1.
2.
3.

Systematic study of various tampering techniques
Developing the method to describe requirements to
tamper-resistance
Contributing to the international standardization
with respect to tamper-resistance

PART I: TSRC Activities
2.

It was in the year 2003 that Security Requirement
for Cryptographic Modules became a New Work Item in
ISO/IEC JTC1 SC27. This was one of the events that
triggered TSRC to start. On the other hand, there were
pressing domestic demands for secure implementation
of cryptographic functions for government use as well
as commercial use. With these backgrounds, TSRC has
been focusing on technical study of future items for
standardization. Its scope is a little different from that
of the CRYPTREC cryptographic module committee,
another activity in Japan, which is aiming at the
creation of evaluation criteria and test requirements
for cryptographic modules to prepare for a domestic
CMVP compliant to the international standard.
TSRC is a three-year-term committee and its plan is
as follows: it was established in September 2003 and
decided its direction and started building platforms for
experiments. In FY2004, it studied tamper-resistance
deeply, based on theoretical and experimental analysis.
It also discussed how to describe requirements to
tamper-resistance. In FY2005, it is attempting to

Systematic Study of Tamper-Resistance

At the early stage of our activities, we recognized the
difficulties in handling the tamper-resistance issues
due to the following points:
z
Not all attack methods and protection methods
can be discussed openly.
z
Development of tamper-resistant technique
requires a physical target module.
z
A few literatures discussed evaluation methods of
tamper-resistance.
This situation is quite different from that of the
cryptographic algorithm research, where open
discussion is common, no specific module is required,
many criteria for evaluation have been discovered, and
rigorous notion of security have been established.
Systematic study of tamper-resistance is a challenge to
overcome these difficulties.
Various invasive or non-invasive attacks have been
proposed so far. Some of them are covered by the FIPS
140-2. However, we recognize that side channel attacks
do not covered well in the current FIPS in spite of its
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threads, perhaps because it is relatively new attacks.
In addition a lot of literatures describe side channel
attacks. Therefore we decided to focus on the side
channel attacks.
We have surveyed open literatures and categorize
those attack methods. We also categorize those attacks
with respect to the target algorithm. The resulting
matrix is presented in the Appendix 1. The matrix is
still to be maintained because there are blank cells.
The ultimate goal of this work would be to make a
comprehensive map or dictionary of side channel
attacks.
This is our approach for the first point of the
difficulties. As for second and third points, we have
been trying other approaches described in Section 3
and 4, respectively.

3.

hinder the development of tamper-resistance
technology. It will change the situation if there is a
standard platform whose specification is publicly
available and non-proprietary.
Therefore, TSRC have designed specifications of
evaluation platform, INSTAC-8 and INSTAC-32. It has
developed evaluation platform boards compliant to the
specifications. INSTAC-8 compliant board has 8-bit
CPU, whereas INSTAC-32 board has 32-bit CPU and
FPGA.
In order to collect fundamental data, we
investigated whether the compliant platforms can be
used to DPA experiments. We also evaluated validity of
several countermeasures for DPA using the platforms.
After these self-evaluations, we have supplied them
domestically upon request, in cooperation with IPA.
Several results have been reported [302]-[306]. It
seems that substantial results are starting to come out,
so far in the academic area.

Evaluation Platform

3.1. Specifications and Compliant Boards

3.2. A Lesson form INSTAC-8 and -32

As mentioned, development of tamper-resistant
techniques requires a physical target module. Although
many literatures reported experimental results, the
specification of their target module is not necessarily
clear and thus comparison of the results is difficult.
On the other hand, it is quite rare for a vendor to
publish attack results against their own cryptographic
module. Similarly, it is also rare for a researcher to
report attack results against a cryptographic module of
a specific vendor, because such reports would not be
constructive.
In both cases, lack of standard platform seems to

We summarize a lesson learned from INSTAC-8 and
-32.
z
Present specifications are not sufficient for
making the different boards compliant to the spec.
have the same property.
z
Even if the same compliant board is used, it is not
sufficient
to
obtain
the
same
data.
Standardization of experimental environment is
also necessary.
z
Stable supply route of the boards should be
established.
z
More flexible and easy-to-use user interface
should be provided.
z
Feedbacks from the users should be reflected to
the latest version.

Table 1. INSTAC-8 Spec. Outline
CPC
Memory
Peripheral IC
Communication
Port
Clock
Supply Voltage
Board Size
Number of Layers
Board Material

Zilog Z80 (CMOS) 8MHz
256KB SRAM/32KB EEPROM
16bit Programmable Counter
RS232C

4.

4.1. Three Approaches

Built-in Crystal Oscillator
+5.0V
18Cm * 15cm
2
FR-4 (Glass board material epoxy
resin)

According to second purpose of TSRC listed in the
Introduction, we are searching for the method to
describe requirements to tamper-resistance. We have
categorized three approaches to describe the
requirements:
1. Approach focusing on Attacks
2. Approach focusing on Countermeasure
3. Approach focusing on Metrics
Refer to Part II of this paper for the difference of these
approaches.
1 and 2 are conventional approach, but even in
these cases, it seems necessary to develop objective
metrics that represent tamper-resistance. Thus, the
metric based approach is not exclusive with other
approaches, rather complementary. The problem is that
there is no metrics specified to represent the side
channel resistance, so far.

Table 2. INSTAC-32 Spec. Outline
CPC
Memory
FPGA
Communication
Port
Clock
Supply Voltage
Board Size
Number of Layers
Board Material

Toward Metrics Based Requirement

Freescale
MPC852T
100MHz
(PowerPC)
8MB
SDRAM,
512KB
Flash
Memory, 8MB Flash Memory*2
Xilinx Virtex II XC2V1000-5FG456C
(for Cryptographic Function), Xilinx
Spartan II 100 (for I/O Controller)
10/100Base-TX Ethernet, RS232C
Built-in Crystal Oscillator
+3.3V
30cm * 20cm
6
FR-4
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Metrics
To develop metrics based requirements, the following
steps seem reasonable, not to say best or optimum.
First it is necessary to investigate as much side
channel attacks as possible and to understand the
attacks
sufficiently.
Then,
categorize
them
appropriately and extract essential points of the
attacks. To reduce the workload, we may consider
specific algorithm for a while.
Secondly, it is necessary to determine physical
quantity to measure such as timing, power
consumption, electro magnetic radiation, sound, etc.
In addition, we have to specify conditions to assume
for the measurement. They include parameter settings
of a target module, environment around the module,
method of measurement.
Most important thing is to specify how to process
the
measured
quantity
to
evaluate
the
tamper-resistance. In general, since raw data tend to be
noisy, it is important at the first stage to apply
screening of significant data, alignment of data,
filtering of data, and so on.
After that, auto- or cross-correlation of time variant
data will be a good tool for timing analysis. It will be
another typical tool to visualize correlation between
measured data and certain reference signal. In fact, if
the quantity is power consumption and the reference is
intermediate data of encryption process, this is the
differential power analysis itself.
We do not limit processing methods to those
mentioned here. At the same time, we have to select or
integrate the processing methods to reduce the testing
cost.
Lastly, we needs judgment standard to determine
the score of processed results. We also need a function
to integrate plural of scores to a total score.
It is likely that explosion of steps will occur if every
metric is checked. Sampling test method should be
employed to reduce the cost. Optimization of total
testing cost is another important issue.

the appropriate gray box evaluation condition.

4.3. White Box vs. Black Box

7.

Another important point of argument we recognize is
the white box evaluation versus black box evaluation.
In the white box evaluation, an evaluator will access to
any information concerning the implementation, such
as source codes, circuit design, and so on. In addition,
an evaluator may change various parameters such as
key material, input data, etc. In this case, the evaluator
will have the sufficient information about the
implementation. In the black box evaluation, on the
other hand, an evaluator will have the same level of
information as the end user of the module.
It seems that white box evaluation is convenient for
the evaluator in that it provide sufficient information.
Black box evaluation seems better for the module
vendor because vendor leaks minimum information
about their module to the evaluator. Trade off of these
two extreme cases should be considered to determine

Three typical methods are identified to describe
SCSR.

4.2.

5.

Conclusion of PART I

In this part, we have introduced TSRC activities, which
include studying literatures about side channel attacks,
development of evaluation platform, and the research
on the description method of side channel security
requirement. We have exchanged these ideas with
several foreign organizations and have received
valuable advice from them.
As mentioned in Section 2, the research of secure
implementation is still premature compared with the
research of cryptographic algorithm. There are a lot of
things to do to establish the foundation of secure
implementation
of
information
technologies.
Apparently, our work has not been finished yet. It is
our pleasure if we have advices or comments which way
to proceed.
Part II will deal with a proposal of Side Channel
Security Requirement (SCSR).

PART II: Comments on FIPS140-3
6.

Need of Side Channel Security Requirement
(SCSR)

Side channel attacks such as power analysis, timing
analysis have been discussed in many academic
literatures. In addition, countermeasures against side
channel attacks have already been implemented in
some products, such as smart cards. Although side
channel attacks are referred to in Section 4.11 of FIPS
140-2, where Mitigation of Other Attacks are dealt with,
concrete security requirements for those attacks are
not specified in FIPS 140-2. Therefore, the security
requirements with respect to side channel attacks
should be specified in the FIPS 140-3.

3

Methods to Describe SCSR

i.

Approach Focusing on Attacks
In this approach, attack methods are explicitly
specified and cryptographic modules are required to
have resistance against these attacks. Statement in
this approach may be exemplified by “Cryptographic
module is required to be resistant to the timing
attack.” An appropriate list of attacks is necessary to
implement this approach.

ii.

Approach Focusing on Countermeasure
In this approach, requirement is not described by
the attack method, but by its countermeasures. For
instance, “Cryptographic module is required to
implement internal data masking” is a sample
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8.2. On the Side Channel Attacks Based on Fault

statement for this approach. Many requirements in
FIPS140-2 are described in such a style.
iii.

Induction
In the previous subsection, fault based attack is
included in the requirement. Not all fault based attacks
are considered to be a side channel attack. But fault
induction technique is assumed in some side channel
attacks and we think such attacks are to be handled in
the side channel security requirement.
We classify that the level 3 requires the mechanisms
against casual fault based attack, such as putting the
glitch in the power supply line, and that the level 4
requires the mechanisms against fault based attack
with advanced attack equipments.

Approach Focusing on Metrics
Security requirement in this approach specifies
the metrics and its target value to fulfill the
security requirement. To define the metrics,
additional conditions such as settings of test
environment should be clarified.

We consider the approach focusing on metrics would
be the best among three approaches if such metrics are
established. It seems, however, premature to take this
approach at this point except in a few cases where the
metrics are well-defined and established.
It seems natural to describe SCSR based on
“Approach Focusing on Attacks.” On the other hand, it
seems a little too restrictive to specify concrete
countermeasure in the requirement because in that
case, manufacturer will have little chance to choose a
countermeasure
from
many
candidate
countermeasures.
Therefore, we conclude that it is desirable to describe
SCSR basically focusing on attacks. We do not deny
inclusion of countermeasures in the SCSR so long as
the countermeasures are not too specific. We do not
deny inclusion of well-established metrics for testing
side channel security.

8.

8.3. Need for Application to All Embodiments

We think that the SCSR should apply all embodiments,
that
is,
single-chip
cryptographic
modules,
multiple-chip embedded cryptographic modules, and
the multiple-chip standalone cryptographic modules.
We have not found the necessity to treat these three
embodiments separately with respect to side channel
attacks.

8.4. About the Cryptographic Boundary

Difficulty to apply side channel attack sometimes
depends on how we define the cryptographic boundary.
For instance, let us consider a non-contact type smart
card of which cryptographic module consists of a chip
and antenna. If the antenna is not included within the
cryptographic boundary, a power analysis is
comparatively easy by measuring the current flows
between the antenna and the chip. If the antenna is
included
within
the
cryptographic
boundary,
electromagnetic analysis may be necessary to attack
the module.
It seems that the evaluation methods are different
depending on the definition of the cryptographic
boundary, that is, whether the cryptographic module
includes the power circuit, or whether it includes the
passive components as a part of module from the
viewpoint of the side channel attack. It is thought that
the definition of the cryptographic boundary of
FIPS140-3 should clarify the definition in more detail
so that a variety of cryptographic modules can be
evaluated.

Security Levels and Cryptographic Boundary

8.1. Mapping Side Channel Attacks to Security
Levels
The level mapping is considered based on two aspects,
variation of the side channel attacks and availability of
equipment used for the attacks.
We consider the timing analysis, the power analysis,
the electromagnetic analysis, and the fault-based
attacks as general side channel attacks.
The concrete classification is as follows:
Security level 1 requires nothing special with respect
to side channel attacks.
Security level 2 requires resistance against basic side
channel attacks, such as the timing analysis, and the
attack equipment is inexpensive one. Attacker is
assumed to have sufficient knowledge.
Security level 3 requires the resistance against timing
analysis, power analysis, electromagnetic analysis, and
casual fault-based attack, which we consider as general
side channel attacks, and commercially available
attack equipment is supposed. Attacker is assumed to
be a proficient.
Security level 4 requires resistance against all known
side channels attacks, with known equipments. Expert
attacker is assumed.

9.

EFP/EFT as Countermeasure against Fault
Based Attacks

This section describes additional requirements as
countermeasure against fault based attacks which
cause processing error temporally without accessing
inside of cryptographic module's enclosure. There are
requirements in EFP/EFT section for attacks changing
temperature or voltage. For example, there is the
following requirement for EFP.

If the temperature or voltage fall outside of the
cryptographic module's normal operating range, the
protection circuitry shall either (1) shutdown the
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module to prevent further operation or (2)
immediately zeroize all plaintext secret and private
cryptographic keys and CSPs.

X. Side Channel Security
A cryptographic module shall employ side channel
security mechanisms in order to protect plaintext
secret, private keys and CSPs against side channel
attacks ( including power analysis, electromagnetic
analysis, timing analysis, and fault based attack) when
it processes cryptographic operations.

This requirement may be considered as a
countermeasure against fault based attacks with
deliberate excursions outside the specified normal
operating ranges of voltage and temperature. But there
is no requirement in FIPS140-2 for clock signals out of
normal operating range to synchronous circuit. The
following shows a tentative additional EFP/EFT
requirement with respect to clock signals.

Depending on the physical and logical side channel
security mechanisms of a cryptographic module,
unauthorized attempts to retrieve plaintext secret,
private keys and CSPs will have a high probability of
being failed.

If clock signal outside of the cryptographic module's
normal operating range is inputted, the protection
circuitry shall (1) prevent the module from being
affected by the signal, or (2) shutdown the module to
prevent further operation, or (3) immediately zeroize
all plaintext secret and private cryptographic keys
and CSPs.

10. Table

of

Attacks

and

Table summarizes requirements against the side
channel attacks for each of the four security levels.
Theses requirements at each security level enhance the
requirements of the previous level.
The general side channel security requirements at each
security level are applied all three distinct physical
embodiments of a cryptographic module.

Cryptographic

Algorithm

In general, Security Level 1 requires no mechanisms.
Security level 2 requires the mechanisms against basic
side channel attacks. These mechanisms resist attacks
with inexpensive attack equipment and knowledge.
Security level 3 adds requirements for mechanisms
against general side channel attacks. These
mechanisms resist attacks with general attack
equipment and knowledge. Security level 4 adds
requirements for the mechanisms against all known
side channel attacks. These mechanisms resist attacks
with known attack equipment and knowledge.

We surveyed papers about side channel attacks and
summarized the result in a table, where a row
corresponds to an attack method, and a column
corresponds to a target algorithm (See Appendix 1).
Note that not all papers are mapped in the table.
This table is supplied as background data for
specification of security requirements based on
“Approach Focusing on Attacks”.

11. Tentative

Description

of

Side

Channel

Security Requirements

X.1 General Side Channel Security Requirements
(SCSR)
The following requirements shall apply to all physical
embodiments.

The following is our tentative description of Side
Channel Security Requirements (SCSR), whose
necessity has been discussed in the first Section of Part
II of this paper.

･Documentation shall specify the embodiment and the
security level for which the side channel security
mechanisms of a cryptographic module are
implemented.

Table 3. Summary of Side Channel Security Requirement
General Requirements
Attacks
for all Embodiments
Security Production-grade
Level 1
components
Security
Level 2

Security
Level 3

Security
Level 4

Mechanisms
against
basic
side
channel
attacks and inexpensive
attack equipment and
sufficient knowledge.
Mechanisms
against
general side channel
attacks
and
commercially available
attack equipment and
proficient’s knowledge.
Mechanisms
against
known
side
channel
attacks
and
known
attack equipment and
expert’s knowledge.

･Documentation shall specify the side channel security
mechanisms of a cryptographic module.

Timing analysis

･If a cryptographic module includes an interface which
would be used for a side channel attack, the interface
including a maintenance access interface shall be
defined.

Power analysis
Electromagnetic
analysis
Casual fault based
attack

･ If a side channel security mechanism includes
physical security mechanisms, documentation shall
specify them.

Fault based attack
Known side channel
attacks

SECURITY LEVEL 1
The
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cryptographic modules for Security Level 1.
･ The cryptographic module
production-grade components.

shall

environmental failure protection (EFP) features or
undergo environmental failure testing (EFT).
consist

of
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