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Thank you for this opportunity to testify today about the contributions of the National
Institute of Standards and Technology (NIST) to strengthen information security in the
Federal government. | would like to principally focus my remarks on our important
efforts to implement the assignments to NIST in the Federal Information Security
Management Act (FISMA) of 2002 and some of the challenges we confront.

The Context of NIST Information Security Work

FISMA reinforced our long-standing statutory responsibilities for conducting security
research and developing Federal information standards and guidelines. We thank the
Congress for this “vote of confidence” in our past work, with an expectation of
continuing successful achievements in the future.

Information security is one of the most critical issues facing industry and government.
The technological and scientific base that makes this country so strong is continually
improving its ability to compete globally through tremendous advances in the
capabilities of IT systems. As anation, we are challenged to keep up with the growing
complexity of our new technologies and the increasing sophistication of those seeking
to malicioudly interfere. Those “bad guys’ continue to find new ways to breach our
systems. While we focus on current implementations, new technology developments in
IT systems and in other disciplines that increasingly rely on IT systems are coming on
line at an accelerating pace.

NIST standards and guidelines form the basis of the Federal government’s ability to
improve cyber security. Our information security work at NIST is conducted in our
Information Technology Laboratory (ITL), which develops tests, metrics, and
guidance for building trust and confidence in the IT systems that are now pervasive in
the nation’s economy, its organizational, governmental, scientific and technological
infrastructure. NIST builds the trust of users of IT systems by concentrating on
techniques and tools to manage, use, and improve IT systems, from single-user
desktops, to highly complex multi-server, multi- node, wired and wireless systems that
manage trillions of dollarsin daily financial transfers, control power generation and
distribution, and generate scientific and technological innovation.

NIST’ s success relies on its status as an objective, neutral, third party, alowing it to
leverage its unique competencies to devel op consensus solutions among private sector
vendors, standards development organizations, and consortia. Unique competencies in
smart cards, biometric devices and biometric analysis are applied to address the needs
for better identity, authentication, and credentialing and to thwart identity theft. Tools,
tests and metrics in software quality allow developersto “harden” code against “buggy”
software and to protect against creation of unintended vulnerabilities; models, protocols
and specifications for advanced networking technologies add resilience against
catastrophic failure and provide agility to create networks where infrastructure is
destroyed or does not exist. Our unique capabilities in theoretical mathematics,
computational science and statistics enable other scientific disciplinesto utilize IT
systems to explore and innovate at the edge of technological frontiers.



NIST continues to take strides toward securing the nation’ s systems and information
through development of tools, tests, metrics, and guidance but much remains to be
done. FISMA and the Cyber Security Research and Development Act (CSRDA) of
2002 provide aroadmap for NIST to follow in performing this critical role. Today, |
will discuss NIST’ s role in information security in the Federal government, one year
into the Federal Information Security Management Act. Specifically, | will address:

NIST responsibilities under FISMA;

Summary of Standards Required by FISMA;

Impact of Budget Restraints on NIST’ s Responsibilities under FISMA,;
Resources necessary for NIST to fulfill responsibility under FISMA;
Other Supporting FISMA-related Activities at NIST; and

Beyond our Current Plans and the FY 2005 Initiative.

NIST Responsibilitiesunder the Federal Information Security Management Act of 2002
General responsibilities assigned to NIST under FISMA include:

Developing IT standards for Federal systems, specifically to include security
standards and guidelines;

Conducting research to identify information security vulnerabilities and
devel oping techniques to provide cost-effective security;

Assessing private-sector policies, practices, and commercially available
technologies;

Assisting the private sector, upon request; and

Evaluating security policies and practices developed for national security
systems to assess potential application for non-national security systems.

FISMA aso contained a number of specific assignments to NIST, including
devel opment of:

Standards to be used by Federa agencies to categorize information and
information systems based on the objectives of providing appropriate levels of
information security according to arange of risk levels;

Guidelines recommending the types of information and information systems to
be included in each category;

Minimum information security requirements, such as management, operational,
and technical security controls, for information and information systems in each
such category;

An Incident Handling Guideline and a Guideline to Identifying a System as a
National Security System;

Security performance indicators; and

An annual public report.



Summary of Standards Required by FISMA

| would like to summarize the progress that we' ve made since FISMA became law on
December 17, 2002. Significant progress has been made on these specific assignments
and many have been completed.

FIPS Publication 199, Standards for Security Categorization of Federal I nformation
and Information Systems (completed January 2004)

FISMA directed NIST to develop an information categorization standard for the
Federal sector to support inter-agency, intra-agency and third party information sharing
and ensure that consistent sensitivity (or impact) designations were applied. Thisisa
crucial first step in the overall risk management process in that these categorizations
influence an organization’ s determination regarding what security controls should be
applied to protect the confidentiality, integrity and availability of the information. A
problem, which had been noted by OMB, was the inconsistent application of security
controls as information was shared across agency and third party boundaries. FIPS 199
provides a standard framework for government-wide use in information designation.

NIST Special Publication (SP) 800-60, Guide for Mapping Types of | nformation and
Information Systemsto Security Categories (public draft now available; on track
for completion in Summer 2004)

The companion guidance for FIPS 199, this Special Publication recommends a process
by which agencies may categorize their systems and a methodology for effectively
applying the principlesincluded in FIPS 199. It presents common categories of
information used by agencies and suggests default sensitivity or impact levels for these
common information types (financial, personnel, hedlth, etc.). It also provides a
discussion and rationale for the generally recommended categorization for each
information type, while recognizing that variances from the proposed default may
sometimes be appropriate. Because of the numerous system interconnections and
extensive use of data aggregation today, this guide helps highlight for agencies how the
initial categorization can be influenced by special factors (factors such as mission and
direct impact on mission). Again, it presents a common base of rationale which can be
used government-wide to derive the impact of the loss of confidentiality, integrity and
availability. Thiswill assist in minimizing disparate trestment of information as it
crosses organizationa boundaries and a more cost-effective and consistent application
of security resources.

NIST SP 800-53, Recommended Security Controlsfor Federal | nformation Systems
(public draft available; on track for completion of FIPS 200 by December 2005)

This guidance document (which will form the basis for a future Federal standard, FIPS
200) defines security control baselines or minimum standards based on the impact
category (Low, Moderate and High) of the information system as determined by the



agency, using FIPS 199 and NIST SP 800-60. It also provides guidance for tailoring the
baseline controls based on risk and cost-benefit assessments.

NIST SP 800-55, Security Metrics Guide for I nformation Technology Systems
(completed July 2003)

This guideline, developed under FISMA and at the specific request of OMB, provides
over twenty specific metrics that can be used by agencies to develop performance
indicators for their programs. This guideline is now being used by agenciesin
developing their reporting under FISMA.

NIST SP 800-59, Guide for Identifying an Information System as a National
Security System (completed August 2003)

This guidance was developed in conjunction with the Department of Defense and
provides agencies criteriafor identifying an information system as a national security
system.

NIST SP 800-61, Computer Security Incident Handling Guide (completed January
2004)

NIST Specia Publication 800-61, Computer Security Incident Handling Guide, assists
organizations in mitigating the potential business impact of information security
incidents by providing practical guidance on responding to a variety of incidents
effectively and efficiently. Specifically, this document discusses the following items:
1) establishing a computer security incident response capability, including policy,
procedure, and guideline creation; 2) selecting appropriate staff and building and
maintaining their skills; 3) emphasizing the importance of incident detection and
analysis throughout the organization; 4) maintaining situational awareness during large-
scale incidents; and 5) handling incidents from initia preparation through the post-
incident lessons learned phase, including specific advice on five common categories of
incidents.

Other NIST Guidelines Currently in Development in Support of FISMA include:

NIST Special Publication 800-53A, Techniques and Procedures for Verifying
the Effectiveness of Security Controlsin Information Systems (under
development, draft expected in Summer, 2004, delayed due to budget cuts)
NIST SP 800-37, Guide for Security Certification and Accreditation of
Federal Information Systems (public draft now available; final draft expected
Summer 2004)

NIST SP 800-63, Recommendation for Electronic Authentication (public draft
Jan 2003)

NIST SP 800-64, Security Considerationsin the Information System
Development Life Cycle (Oct 2003)



NIST SP 800-50, Building an Information Technology Security Awareness
and Training Program (October 2003)

NIST SP 800-65, | ntegrating Security into the Capital Planning and

I nvestment Control Process (public draft expected by July 2004)

Guideline on Voice over Internet Protocol Security (public draft Fall 2004)
Guideline on I mplementing | PSec (public draft Fall 2004)

Guidelineon use of IEEE 802.11i (secure wireless), (public draft Fall 2004)
Guideline on Personal Digital Assistant Forensics (public draft Fall 2004)

Budgeting for NIST’s Responsibilitiesunder FISMA

Although we continue to give FISMA activities priority in our budgeting process,
guidelines, standards, and related research in the following areas can not be
accommodated within our FY 2004 funding level and have been scaled back or
delayed:

Guideline on archiving and disposal of information technology systems,
Checklists and guidelines for effective implementation of COTS products
(explicitly mandated by CSRDA);

New security protocols for the core Internet, leaving a critical set of
vulnerabilities that cannot be secured,

Operating our Computer Security Expert Assist Team;

Support to the National Information Assurance Partnership (reduced);
Minimum-security recommended requirements for the most basic computer
systems used by small businesses and home users;

New investments in network security for wireless devices,; and
Implementation and use of 1Pv6.

At the current level of funding, we have delayed the following items previously
included in our plans for FY 2005:

Implementation guideline on use of minimum requirements for Federal systems
(800-53)

Comprehensive guideline on FISMA and other security requirementsin the
System Development Lifecycle

Security program manager’ s guideline to information security program
management

Guideline on use of card-based technologies for cybersecurity

Executive Guide to Cybersecurity

Security requirements for operating systems, firewalls, biometrics, and process
control systems

Guideline for testing of operating systems, firewalls, and biometrics against the
requirements

Guideline for retrofit of cryptographic security modules for SCADA



Guideline of conformance testing methods for security in process control
systems

Comprehensive Standards for Random and Pseudo-Random Number

Generation to support strong cryptographic keys and strong algorithm
initialization vectors

Wireless Key Management for Secure Communications

Incremental specifications for automated architectural security devel opment
Cybersecurity architectural guideline

Standard set of Applications Programming Interface (APIs) for the
specification, composition, enabling and disabling of policies that are amenable
to uniform testing and could be applied to emerging technologies

Due to prioritization within the Computer Security Division, none of the specific tasks for
developing guidelines under FISMA are affected; rather they are proceeding on schedule
per the timeframes outlined in the Act.

Resour ces necessary for NIST to fulfill responsibility under FISMA

Now before the Congress is the President’s FY 2005 budget request that includes a
proposed increase of $6 million for NIST to address key national needs in cyber
security. With the proposed increase of $6 million to NIST’s current funding level of
approximately $10.0 million, NIST will be able to more effectively work with industry
and government agencies to accelerate solutions to critical cyber security issues. This
specificaly includes working with the Department of Homeland Security through its
Science and Technology Directorate, as well as the Information Analysis and
Infrastructure Protection Directorate’ s National Cyber Security Division to enhance
collaborative efforts begun in 2003. This proposed expansion of NIST’s current
program will allow for additional deliverablesin FY 2005 and a critical start to long-
term work in key areas including:

Enhancing security, critical infrastructure application, and communication
protocols. Numerous protocols are being developed for special purpose security,
critical infrastructure and communications. The number of formal and ad hoc protocol
standards precludes the ability for security specialists to participate in each effort;
however, drawing upon the security, protocol, critical infrastructure, and vendor
community, security guidance could be developed to provide protocol designers with
advice and input into the design of secure protocols, hence enhancing security, critical
infrastructure application, and communication protocols. Automated web-based testing
for implementers of widely used protocols with security consequences could also be
developed and provided to help assure correct implementation.

Expand the NIST Cryptographic Toolkit to include limited power, small-sized
computing environments. Secure standard cryptographic mechanisms tailored for use
in embedded devices are not being developed. Without such standards, security in these
new technologies such as those associated with persoral data assistants and
blackberries already is inadequate as designers adapt existing standards to “fit” the low



processing power and bandwidth available on an ad hoc insecure basis. As
vulnerabilities are discovered, expensive patches must be applied and, since patching
never achieves the desired coverage, system security exposures remain. The answer is
to build products correctly from the start, but the available time window for action is
closing. The NIST cryptographic toolkit will eventually be expanded to accommodate
these limited power, small-sized computing environments. Guidance will also be
developed and promulgated on where the new standards are applicable. The next
generation of agile cryptographic security standards for process control, embedded
systems, and mobile applications also will be developed. The key for effective use of
these guidelines and standards throughout the community of developersis the timing of
their release.

Fix broken wireless security standards by identifying, prioritizing, and
accelerating approaches to securing wireless devices. Fixing insecure wireless
security standards by identifying, prioritizing, and accel erating approaches to securing
wireless communication protocols will speed the improvement of wireless secur ity
standards and ensure that insecure "interim fixes" do not become entrenched. NIST will
participate in standards bodies activities to provide security expertise. Proof-of-concept
prototype(s) for new wireless security technologies will be developed by leveraging, to
the extent practicable, existing solutions (e.g., Public Key Infrastructure (PKI1),
Certificate Management, etc.). Guidance on wireless security design, implementation,
and administration best practices will be written. Approaches to wireless security policy
expression and enforcement, mobile device user authentication, secure ad hoc
networking protocols, and intrusion detection in ad hoc networks will be developed.
Thisis aone-time critical opportunity to make significant security enhancemerts, and
Speed is essential.

Metricsto under stand, express, and improve our ability to build secure networks
and systems from individually understood components. Systems of growing
complexity tend to emphasize the challenge of building secure systems from secure
components. There is a need to develop metrics to understand, express, and improve
our ability to build secure networks and systems from individually understood
components. Taxonomies could be developed for security metrics associated with
assembling a networked computer system from components while ensuring it maintains
desired security properties. Additionally, advanced methods could be devel oped to
express security requirements for integrated systems, and metrics to enable rapid
testing. Metrics to facilitate integration of components with known security exposures
and risks are needed. Formal modeling of security properties in an architecture will be
investigated. This is a major, long-term research effort, which could be launched in FY
2005 with appropriate funding.

Advanced means to cost-effectively control access of individuals and automated
servicesto information and other automated services. Today’s cyber and physical
threats along with legidation such as the USA PATRIOT Act, HIPAA and various
national and foreign privacy laws have stressed the need to develop advanced means to
cost-effectively control access of individuals and automated services to information and



other automated services. Thisincludes advanced access control meta models that will
be capable of flexible, cost-effective implementation of strong cybersecurity access
policies and standardized access policy definition frameworks (e.g., XML-based
vocabularies). These frameworks could then be mapped to different enforcement
mechanisms to develop a scalable, interoperable, enterprise-wide authorization
management framework.

Test procedures and guidelinesfor retrofitted cryptographic modules for system
control and data acquisition (SCADA) systems. While last summer’s black-out
along the East Coast was attributed to an unfortunately and unlikely train of natural
events, it was a bold reminder of the delicate state of some portions of our critical
infrastructure and the need for significant upgrades to the IT supporting it. The
security of SCADA and building control systems could be enhanced. With requested
funding for FY 2005, test procedures and guidelines for retrofitted cryptographic
modules for SCADA systems will be developed and standards for SCADA and other
industrial control system security will be validated. Performance and conformance test
methods for process controls, protection profiles for process control systems, and
protocol standards for more secure communications for integrated building systems and
sarvices controls will be developed under this program.

Guide on approved media sanitization and disposal techniques. Approximately 5
billion gigabytes of information was created in 2002, equivaent to half amillion
libraries the size of the Library of Congress, or about 800 megabytes per person per
year. Thereisacritical need for a guide on approved media sanitization and disposal
techniques, which address today’ s new technologies such as mobile devices
(Blackberry, PDAS), removable media (compact flash, secure digital), and hybrid
devices (PDA/cellphones). As you may imagine, with the volume of digital information
being produced and its rate of growth we receive numerous requests for appropriate
disposal techniques. With requested funding increases, guidance in this area could be
ready for public comment in FY 2005.

Other Supporting FISMA-related Activitiesat NIST

Cryptographic Modules for Federal Government Use. The Cryptographic Module
Validation Program, operated in conjunction with the Government of Canada's
Communication Security Establishment, has now validated over 750 modules. Our
statistics from the testing laboratories show that 48 percent of the modules brought in
for voluntary testing had security flaws that were corrected during testing. In other
words, without our program, the Federal government would have had only a 50/50
chance of buying correctly implemented cryptography. Federal agencies are required
to use validated modules in cryptographic applications. We expect that 200 or more
modules will be submitted for validation within the next year. We continue to expect
this program to grow, to include additional laboratory accreditations. Requested
increases will enable us to enhance and expand this program.



Consensus-based recommended security requirements and corresponding testing
procedures. In recent years we have worked with industry to develop the “Common
Criteria” which can be used to specify security requirements. These requirements are
then used by private-sector laboratories, accredited by NIST, for the voluntary
evaluation of commercial products needed for the protection of government systems
and networks. This work is undertaken in cooperation with the Defense Department’s
National Security Agency in our National Information Assurance Partnership (NIAP).
Thereisacritica and continuing need to develop consensus based recommended
security requirements and corresponding testing procedures for commonly used
security and security-related technologies such as operating systems, routers, and
intrusion detection and prevention systems. The FY 2005 budget increase would
provide for the development of the most critical security requirements. These
requirements and procedures increase the security of 1T products, bring consistency to
the testing process, reduce the need for government oversight during evaluations,
ultimately decrease the cost to industry for the validation of products and provides more
evaluated security products to both Federal users and the public in general.

National Information Assurance Partnership. You may be aware that the National
Strategy to Secure Cyberspace calls for areview of the NIAP. We have had staff
discussions with NSA, the NIAP laboratories, and vendors to identify ways we might
improve the process, through research, process changes, and to understand the
resources needed for NIAP to fully succeed. Additionally, we are participating on the
industry common criteria/NIAP task force, established at the December 2003
Department of Homeland Security National Cybersecurity Summit. The output of that
task force, which NIST co-chairs, is expected to issue its report shortly and may interest
this Committee. Requested increases are needed for the development of additional
security requirements and corresponding testing procedures, and to more generally
improve NIAP processes based on recommendations that come out of the NIAP review
process.

Beyond our Current Plansand the FY 2005 Initiative

In recognition of the constrained budget realities, we have focused on the most critical
itemsin our current program plan and the proposed FY 2005 budget. However, in
addition to the funding we receive from Congress each year, we do conduct
reimbursable work for other agencies. | thought it would be helpful to the Committee
to share some of the information security services that NIST could offer to other agency
SPONSOrs.

National network of accredited organizations capable of providing cost effective,
quality security assessment services based on the NI ST standards and guidelines.
By December 2005, NIST’s Recommended Security Controls for Federal Information
Systemswill by law become Minimum Security Controls for Federal Information
Systems. Thiswill form the basis for a risk-based certification and accreditation of
Federal information systems, giving agency report cards new meaning. Work must be
completed to create a national network of accredited organizations capable of providing



cost effective, quality security assessment services based on the NIST standards and
guidelines. Thiswill build more assurance in existing processes, build a higher degree
of consistency into certification processes and provide for a more cost-effective
approach to certification for which the resources expended for certification track with
the sengitivity of the particular system.

Guideline on the effective integration of security into the Federal Enterprise
Architecture. Another area of mgjor importance is the development of detailed
guidance on the effective integration of security into the Federa Enterprise
Architecture (FEA). Although the FEA framework isin place, an instructive guide
assisting agencies in correctly mapping current security standards and guidelines to
layers of the existing architecture is needed to ensure that the Enterprise Architectures
devel oped by agencies reflect and accommodate security components. The Federal
ClO Council has begun work in this area and NIST will continue to partner with the
Council on this effort.

Comprehensive security checklists and benchmarks. Both hardware and software
are typically shipped aready configured for ultimate functionality and interoperability
and not for secure use. NIST could gresatly assist the public and private sector by
delivering a series of guidance and supporting templates for decision-making on system
settings and configurations. Security checklists and benchmarks, i.e., recommended
security settings for specific commercia products such as firewalls, operating systems,
and database systems, could help organizations and individuals to help themselves
while still taking full advantage of emerging technologies and still reduce threats such
as identity theft, denial-of-service or other malicious attacks on information systems.
DHS has graciously been supporting some important NIST work in this regard and we
will be able to maintain aweb-based portal and solicit checklists, and perhaps internally
produce one or two checklistsin FY 2005 and each year thereafter. To be
comprehensive, checklists should exist for all IT products with security functionality
widely used in the Federal government, asis required under CSRDA.

Guidelinesfor usersand system administratorsto reduce spam. The reduction of
spam has become a high priority from offices to households across the country. NIST
recently completed a SPAM workshop on the current technol ogies and approaches to
minimizing the costs and related impacts of SPAM. Research in support of spam
filtering and guidance for users and system administrators to reduce spam could grestly
assist agencies in minimizing this ongoing problem. Perhaps more importantly, with
the growth of voice over |P, spammer techniques will be employable against two of an
organization’ s access points to the outside world. Therefore work should aso be done
to understand new security vulnerabilities introduced by spammer techniques used in
conjunction with this emerging technology and the viability of countermeasures.

Quality Code and Today’s On-going Virus and Vulnerability Wars. You are
probably familiar with the onrgoing daily virus wars that are currently raging, including
viruses propagated by email. Inthe early 1990s, NIST conducted anti- virus work,
which was helpful to the establishment of today’s robust anti-virus industry. The anti-
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virus industry is to be commended for keeping up with the continuing onslaught of
viruses with timely updates to their virus definitions. In addition to viruses, with the
continuing discoveries of vulnerabilities in commercial software and need to patch
software, we are presently in a never-ending game of catch-up for usersto stay up to
date with the latest viruses and latest patches provided by vendors. And we are losing
that catch-up game.

Of course, thisis not a game but a serious security matter. Users do not keep their anti-
virus programs up-to-date and do not apply software patches in atimely manner — if at
al. When one steps back, it really highlights the need for the development of more
secure code — code that will be resistant to viruses and other attacks that exploit
vulnerabilities in software and hardware. We know how to build better code, but it is
time consuming and tedious. The national annual costs of an inadequate infrastructure
for software testing is estimated to range from $22.2 billion to $59.5 billion. We need
to develop better secure code building technologies and standards, to include tests that
vendors can run during development to produce high quality code and not impact their
time-to- market requirements. NIST isideally positioned to be able to do such work to
help industry and thereby reduce the costs and security exposures for agencies and
other critical usersin the nation.

Closing

The standards and guidelines produced by NIST are key to the Federal government’s
ability to improve cyber security. NIST’simpact reaches far beyond Federal systems.
NIST guidelines are frequently used by state and local governments as well as by the
private sector. In actively working with voluntary national and international standards
development organizations, NIST guidelines and standards in areas such as
cryptography and information security management are frequently adopted around the
globe.

NIST takesitsrole in cybersecurity seriously and will work with the Committee to
ensure that we are able to carry out our mandate to work with industry, academia, and
standards development organizations to assure the secure flow of vital and sensitive
information throughout our society. We applaud the Committee for its leadership and
defining a critical role for NIST to play in supporting that effort. The FISMA activities
— those aready accomplished and currently underway — will lead to more consistent,
risk-based, and cost-effective I T security at Federal agencies. The opportunities
identified above would further strengthen Federal security.

These examples of our work and accomplishments demonstrate NIST’ s commitment to
information security, across the government and the nation. They also demonstrate the
base uponwhich NIST hopes to enhance our efforts, in line with the President’s

FY 2005 budget request. It is an absolutely critical national need.

| am grateful to Chairman Putnam for holding this hearing, and for his support of
NIST’ s critical role under FISMA. | will be pleased to answer your questions.
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