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Where Quality and Health Information Technology Converge
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Where Quality and Health Information Technology Converge
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WVMI & Quality Insights:
Improving the Health of the People We Serve

Where Quality and Health Information Technology Converge

= Support quality improvement through
Information and consultation

= |mprove patient safety

= Assure that consumers receive the best health
care services In the right setting

= | ead efforts to adopt heath information
technology




WVMI & Quality Insights:
Improving the Health of the People We Serve

Where Quality and Health Information Technology Converge

= Centers for Medicare & Medicaid Services
(CMS)

= Department of Veterans Affairs
= State Medicaid Contracts

= QOffice of the National Coordinator (ONC) for
Health Information Technology

— Regional Extension Centers (RECs) for Health
Information Technology




Regional Extension Centers (RECS)
for Health Information Technology

Where Quality and Health Information Technology Converge
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= Goal: Provide outreach and support services to at
least 100,000 priority primary care providers within
two years nationwide

= |nitially launched February 2010
= Covers every region of the United States
* Find the REC In your area at www.dehitrec.org

— Click on “HIPAA Conference Attendee
Information”



http://www.dehitrec.org/

7
4

C Our Regional Extension Centers (RECs)+

Where Quality and Health Information Technology Converge

= Delaware, Pennsylvania East, Pennsylvania West
= |nnovative Recruitment and Retention Strategies:
— Social Media

— My REC /m ~
— IPhone Apps VJ" @‘EC
— Educational Webinars |

— E-Marketing

up for our e-newsletter now:
www.dehitrec.org



http://www.dehitrec.org/
https://my.dehitrec.org/registration/

Delaware Progress Snapshot:

Where Quality and Health Information Technologyf}dnverge
= Goal: 1,000 physicians
= Current Status:

Milestone 1: Milestone 2:

Milestone 3:
Recruitment: 700 EHR Go-Live: 265

Meaningful Use: 01

umber of health care Mumber of participating providers Number of participating providers whao
roviders who have contracted who have implemented and have hawve achieved "Meaningful Use” of
work with the DE REC (700). started using the functionality of their EHR system based on the

their EHR system (265). requirements set forth by CMS (01).
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REC Participation Biéﬁmféfibs;'

Where Quality and Health Information Technology Converge

= CMS Payment Bonus
= Improved Quality of Care
= Reduced Billing Errors
-ree Continuing Education Resources (HIMS)
Credentialed Privacy and Security Expertise
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Privacy and Security

Where Quality and Health Information Technology Converge

= Meaningful Use
= Regional Extension Center (REC) Collaboration
= Privacy and Security Phases

— Phase 1: P&S Meaningful Use Fact Sheet

— Phase 2: Onsite Visits

— Phase 3: Final Report
Privacy and Security Toolkit
— Online Portal
| Discussion




Meaningful Use

Where Quality and Health Information Technology Converge

= Privacy and Security Core Measure
= Objective:
— Protect electronic health information created or

maintained by the certified EHR technology through the
Implementation of appropriate technical capabilities.

= \easure:

— Conduct or review a security risk analysis in
accordance with the requirements under 45 CFR
164.308(a)(1) and implement security updates as
necessary and correct identified security defici
as part of its risk management process




REC Collaboration

Where Quality and Health Information Technology Convergie

= Health Information Technology Research Center (HITRC)
— HITRC Learning Center
— Communities of Practice H’ J R :
= Communities of Practice (CoP)  Frivacy and Security CoP
— Education and Outreach
— Implementation and Project Management
— Practice and Workflow Redesign
— Privacy and Security
Collaboration
— AllREC’s
- Office of the National Coordinator (ONC)

fice for Civil Rights (OCR)

alth Information and Mana
MSS)




Where Quality and Health Information Technology Converge

Privacy and Security Fact Sheet for Meaningful Use (Now on HIMSS!)
CyberSecurity Checklist

— Both tools given to the Practice from the very beginning by a Practice
Coordinator

Helps get the provider prepared for the privacy and security onsite
visit, P&S Checklist, and toolkit.

~ Privacy & Security Fact Sheet for Meaningful Use |

Meaningful Use is all about helping patients. What does privacy and security
have to do with it?

Meaningful Use is all about helping patients, however patients have let it be known that they
have concems regarding the privacy and security of their health information. Responding to
comments regarding the Meaningful Use final rule, CMS stated that “...maintaining privacy and
security is crucial for every eligible provider (EP), eligible hospital or Critical Access Hospital
(CAH) that uses certified EHR technology.”

Are there any privacy or security requirements for complying with Meaningful
Use in order to receive incentive money?

Yes. “Protect electronic health information created or maintained by the certified EHR through
the implementation of appropriate technical capabilities™, is one of the Core Objectives Fligible
Providers must meet under the Medicare and Medicaid Electronic Health Record Incentive
Program.
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Where Quality and Health Information Technologyf}dnverge

= 2 Onsite Visits
= 15t Visit (Preliminary)
= MU Fact Sheet Review

= Walkthrough

=« ONC Security Risk Assessment Tool — conduct interviews
= NIST 800-66
= NIST 800-30

Privacy and Security Checklist Introduction — leave with the Pr
Provide Preliminary Report
isit (Certified EHR)

ollow-up Interviews — Complete the Ris
inal Walkthrough




Phase 3"
P&S Pha_ses

Where Quality and Health Information Technology Converge

 Final Report

— A final report will be given to the Practice after the 2"
onsite visit, containing:

e Summary of the process

» The need to expand upon the Risk Analysis
process,

—1.e. Inventory of assets, regular updating, going
through the risk management process, etc.)

o Completed Risk Assessment Spreadsheet

— Includes additional risks from walkthroughs,
geographical location, etc.

 Additional guidance based on the Practi
EHR, and technology used

L



Site Actions -

MyREC

Documents
Shared Documents

Private Documents

Calendars
Shared Calendar
REC Calender

Discussions

Discussion Board

? Recycle Bin

) Al Site Content

E

e Online Portal

Browse Page

MY REC

HIT Resources Customized for Your Practice

MY REC, exclusively available to practices working with the DE REC, is the place to find EHR and
HIT educational materials, links and more. As resources become available, they'll be placed under
the "Shared Documents" folder, or the "Private Documents" folder, depending on whether they are
for all participating practices or specific to your practice,

As MY REC evolves, you'll find more helpful tools to help you make the transition to EHRs and
meaningful use. Click on the links below to find documents available for you.

Where Quality and Health7Iﬁformation7T;chnology Converge

/yﬂ?_ @‘EC MyREC » Home

Shared Documents

0 Type

vocooew

Name

Guidance Documents

Meaningful Use and Cybersecurity Guide
Policies and Procedures

Privacy and Security Gap Analysis

Risk Assessment

Security Awareness and Training

g Add document
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Panel DIS% C /

Where Quality and Health Information Technology Converge

Privacy and Security Panel

* Nick Heesters, JD

— Quality Insights of Delaware

 Adam Kehler, CISSP

— Quality Insights of Pennsylvania
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Where Quality and Health Information Technology Converge




Contact Inform%f/

Where Quality and Health Information Technology Converge

= Have a question, comments, or suggestion?
= Contact me at:

— ngibson@wvmi.org

— 304-346-9864 ext. 2236

Visit the HIPAA Conference Attendee Page at
www.dehitrec.org |



mailto:ngibson@wvmi.org
http://www.dehitrec.org/
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