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Session Abstract

Smart cards are extremely popular in Europe and elsewhere, and are just beginning to become
popular in the U.S.  These very flexible tools are, in effect, highly portable and accessible
computers that can be used to control very sensitive information, e.g., financial, personal
identification, system authentication, and health records.  The security of the smart card is rapidly
becoming a major issue in securing the information infrastructure.  Public confidence in the
security of smart cards could be supported through development of industry-standard smart card
security requirement sets, along with careful evaluation of smart card products against these
requirements, including verification of sound development/construction practices and stringent
testing.



The panel members will discuss current trends in smart card security from their perspectives.
They will focus on identification and expression of security requirements for smart cards,
development of smart card security capabilities, and Common Criteria (ISO 15408) based
processes for evaluating smart card security in the international community.  In the United States,
this process is the National Information Assurance Partnership (NIAP), a joint activity of NIST
and NSA.  NIAP and the CC have superseded the old "Orange Book" based evaluation processes.

The following key issues will be addressed during the panel:

• Smart cards represent a variety of security challenges not present with more commonplace IT
security products.  The threat pattern is very different for these small but complex and highly-
trusted objects, which typically control or represent assets of considerable value, yet are held
and used by untrusted users.

• The security and functional testing of smart cards is now being done in a fragmented way, as
may be agreed between a particular manufacturer and a customer (which may be an
association of financial card issuers, such as VISA, MasterCard, American Express, etc.).
There are no agreed industry standards for the secure development and functioning of smart
cards, while basic standards do exist for their physical aspects and electronic interfaces with
card readers.

• The IT product security evaluation process (e.g., The National Security Agency's
TPEP/TTAP) has been used for about 15 years, first in the U.S., then in Canada, Europe, and
now elsewhere.  This process was originally based on NSA's "Orange Book", and later in
different nations became based on a variety of security criteria.

• Through extensive international cooperation, IT product security evaluation is now
increasingly based on ISO International Standard 15408 (the Common Criteria for IT
Security Evaluation). ISO 15408 is the underpinning of a widening circle of Mutual
Recognition of product evaluations done by member nations.  ISO 15408 provides the
capability of defining IT security requirements in a very comprehensive yet flexible way.

• The main question to be addressed by the panel is whether this ISO 15408-based process for
defining requirements then using them in product evaluations, with the potential for
widespread mutually recognized international acceptance of results, can beneficially be
applied to smart cards.

The panel participants will represent the following viewpoints in their presentations:

• Gilles Lisimaque, GemPlus, will present the viewpoint of smart card vendors, who would
like to bring a new product on line as quickly and inexpensively as possible, while meeting
contractual commitments to customers.

• Kenneth Ayer, VISA International, will present the viewpoint of smart card issuers, who
have the potential for extensive liability and operating problems due to security flaws in



smart cards.

• Gene Troy, NIST, will present the viewpoint of NIAP, an ISO 15408-based evaluation
scheme that can help the industry develop standardized requirement sets (Protection Profiles)
and provide for evaluation of smart card products at accredited testing laboratories.  He will
also discuss the activities of the Smart Card Security Users Group, of which he is chairman.
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