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Abstract:
The National Institute of Standards and Technology’s (NIST’s) Cryptographic
Module Validation program has been highly successful validating over 95
cryptographic modules as being compliant with the U.S. Government’s
“Requirements for Cryptographic Modules” (FIPS 140-1). Recently, NIST has
drafted a revision of the standard (Draft FIPS 140-2).  This revision offers several
improvements over the original standard but the testing process remains basically
intact.  However, NIST and the National Security Agency have formed the



National Information Assurance Program (NIAP) whereby security products may
be validated against Protection Profiles based on the Common Criteria.
Validations performed under the Common Criteria program have the advantage
that they are mutually recognized by each of the countries participating in the
Common Criteria Mutual Recognition Program.  Thus, the potential for one-stop-
testing is increased.

This presentation will explore the technical feasibility of developing a Common
Criteria based Protection Profile for Draft FIPS 140-2.  It will present the work of
CygnaCom Solutions to map the Device Test Requirements of the draft standard
into Common Criteria components and to develop the profile itself.  The
presentation will cover the lessons learned when trying to map a previously
existing standard into the Common Criteria and in developing the corresponding
protection profile.  Conclusions as to the technical difficulty of such an effort will
be given.

Brief summary of panelist’s topics:

An Introduction to FIPS 140-1/2, Security Requirements for Cryptographic
Modules; Miles Smid

The essential features of FIPS 140-1 and the Common Criteria will be
presented along with the new features of FIPS 140-2.  Mr. Smid will offer
opinions as to why the NIST/CSE Cryptographic Module Validation
Program has been successful.

Mapping FIPS 140-2 into the Common Criteria, Lessons Learned; Shari Galitzer
When mapping the standard into the common criteria one has to be
creative in dealing with certain issues.  This presentation describes the
issues and how they were addressed.

A Protection Profile for FIPS 140-2, Lessons Learned; Jean Petty
Developing a FIPS 140-2 PP requires selecting the proper EAL level(s)
and specifying the appropriate CC components in order to cover every
FIPS 140-1 requirement. This talk will summarize the Protection Profile
that was actually developed.

Where Do we Go from Here? Ray Snouffer
Now that the profile is complete what will be done with it?  What other
security Standards and Protection Profiles will likely have product testing
programs in the future?

Background of Audience
This session would be of interest to those who are familiar with the
Common Criteria and who are interested in the issues that may arise when
one tries to develop a protection profile for an existing standard.
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