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Subsequent to earlier denial-of-service (DoS) flooding attacks (such as smurf, syn, ping-of-
death), the flurry of distributed denial-of-service attacks in February 2000 (affecting Yahoo,
Amazon, eBay, CNN.com, Buy.com, ZDNet, E*Trade, and Excite.com, among others) has
intensified the realization that the problems we face lie deep in our information infrastructures—
inadequate protection and integrity in operating systems, networking, protocols, mailer
environments and many other applications, and operational practice.

Many of these attacks typically target systems without needing any authorized access, although
the distributed DoS attacks additionally benefitted from their ability to penetrate unsuspecting
intermediate host systems (zombies).  Actually, given the penetrability of the systems around the
Internet, the consequences in the future could be vastly more devastating than we have seen thus
far.  Thus, it is essential that we rethink our system and network architectures and our overall
approaches to using the Internet.

This panel explores what (if anything) can be done to combat denials of service from a total
systems/network perspective, hopefully without too seriously compromising the performance
that everyone has come to expect.  A wide range of topics must be considered within scope of
the discussion, such as radically different system and network architectures, defensive protocols,
pervasive use of cryptography (for example, for authentication, integrity, and confidentiality),
automated tools for early detection of and response to attacks, and many operational
considerations.  One of the biggest challenges we face is developing, configuring, and operating
systems and networks with stringent requirements for survivability (with subrequirements for
security, reliability, and real-time performance).  Some relevant background may be found in [1].

1. Peter G. Neumann, Practical Architectures for Survivable Systems and Networks, Final
report for the U.S. Army Research Laboratory, 30 June 2000.
http://www.csl.sri.com/neumann/arl-two.html and .ps and .pdf
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The ability of the industrialized world to continue to improve its standard of living is becoming
increasingly dependent to the access to complete, accurate and reliable information.  Much of the
wealth creation of the last two decades is predicated on the movement and use of information
rather than on the increasing consumption of physical resources.  In addition, the best hope for
improving the quality of life for the non-industrialized world lies in the expansion of access to
information and the ability to disseminate homegrown knowledge for commercial purposes.

All of the growth of the information economy is based on a collection of competing, dissimilar
networks and organizations providing a reliable, ubiquitous and low cost infrastructure.  This is
all done without a central authority, command structure or (at least it seams) a willingness to
cooperate.

Given the above, and the number of interests which wish to upset the status quo there is an
increasing risk to the global economy from perturbations to the communications environment.
The result is an environment where the communications systems operation cannot be predicated
upon the cooperation and support of all the other elements in the network.  The result will be the
emergence of a class of systems, which can operate under duress and can adapt to the loads and
pressures placed upon them.  How these systems evolve and the decision models for their
operation are key questions to the creation and expansion of the growing global communications
grid. Providing systems, which have a natural propensity to return to a stable and viable state
when disturbed in any manner, is a central challenge to the designer today.
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