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Agenda

ICShet

() GOOd NeWS WE SECURE THE WEB

 Bad News
— DDo0S--No excuses, we had plenty of warning

— ILOVEYOU-- No excuses, we had plenty of
warning

— Pervasive Scanning

— 2000--The Year of the Buffer Overflow
(ny, iteration)
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Agenda (cont)
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WE SECURE THE WEB

— It may work, but it doesn’t work
— Trojans and Back Doors

— Nightmares

— KISS
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sources

ICShet

° Bugtraq WE SECURE THE WEB
« NTBugtrag
« FIRST Member Advisories

* Vendor Advisories
e 104 Other Security and UG Malling Lists
« USENET

e ~1400 ‘Net Sites and BBS

http://www.forbes.com/tool/html|/98/jul/0703/sidel.
htm

copW|Stregt Journal 9/30/99,page B21 .



Good News

ICShet

WE SECURE THE WEB

* Vendors are getting proficient at making
security notifications

(Practice makes perfect?)
e Source auditing for security Is paying off.

Job security outlook continues to be rather
bright
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Bad News

e DD0S--We Had Plenty of
Warning

of Warning
e Scans
e Buffer overflows continue
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ILOVEYOU--Talismans

ICShet

WE SECURE THE WEB

e Happy99 a.k.a W32/SKA.exe (1/99)
 Melissa Macro.W97.Melissa (3/99)
 VBS.Freelink (7/99)

« Barok (same author(s)) (9/99)
 Bubbleboy I-Worm.BubbleBoy (11/99)

Copyright ICSA 2000 7/20/00 7



Scans

ICShet

N MAP SAINT WE SECURE THE WEB
DNS Queries Asmodeus

SNMP Walk Internet Probe Droid

Whois and NSLookup

Rootshell & Packetstorm Warez

SATAN ISS

stobe CyberCop

mscan HackerShield

Nessus Security Analyzer
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2000A.D.--The Year of the Buffer

Overflow (Again) i@ll \
e e B

WE SECURE THE WEB

e Phrack 49 & Fall ‘96
2600 Article small

o Stackguard
e Languages

SFP
ret IP
v *pointer
overflow
*from Ghosh &0O’Connor p 374 NISSC 21
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Denial of Service

ICShet

° D DOS WE SECURE THE WEB

* Network
— SYN
— Ping of Death
— SMURF
— LAND/BOINK/Teardrop/Newtear/fraggle
— nuke

 OS & Application
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Operating System Vulnerabillities FY

= ISer

WE SECURE THE WEB
W BSDI

B FreeBSD

E Open BSD

O Net BSD

@ Digital UNIX
B HPUX

@ IBM AlIX
OIRIX

@ Caldera

@ Debian

B Red Hat

O Slackware
O SUSE

m SCO

_ B SunOS/Solaris
Operating System BNT
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UNIX

e Migration among
Distributions

* Reverse engineering
o ftp daemon

* Ipc
» Desktops
— CDE
Lock Dara Systems, Inc.
- K D E ArwansL Cult of the De:dag&v:
L—#-:l Ph,;ggl(; ﬁagazine
— X11
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UNIX

ISer

» Migration among Distributions WE SECURE THE WEB
* Reverse engineering
* ftp daemon
* IPC
» Desktops
— CDE

— KDE
- X11
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Microsoft Windows NT

ICShet

P M atu nty WE SECURE THE WEB
e DOS

— Out of Band

— Fragments
« Applications

— IS

— FrontPage

— Cold Fusion

— IE
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Applications
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® BI N D WE SECURE THE WEB

e \World Wide Web

— Server
- CGl
e Back end processes
e Cold Fusion
e Front Page

— Clients
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Trojans and Back Doors

ISer

e Backdoor-G WE SECURE THE WEB

— most common malcode on USENET

 Back Orifice/BO2
e DIRT ?
e Netbus

e .shs scrap object
attachments

e .vbs script objects

* Virus Infections
highlight the severity of

the vulnerability
Copyright ICSA 2000 7/20/00 16




Uh?
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WE SECURE THE WEB

hey t= me jenny tell me what u has been
transferred.
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Beware of Geeks...

WE SECURE THE WEB

d B @ O @ [rooel Tree koo ok &ddess hers and ick

s ALOS s Dedine Mailhox

RABARDER: &0 SlaH wall revver sk for

* mﬂm o pasavwnil o il nfonnislion

Hd M ail

4 AL Se=arch

ROL Search ™ Hoa 0hE, wew
. [ search

TOUCEN D SEEch
el Fagee *  Lhedlieds = Paople
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T - (]
Fie Edt Window SignOH_Hel S

q b @ F:i Type Keyword or Web Address here and click Go -
A, Buddy L {7 [l 3

Buddies Online
Buddi 0417 -
M ACDS's Online Mailbox = et

Co-warkers (153)
.. REMIMNDER: AOL Staff will newver ask for
& m‘lw your password or billing information.

r33wt
Mes M ail | Oid M ail Sent Mail

Locate I Setup  Buddy
Chat

_I{e_].rwprd: Budd}f\.fiew
Run Automatic ADL Now |

Zelect "Begin” belowy to immediately run Automatic A0L for the
SCFeen Name you are using nowy. The actions that you have
zpecified will occur. If you would like to review or change your
instructions, select "Set Session" instead.

[~ Sign Off When Finished

A @l = | O] =
Search AOL &
Search  the rest of the Web!

|

You can alzo search:
Yelowe Pages ®  Clazsifieds = People




M America Online

File Edit window Sign Off Help

i

Fead Write Mail Center Print My FOD My AQL  Favorites |Internet  Channels Peaple Quotes  Perks Weather
d b @ A .ﬁ Type Keyweord or Web Address here and click Go -
/& File Transfer - 5% Mi=] E3 - |O] x| & Buddy L™ H[s
M Dovnloading JENNZ SHS = B“ES 0"“1‘-
i : LIl 1]
I -~ e conflict. —5T% e
Jili Coarkers (103)
Ahout 1 minute remaining. bt aff will never ask for r33wmet
- , hilling information. Sneed Up Intermet Ao P
" Sign Off After Transfer, ':'?!-'HHSF'-!.-'\HI.HH PLATINUM VISA i i;um%-géé:fa‘_e EEEE L ok |
B — 3.9% Intro APR
Finish Later-l Cancel | N

5l 2 & |

Locate 1M Setup E

Keyword: BuddyWie

&P [

HEIF:' sfﬂ'ffh AoL &‘.
L Search  the rest of the

|

Wen man alem soarehe




M America Online HE
Fle_Edk Window SianOff _Help

q b @ i:\- @ Type Keyweord or Wk Address here and click Go -

& Buddy L7 JM[=] B3

Buddies Online

4, ACDS's Dnline Mailbox Ea”:j{}“ KEMJ i
Q-VNOFRErs

radwt

REMIMDER: A0L Staff will never ask for

% m‘lm yaur passﬁurd ot killing information. Speed Upfnterraet frcess)

from BORZ S oftware

M e b il | Old Mail Sent Mai

i hey itz me jenny tell me what u think about my pic/i m

. . . “r..f"

Locate Setup  Buddy
Chat

_Heywnrd: Budd}r'l!iew

Subj:  hey its me jenny tell me what u think about my pic/i m
Date: 08281999 4.27:43 AM Eastern Daylight Time

From: BDASSGH

ECC: ACDS

File: JEMM.SHS (2495856 bytes) | Es
DL Time (49333 bps): < 1 minute | Forward

i have blond hair

i go to school at BWDA in FLORDIA, i
i model for agua pools | Renly Al
i like sports and i like you i
tell me what u think about my pic :D
<3 jenny

Acdd
w | Address

Dowvnload Mowe |l Dovwnload Later Delete 1o0f1

CJ ] e

Status |

Help Search AOL &
Search  the rest :rfthe Web!

|

ou can also search:
Yelow Pages ® Clazsifieds = People




A America Online HE
Fie Edi Wwindow SignOff Help. '

q b @ e Type Keywaord o Web Address here and click Go =

& Buddy L7 JM[=] E3

Buddies Online

4, ACDS's Dnline Mailbox Eamily (D) -
Co-Workers (1173 i

. REMINDER: ACL Statf will never ask for FE3wt -

& m‘lmx vour passward of biling information. SpeedU;rTnterrBEi .ﬂ'!u:u:es-s[ e
from EOMZI S oftware —-@K—i o

| Old Mail o

A, hey itz me jenny tell me what u think about my pic/i m ..
E-mail Attachment Warning from AOL Neighborhood Watch . . .

Warning! If vou don't know who sent you this e-mail, do not download Locate Setup  Buddy

Chat
Keyword: BuddyView

the attached file. This file contains executahle code.

There iz a chance that the attached file could contain a computer virus that may
compromise the security of your AOL account, contain objectionable graphics, or
damage computer files, Be cautious in dovwnloading it. Farward

i have bl Mote: Parents may restrict their children from receiving e-mail with file attachments. To
i goto s find out mare, go to Keyword: Parental Controls. For maore information about AOL's
i madal onling safety features, go to Keyword: Meighborhood Watch. Reply &l

ilike sp
tell me v
<3 jenny

Do you wish to download this file?

s

Address

L) I m] e

Status |

Search AOL &
Search  the rest nfthe Web/!

|

You can alzo search
Yellowe Pages ®  Clazsifieds = People




A America Online HE
_File Edt Window Sign Off Help. _

q b @ i:‘i Type Keyweord or Wek Sddress here and click Go -

& Buddy L7 JM[=] E3

Buddies Online
Buddies (051 -

4, ACDS's Dnline Mailbox O Ea”:j{}“ KEMJ .
Q-VNOFRErs

radwt

REMIMDER: A0L Staff will never ask for

w m‘lmx vour passward of biling information.

Sent bail

A, hey itz me jenny tell me what u think about my pic/i m

Locate M Setup  Buddy
Chat

Subj:  hey its me jenny tell me what u think about my pic/i m
Date: 082341993 4:27:43 AM Eastern Daylight Time
From: BDAZSGM

BCC: ACDS Keyword: BuddyView
File: JEMM.SHS (249856 hyt-~* _ ,
D o HBSSS hps): <1m hey itz me jenny tell me what U has been | Forward

transferred. i

i have hlond hair i
i go to school at BYDA in FL o

i model for agua pools “ | Reply Al
i like sports and i like you

tell me what u think about my pic :D
<3 Jenny

Dovwvnlosd Move | Downlos

it eEiAE 1of1

" M E E
Search ACL &
Search e rest of the Web!

|

You can alzo search
Yellowe Pages ®  Clazsifieds = People




Bering Gifts
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WE SECURE THE WEB

hey t= me jenny tell me what u has been
transferred.
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Nightmares

e Sophisticated scans
* Evil genius

e Collaboration
 Mentor

e Oh Gooey-gooey!
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Basics

ICShet

WE SECURE THE WEB

e Passwords (The road to damnation Is paved
with good intentions)

« Gratuitous functions

 Hardware has never been cheaper

o Currency (it's more than money)

o Better is the Enemy of Good

e Salaries count

 Risk Management not Risk Avoidance!
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Suggested Reading
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At Large Maximum SecCurity We secore 1re wes

A HAcker’s GUIDE TO PROTECTING
YouRr INTERNET SITE AND NETWORK

LARGE

|
ili “
THE STRANGE CASE OF THE WORLD'S - B P 1
BIGGEST INTERNET INVASION ) i % \

|
\]

i i‘" L .L:-. L‘

oo+ rxeconn SECURITY
CHARLES C. MANN Second Edition

5 1
wk securiy—written by on axpanencen hocker

$10.40
$39.99
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Contact
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dkennedy@icsa.net
PGP Key ID:0x2C72226D
PGP Fingerprint:
45FB CB2C 37/C9 D2AF 1FE6 C089 A490 2F82
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