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Abstract 
Large organizations around the world spend millions on technology to manage their 
information security, but many are failing to address the human element of information 
security – their employees. Untrained employees are one of the greatest threats to 
information security, and this threat can only be protected against, in part, by technology.  
As several recent surveys in the U.S. and Europe have concluded, awareness and 
education are an essential part of any security strategy – and they should be a top priority 
for the senior directors.   
 
In this presentation, Pamela Halpern reflects on recent experiences in the information 
security field and shares some best practices to consider when planning, developing and 
implementing an enterprise-wide employee awareness program.  Attendees can expect to: 

1. Gain insights on the importance of awareness and training to an effective security 
strategy 

2. Be able to identify the key issues to consider when embarking on the development 
of an enterprise-wide security awareness program 

3. Learn what it takes to make security awareness training truly effective 
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