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Abstract

Description of topic:

Writing a security plan can be a daunting task, particularly if you don’t know where to
start. Federal guidelines provide you with what you need to know about a security plan
but not how to do it. This tutorial describes a method that will help you to develop a
security plan for your application, system or organization. It will help you to ask yourself
and your co-workers the right questions and will help you to be selective in determining
what information you need to gather to complete the plan. It is based on NIST 800-18
Guide for Developing Security Operational Plans for Information Technology Systems
and is enhanced by integrating information security management topics discussed in 1ISO
17799, Information Technology - Code of practice for information security management.

This tutorial, developed by Ms. Powanda, has been successfully used as part of multiple
security training workshops for state employees involved with US Department of Labor
programs. It leads the student through the writing of each of the sections of a Security

Plan that includes:

e Introduction (Purpose, scope, intended audience, plan maintenance, etc. )

e The Application/System and its Environment (Hardware, Software,
Operational environment, Data sensitivity, Threats, Security goals)

e Operational Plan (Roles and Responsibilities, Management controls,
Operational controls, Technical controls)

e Other relevant topics

e Glossary
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Security Telecommunications Advisory Committee (NSTAC). Prior to working in
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