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Outline
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Directorate for Information Management & CIO

• You said “Free”
• Inventory your Staff
• Pick your Certifications
• Tell your Vendors

• DoD Provided Resources
• Carnegie Mellon Univ
• SANS
• ISACA
• COMPTIA
• Vouchers
• Maintenance Fees

• Training Available
• University of Fairfax
• Tuition Reimbursement

• DIA Training Team
• SME’s
• Schedule
• Resources
• CPE’s

• Issues
• DFARS
• FISMA



Overview
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Directorate for Information Management & CIO

• It takes no money to re-evaluate your staff who currently have
the “keys to the kingdom” and re-assign and or remove privileged
access to increase your organizational security and information 
assurance risk.

• Reducing the number of privileged users and centralizing the IA 
support with a reduced, better trained and certified IA staff is goal.



You said “Free”
UNCLASSIFIED

UNCLASSIFIED4

Directorate for Information Management & CIO

• Inventory your Staff
• Re-assign Embedded (0-14) & Additional (15-25)
• Start hiring certified staff now
• DIA as an example

• Pick your Certs
• Current Certifications

• Security + and CISSP
• T-II & III, M-I, II, & III
• Carnegie Mellon University

• Tell Your Vendors
CERT

https://www.vte.cert.org/vteweb


DoD Provided Resources
UNCLASSIFIED
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Directorate for Information Management & CIO

• Carnegie Mellon
• Security + and CISSP paid for by DoD

• SANS
• GISF, GSEC, GSLC, GISP (CISSP)
• GCIA & GCIH (CND)

• ISACA: CISA & CISM

• COMPTIA: A+, Network +, & Security +

• Vouchers
• Maintenance Fees



Training Available
UNCLASSIFIED

UNCLASSIFIED6

Directorate for Information Management & CIO

• Univ. of Fairfax (Dr. Victor Berlin: vberlin@ufairfax.net)

• Free to all
• Use Tuition Reimbursement

• Global Knowledge 
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=8029&country=Unite 
d+States

• Training Camp http://www.trainingcamp.com/usa/training/isc2/cissp/overview.aspx

• Kaplan University 
http://www.getinfo.kaplan.edu/Microsite_B/InformationTechnologyinforeq.aspx?ID=5&HAC=0

• InfoSec Institute 
http://www.infosecinstitute.com/courses/cissp_bootcamp_training.html

http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=8029&country=United+States
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=8029&country=United+States
http://www.trainingcamp.com/usa/training/isc2/cissp/overview.aspx
http://www.getinfo.kaplan.edu/Microsite_B/InformationTechnologyinforeq.aspx?ID=5&HAC=0
http://www.infosecinstitute.com/courses/cissp_bootcamp_training.html


DIA Training Team
UNCLASSIFIED
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Directorate for Information Management & CIO

• 16 CISSP
• 1 ISSEP
• 1 CISM
• 5 A+
• 1 Network +
• 1 GSLC
• 2 GSEC
• 19 IASE

Civilian and Military as Certification SME

Training Group Mentors

Questions and Answers

Technical Security and IA SME’s

Mailbox: IATraining@dia.ic.gov
cnkrapf@dia.ic.gov
paul.krasley@dia.mil

mailto:IATraining@dia.ic.gov
mailto:cnkrapf@dia.ic.gov
mailto:paul.krasley@dia.mil


IA Training Schedule
UNCLASSIFIED

UNCLASSIFIED8

Directorate for Information Management & CIO

• Jan, Feb, Mar Test April
• Feb, Mar, April Test May
• Mar, April, May Test June
• April, May, June Test July
• May, June, July Test August
• June, July, August Test Sept
• July, August, Sept Test Oct
• August, Sept, Oct Test Nov



IA Training Resources
UNCLASSIFIED

UNCLASSIFIED9

Directorate for Information Management & CIO

• DIA selected DISA CBT sections
• OPSEC and Identity Theft on-line or CBT
• New DISA Security Shorts is outstanding. 

http://iase.disa.mil/index2.html. 
• CyberCiege from the Navy. 

http://cisr.nps.edu/cyberciege
• Reference Manuals as possible

• ISC2 only for SSCP and CISSP
• ISACA Local Chapters for CISA & CISM
• COMPTIA multiple vendors

http://iase.disa.mil/index2.html
http://cisr.nps.edu/cyberciege


UNCLASSIFIED
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Directorate for Information Management & CIO

DoDIIS Enterprise CPE’s & Professional        
Development 

• STIG Auditing Logs (.25)
• Windows 2000 Security (10)
• Firewalls & Routers (3.5) *
• IAP&T (4)
• DCID 6/3 (6)
• SAPIR UNIX (8)
• UNIX Security for SA (40)
• WEB Security (6)
• Database Security (1.5)

• Hardening the DoDIIS  
Enterprise: Hands-On (10) –
(IAO only)

• DoDIIS System Compliance 
Registry (DSCR) (4) - (IAO  
only)

• Cyber Law, Cyber Space  
(2)

• Active Defense (1)

• DoD IA Awareness (1.5)
• Basic SCI System User (3)
• Information Security Shorts   
(Insider Threat, Passwords,  
SCADA, Identity Theft (1))
• IAP&T – Overview (.75)

DoDIIS 
Enterprise 
(all users)

• DoD Certifier Fundamentals  
(8)

• Retina & REM (10)
• DAA (3)
• SSAA (1.5)
• Hardening the DoDIIS 

Enterprise: Hands-On (10) 
• DoDIIS System Compliance 

Registry (DSCR) (4)

IAO, Privileged 
User

IAM, RIAM, ISSE, 
Certifier

CIAO, DCIAO, 
RCIAO, SCO



Issues: DFARS

Information Assurance Contractor Training and Certification DFARS Case 2006-D023
Procedures, Guidance, and Information
PGI 239—ACQUISITION OF INFORMATION TECHNOLOGY  

[PGI 239.71--SECURITY AND PRIVACY FOR COMPUTER SYSTEMS
PGI 239.7102  Policy and responsibilities.
PGI 239.7102-3  Information assurance contractor training and certification.

(1)  The designated contracting officer’s representative will document the current 
information assurance certification status of contractor personnel by category 
and level, in the Defense Eligibility Enrollment Reporting System, as required by DoD 
Manual 8570.01-M, Information Assurance Workforce Improvement Program.

(2)  DoD 8570.01-M, paragraphs C3.2.4.8.1 and C4.2.3.7.1, requires modification 
of existing contracts to specify contractor training and certification requirements, in 
accordance with the phased implementation plan in Chapter 9 of DoD 8570.01-M.  As 
with all modifications, any change to contract requirements shall be with appropriate 
consideration.]



Issues: FISMA Reporting

Number Filled Certified Number Filled Certified Filled Certified
IAT I   
IAT II
IAT III
IAM I 
IAM II 
IAM III   
CND-A
CND- IS
CND-IR
CND-AC
CND-SPM
IASE I
IASE II
IASE III

Total

Civilian Military Contractor
Table 1:  IA Workforce Primary Duty Positions

Table 1:  IA Workforce Primary Duty Positions
Table 2:  IA Workforce Additional or Embedded
Table 3:  IA Workforce Certification / Recertification



“Against 8570”

13

Directorate for Information Management & CIO

• I have a degree; I don’t need a certification

• I’ve been doing the job for 15 years, I don’t need a certification

• The value of a certification is weakened by a high number of certified people

• I know lots of people who passed the [certification] test but can’t do the job

• I’ve been trying to get money for 5 years to get my folks training; I finally got 
it after I showed my boss the 8570 manual

• If I get my people certified they’ll quit and become contractors

• 8570 is not in place to help you do your mission, it is in place to make you   
change how you do your mission

UNCLASSIFIED

UNCLASSIFIED



Questions
Directorate for Information Management & CIO

Paul Krasley, IA Training

202-231-2387

paul.krasley@dia.mil

UNCLASSIFIED

UNCLASSIFIED



319  Primary
172 Add/Emb
491  Total Required

22 Certified = 5% with

0 =  A+ - TI
1 =  Security + - T II

12 =  CISSP - T III
0 =  GSLC – M I
0 =  CISM/CISSP – M II
3 =  CISSP – M III
6 =  DAA of 9

1 pass out of 4 = 25%

Civilian 28%
• Must reduce Add/Emb

Military 22%
• DIA will pay for certs?
• Reduce Add/Emb

220  Primary
153 Add/Emb
382  Total Required

12 Certified = 3% with

2 =  A+ - TI
7 =  Security + - T II
3 =  CISSP - T III
0 =  GSLC – M I
0 =  CISM/CISSP – M II
0 =  CISSP – M III

620  Primary
334 Add/Emb
954 Total Required

110 Certified = 12% with

55 =  A+ - TI
23 =  Security + - T II
22 =  CISSP - T III

0 =  GSLC – M I
0 =  CISM/CISSP – M II

10 =  CISSP – M III

1,827 Required
144 Certified

1,683 Remaining

10% 12/07 (7.88%)
40 % 12/08
70 % 12/09

100 % 12/10

Contractors 50%
• Review all contracts
• No current contracts include 8570
• Must reduce Add/Emb

DIA DoD 8570.01-M Training & Certification
UNCLASSIFIED

UNCLASSIFIED

1683 10% 168 12/07

504 12/08

504 12/09

504 12/10

1159                       10% 115 12/07

347 12/08

347 12/09

347 12/10

Click Twice



319  Primary
172 Add/Emb
491  Total Required

22 Certified = 5% with

0 =  A+ - TI
1 =  Security + - T II

12 =  CISSP - T III
0 =  GSLC – M I
0 =  CISM/CISSP – M II
3 =  CISSP – M III
6 =  DAA of 9

1 pass out of 4 = 25%

Civilian 28%
• Must reduce Add/Emb

Military 22%
• DIA will pay for certs?
• Reduce Add/Emb

220  Primary
153 Add/Emb
382  Total Required

12 Certified = 3% with

2 =  A+ - TI
7 =  Security + - T II
3 =  CISSP - T III
0 =  GSLC – M I
0 =  CISM/CISSP – M II
0 =  CISSP – M III

620  Primary
334 Add/Emb
954 Total Required

110 Certified = 12% with

55 =  A+ - TI
23 =  Security + - T II
22 =  CISSP - T III

0 =  GSLC – M I
0 =  CISM/CISSP – M II

10 =  CISSP – M III

1,827 Required
144 Certified

1,683 Remaining

10% 12/07 (7.88%)
40 % 12/08
70 % 12/09

100 % 12/10

Contractors 50%
• Review all contracts
• No current contracts include 8570
• Must reduce Add/Emb

DIA DoD 8570.01-M Training & Certification
UNCLASSIFIED

UNCLASSIFIED



Out ?

Carnegie 
Mellon

Current Proposed Certifications Under Review

UNCLASSIFIED

UNCLASSIFIED



https://www.vte.cert.org/VTEWEB/default.aspx

James Wrubel
VTE Team Lead

CERT
jcw@cert.org

+1 412 268 3182
https://www.vte.cert.org

https://www.vte.cert.org/
















XYZ Corp
222 contractor way,
Contractorville, MD
Attention:  _______________
Dear          _______________ 

Subject:  Request for Information Regarding Information Assurance Workforce Certifications 

As you may be aware, DoD 8570.1-M is a recent initiative to strengthen information assurance programs throughout 
the Department of Defense.   DoD 8570.1-M categorizes information assurance workforce functions and establishes certification 
standards for each information assurance workforce functional category.   DIA is implementing DoD 8570.1-M in a phased approach, 
and while it is not yet formally invoked across our contractor base, to assist us with our readiness reporting, we are seeking 
information, on a voluntary, no-cost basis, from current contractors who are performing information assurance tasks for DIA.  Your 
company has been identified as a DIA contractor performing information assurance tasks that fall within the functional categories 
described in DoD 8570.1-M.  As such, your participation in this survey will enhance DIA’s information assurance posture reportable 
under DoD 8570.1-M and FISMA requirements.

Attached to this letter is a spreadsheet identifying the members of your current workforce, including any known 
subcontractors, performing tasks under contract number HHM402-xx-x-xxxx.   We have assessed the tasks performed on the contract 
against the information assurance workforce functional categories described in DoD 8570.1-M, and have indicated the pertinent 
certifications that DoD 8570.1-M requires for the functional category we have associated with that individual’s contractual effort.  
Please identify which, if any, of the pertinent certifications are currently held by these individuals; the dates the certifications were 
obtained; and, if available, the 5-digit reference number assigned by the certification provider. 

We would very much appreciate your participating in this survey; however, please note that your decision to 
participate is strictly voluntary.  The Government will not compensate you for your participation.  Accordingly, by responding, you 
agree that any action taken pursuant to this request will not result in a change to any Government contract or in costs being charged to 
any Government contract, and that the Government may freely use any of the information you provide, without restriction, to address 
information assurance readiness and reporting requirements of the DoD and DIA.  If you do not agree to the foregoing, please notify 
the DIA contracting officer and take no action in response to this request.  If you choose to participate, please provide the information 
by annotating the worksheet and emailing it to Mr. Paul Krasley at paul.krasley@dia.mil by January 11, 2008. 
If you have any questions regarding this request, call contact Joe Contracting Officer, 202-…… or Paul Krasley, 202-231-2387.

Attachment: Example of Contractor Data: One for each Vendor

mailto:paul.krasley@dia.mil


https://www2.sans.org/ondema 
nd/choose.php



GSLC

CISSP

GISF

GSEC

DoD8570

GCIH for CND
GCIA for CND



1. Enter your name
2. Answer each question
3. Check your Answers

http://www.isaca.org/Template.cfm?Section=CISM_Certification&CONTENTID=28399&TEMPLATE=/ContentManagement/Co 
ntentDisplay.cfm. 



COMPTIA
UNCLASSIFIED
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Directorate for Information Management & CIO

• http://currency.comptia.org/dod

• Tara Dean: tdean@comptia.org (732) 662-4020

• Agency User name: dia
• Password: xxxxxxxx

• PC Technician = A+
• Network Technologies = Network +
• IT Security = Security +

http://currency.comptia.org/dod
mailto:tdean@comptia.org






http://www.ufairfax.net/ufairfax/lp/examprep.html     
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