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Background

In the past two years VA has developed several sets of 
awareness courses customized to specific key roles 
within our organization. 

The intent of each of these role-based courses is to 
increase awareness and develop a culture throughout 
VA where it is proactively recognized that information 
security is everyone’s business. 

The courses enable individuals to recognize information 
security concerns and how to respond accordingly. 
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Overview of the Program
The course framework and design are web-based training (WBT). 

The content is based on widely-accepted best practices in cyber 
security, as set forth in federal law, regulation, and the full set of 
NIST cyber security guidance.  

All courses are mandatory to meet the annual awareness training for 
role-specific staff as required by NIST SP 800-16.

Courses are accessible through VA Learning Management System 
(LMS)

Learners are given a pre-test, varied knowledge checks between 
lessons and a post-test, which they must achieve a 80% or better to 
receive credit.
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Each course uses a unique story specific 
to the responsibilities of that role.

We wanted to immerse 
learners in real-world 
situations that related to 
their role.
They could experience 
the risks and benefits of 
information security. 
Supporting, anecdotal, 
and peripheral 
information is provided 
through a Flash-
animated “smart 
learning aid.”
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All courses include common 
topics and themes.

How security affects the 
mission of the VA
Managing the risk of 
security
Integrating security 
needs into the capital 
planning process
Resources and people 
involved to ensure the 
success of security 
programs
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We used four primary techniques 
to develop the courses.

Consistent message is communicated about the 
importance of information security. 
Consulted with subject-matter experts within VA
Used guidance in NIST 800-16
Mapped NIST to VA Policy identifying roles and 
responsibilities
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Choosing the Roles
VA has identified the following specific roles as the target audience:

IT Project Managers – levels 101, 201 and 301
Executives and Chief Information Officers (CIOs) –levels 101 and 
201
IT Acquisition Personnel (Contracting Officers and Contraction 
Officers Technical Representatives (COTRs)) level 101 and 201
Research and Development staff  - level 201
Human Resources Staff – level 201
Health Care Professionals – level 201
IT Staff and Software Developers – levels 101, 301 and 401
More to come…
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Executives & CIOs 201 
High Level Outline

COURSE WELCOME AND NAVIGATION 
CONTEXT: SECURING FEDERAL INFORMATION 
ASSETS 
VA’S FISMA REPORT CARD – MEASURING 
PROGRESS IN PROTECTING VETERANS AND 
PRESERVING VA’S IT ASSETS
RECURRING DEFICIENCIES IN VA’S FISMA SCORE
BEST PRACTICES FOR ADDRESSING IT SECURITY 
DEFICIENCIES AND IMPROVING FISMA SCORE
PUTTING AWARENESS INTO ACTION
COURSE SUMMARY
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IT Project Managers 
High Level Outline

INTRODUCTION 
SETTING THE GOLD STANDARD IN INFORMATION 
SECURITY  
OVERVIEW OF RISK MANAGEMENT IN THE VA SDLC
STEP 0 - RISK MANAGEMENT FOR CONCEPT DEFINITION
STEP 1 - RISK MANAGEMENT FOR    CONCEPT 
DEVELOPMENT  
STEP 2 - RISK MANAGEMENT FOR SYSTEM DESIGN AND 
PROOF OF CONCEPT  
STEP 3 - RISK MANAGEMENT FOR SYSTEM DEVELOPMENT 
AND TESTING
COURSE SUMMARY
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Acquisition Personnel 201 
High Level Outline

INTRODUCTION 
SETTING THE GOLD STANDARD IN INFORMATION 
SECURITY
THE ACQUISITION AND SYSTEM DEVELOPMENT 
LIFE CYCLES
PLANNING PHASE
CONTRACTING PHASE
POST-AWARD AND MONITORING PHASE
FOLLOW-ON PHASE
COURSE SUMMARY
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The messaging goals of all 
courses are consistent.

Focused on changing the attitudes of the 
learners and developing a greater sense of 
appreciation for the impact of security on 
business results. 
Stressed the importance of security to support 
and strengthen the business of the VA.
Discussed compliance as a management tool to 
achieve necessary security goals. 
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Easy Access to the Courses

All courses accessible through the 
Information Protection Portal
Direct link to all training 
Direct link to Role-Based Courses
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Compliance Results
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Role-Based Training 
Compliance Results

Agency 
Totals 

Number 
Identified

Total Staff 
Trained 
FY'06

Total Staff 
Trained 
FY'07

Total 
Staff 

Trained
Execs 1234 1618 697 2315
CIOs 299 449 1194 1643
IT PM 665 916 394 1310
IT 
Specialists 5606 6036 1150 7186

Totals 7804 9019 3435 12454
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Follow these recommendations 
when developing role-based 
training.
1. Identify the organization’s core messages for 

information security
2. Incorporate industry best practices (what should be 

done), not just what is currently done
3. Define and identify roles and responsibilities for 

Information security
4. Tie every action back to the “why am I doing this” – for 

VA, this is to “protect the veteran”
5. Use story!
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Avoid these situations when 
developing role-based training.

1. Don’t just talk about “what you need to do” – 
make it real, answer the “why should I care?”

2. Don’t expect 100% buy-in even from those 
helping to develop the course; “that’s not the 
way we do things”

3. Don’t expect training alone to solve the 
problem; each role needs the proper incentives 
for doing right and disincentives for doing 
wrong
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Role-Based Training

For additional information contact

Rosa Ayer – (561) 753-2827
rosa.ayer@va.gov
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