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Abstract: 
 
In 2004, Gartner Vice President Rich Mogull stated:  “We believe that social engineering is the 
single greatest security risk in the decade ahead.”  Yet many organizations still do not understand 
how to prepare their people for this threat.  Sophisticated hardware and software 
countermeasures are no match for the low-tech social engineer who bypasses these controls to 
attack unsuspecting users.  This session presents a thorough discussion of the psychology 
behind social engineering (SE), why people are easy prey for the SE hacker, and practical ways 
to educate users so that they can avoid becoming victims.  It will also address social engineering 
vulnerability testing and the rationale for why this should be included as part of any organization’s 
regular security assessments. 
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