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Security Awareness Program: 

If You Build It, They Will Listen
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Key Points

Federal Reserve Overview
Awareness Model
– Decentralized vs. Centralized

Management Support
Comprehensive Awareness Program
Summary
– Lessons Learned



© Federal Reserve Bank of Richmond-2008

_______________________________

3

Federal Reserve Overview 
Game Show

We’ll have
– Game Show Host
– Super Model

Divide into 2 teams
– “Security Gurus”
– “Security Aces”
– Each team answers 2 

questions about the Fed
– Winning team – prizes!
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Federal Reserve System Structure
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Decentralized 
Awareness Model

Before 2004, 12 Districts conducted 
separate awareness programs
Results:
– Inefficiencies and redundancies
– Inconsistent content
– Inconsistent knowledge
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Centralized 
Awareness Model

2004 – Centralize national awareness training
– Target over 20,000 employees/contractors in 37 offices

Program Goals
– Centralize training/aid development and procurement
– Standardize security awareness and understanding 
– Increase efficiency
– Capitalize on System expertise where possible

Results:
– Efficiencies and Economies of Scale
– Standard 

• Content based on Policy
• Training
• Reporting
• Communications
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National Support 
Upper-Level Management

Obtained commitment and 
agreement
Led to increased funding
Continue seeking support by 
constantly soliciting feedback
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Local Support 
District Management

Information Security Officer 
– Executive level staff responsible for 

all aspects of information security in 
the District

Information Security Awareness 
Contact(s)
– Responsible for national awareness 

program implementation locally
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Infrastructure SMEs/Approvals

National 
Information 

Security 
Awareness 

Program
(4.5 FTE)

Vendors

DCLs
1 – 12

ISOs
1 – 12

Business
Executives

FR Central
IT

Web site
Developers

LMS 
Administrator

Instructional
Designers

Training
Developers

Groupware/
E-mail

Internet

Remote
Access

ID 
Management

Standard
Software

Penetration
Testing

Legal
Counsel

Graphic
Designers

Distribution
Services

Printing
Services

Corporate
Communicat.

Hard Disk
Encryption

Help Desk
Managers
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Newsletter

In publication since 2004
Produced quarterly
Distribute hard copy
PDF posted to internal 
Web site
Subscription service
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Newsletter

Columns include
– Did You Know?
– Business Continuity Buzz
– Fresh Facts
– What’s Bugging You?
– On the Home Front
– Technical Corner
– Cartoon
– Several Fed articles
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Internal Web site 
2007 FISSEA Website Winner

IS Week
Internet Safety
– Kids’ Safety
– Phishing
– Blogging
– Malware
– Other Pitfalls
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Annual Awareness Campaign

Our interpretation of national 
Computer Security Day
Each District chooses a week 
for campaign
Fun
Prizes
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Awareness Materials
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Dates Label Goes Here

Awareness Materials
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Awareness Materials
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Require All-Employee Training 
“Security Matters”

Pretest
– 16 Questions
– Gameshow or Text
– Test out or N/A

18 Lessons
Runs in LMS
Access Agreement
Summary
Evaluation
Certificate



© Federal Reserve Bank of Richmond-2008

_______________________________

19

Required All-Employee Training 
“Security Matters”

– Passwords
– Internet
– Public Forums
– E-mail
– Classified Information
– Personal Use
– Unauthorized Software
– Social Engineering
– Workstations Security
– Tokens/Smart Cards
– Mobile Devices
– Home Use…
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New Employee Training 
2007 FISSEA Training Exercise Winner
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New Employee Training 
2007 FISSEA Training Exercise Winner
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Targeted Training 
Security Awareness for Technical Staff

For anyone in IT
Best Practices
OPSEC – Operational 
Security 
Used inexpensive,  
off-the shelf tool

– PowerPoint with 
audio, cartoons, 
quizzes, links to 
references

– Delivered from LMS
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Communications

National Information Security 
Awareness Program

A4 Notification: DCL to Help Desk(s) Supervisor
E   Potential Course Issues and Resolutions

F Instructor-Led Materials 
G Instructor-Led Attendance 

Record 

Employees & 
Contract Workers

A4   Notification: DCL to Help Desk(s) Supervisor
E     Potential Course Issues and Resolutions

Course
Instructors

District Course
Liaison (DCL)1

ISO

Help Desk
Staff

Help Desk 
Supervisor

All communications and feedback2

Officers

Optional

A0      Launch e-mail to DCL (copy)
A        Communications Plan Schematic, Schedule
A1      Notification: DCL to ISO
A2      Notification: ISO to all Officers
A3      Notification: ISO/FVP to Staff    
B        PowerPoint Presentation
C1-C3 Admin/Reporting 
D         Intranet Articles & Message Boards

A5 Notification: DCL to 
Dept Contacts

C3 Dept Contact Overview

Course
Administrators
(Dept Contacts)

A2 Notification: ISO
to all Officers

A3 Notification: ISO/FVP
to Staff
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Training Development Lifecycle

Local Test Code
(Initial & Bugs)

Approvals

Design: 
Graphics,

Interactions,
Animation…

Develop:
Storyboards

Gather 
Content

System Test
(12x12)

Marketing,
Communications,

Instructions…
Reporting EditingImplementation

Guidance Metrics Lessons Learned Celebrate
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Metrics

Incorrect Pretest Question Responses
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Metrics

– Quality of course
– Ability to understand
– New knowledge
– Technology
– Overall course 
– Comments

• Liked most
• Liked least
• Overall
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Metrics

Newsletter Topics Readers Want To Learn More About...
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• 68% prefer paper format vs.
electronic
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Instructor-led vs. E-learning 
Cost Comparison

Instructor 
Led

e-learning 
v1

e-learning 
vX

Analysis 156h 80h 60h
Design 520h 200h 200h

Development 520h 200h 200h
Implementation 1,425h 1,040h 1,040h
Evaluation 260h 20h 20h
Consumption 21,850h 14,250h 14,250h
Effectiveness 60% 75% 90%
Consistency 50% 100% 100%
Cost/employee $270.94 $104.24 $90.67
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Summary 
Lessons Learned

Test, test, & test again

Build Strong Partnerships

Use Subject Matter 
Experts 

Use Security At Home

Use Games & Freebies
– Federal Government

– TV Programs

Work with Corporate 
Communications

Use Well Planned, 
Detailed & Tested  
Communications

Aim for Eighth Grade 
Reading Level

Keep it Simple

Think “Fun”



© Federal Reserve Bank of Richmond-2008

_______________________________

30

Free Resources

US Postal Inspector General
– www.2smrt4u.com
– Videos (e.g., “Identity theft: How bad people get good credit”)

www.onguardonline.gov
www.lookstoogoodtobetrue.com
FTC – Defend, Detect, Defer campaign

– www.ftc.gov/bcp/edu/microsites/idtheft/index.html
– Video & kit with speech, presentation slides, etc.

www.getnetwise.org/
Awareness Posters 

– www.fbi.gov/page2/july06/protect_workplace071006.htm
– members.impulse.net/~sate/posters.html

FISSEA – Federal Information Systems Security Educators’ Association
– www.fissea.org

Department of Defense Information Assurance Awareness
– iase.disa.mil/eta/index.html

http://www.2smrt4u.com./
http://www.onguardonline.gov/
http://www.lookstoogoodtobetrue.com/
http://www.ftc.gov/bcp/edu/microsites/idtheft/index.html
http://www.getnetwise.org/
http://www.fbi.gov/page2/july06/protect_workplace071006.htm
http://www.fissea.org/
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Questions
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