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• What changes? 
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Why change?

• OIG reports
– Commerce Should Take Steps to Strengthen Its IT Security 

Workforce (Final Audit Report No. CAR-19569-1)
– Top Management Challenges Facing the Department of 

Commerce (Final Report OIG-9884)

• OCIO did not dispute

• Threat environment warrants
• Inconsistent levels of expertise
• Enable sharing of expertise when responding to 

incident(s)
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What changes?

• Policy
• Performance metrics
• Clearances required for some functions

• CIO/ITSO
• Reviewing other functions (Authorizing Official, Information 

System Owner, Information System Security Officer, 
Certification Agency, Incident Response Personnel, and key 
contingency roles)

• Mandatory annual specialized training 
• supplemental to general training

• Professional certifications required for ITSO, ISSO, IR roles
• Inclusion of requirements in new vacancies
• Position Sensitivity
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Professional Certification

• ITSO

Maps to DoD 8570.01-M, Change 2, XX/XX/2009. IAM Levels I, II, and III

• ISSO

Maps to DoD 8570.01-M, Change 2, XX/XX/2009. IAM Levels I, II, and III

• IR

Maps to DoD 8570.01-M, Change 2, XX/XX/2009. CND Incident Reporter
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Impact of changes?

• To DOC
– Establishing minimum bar for expertise and increases 

accountability
– Normalizing expertise across DOC

• To staff
– Ensure training need to do job
– Positions at risk if training not met or other requirements not met 

(i.e., clearances)
– Establishes professional development path

• To Federal community
– Use of professional certifications
– Establishing capability to share staff during incidents
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How are we helping with these changes?

• Careers in Motion
– Career counseling

• Web-based course availability in CLC

• Development Plan 

• Cyber Security Development Program (CSDP)
– Information System Security Officers
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Questions and Answers?
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