FISSEA Contest
Entry Form

Name of submitter: Rian Campbell
Organization: Federal Reserve Bank of Richmond

Email: Rian.Campbell@rich.frb.org

Type of entry: Website

Title of Entry: National Information Security Awareness Internal Website

Description of Entry: We maintain this internal web site for all 21,000
Federal Reserve employees around the country. Our home page is
kept up to date with current information security news and internal
events/initiatives, and we provide informational pages, links, games,
contact information, etc., on the site to serve as a “one stop shop” for
information security awareness in the Federal Reserve.
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This information security awareness training, which takes
about 30 minukes to complete, 15 aimed at technical staff
in IT and other departments throughout the Federal
Reserve.
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this course in your disbrict!
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Keep Kids Safe Online

Bid you Kpew?
; ; 11 years old - average age of a child when he or she is first exposed to pornography on the
MDIQEHHILQD Inkarnek
Eddz
Lirks!
afekids.com

Currant Secuiy Bits & Butes - Protect Tour Family
20DE/2007 Calendar - Safe Surfing

Niaysialiar Arcloias = Be Safe Cnline
- Kids' Safety Tips
Shannon's © from Sitz & 4
Lori Lee-Savane (1D Thedt) Secwrity Bits & Bytes Arficles

[these pdf filer take & b fonger be foad) pou'll mead bo sered! be bhe arbicle )l
- Print Shannon's Stary

- Kids' Pledge

Test rour &7 Safely Anow How with these Quizzes:
= Child Safety (ages 2-12}
- Child Safety {aqes 15-171

Witus Hosi Site Get rour Web License!

Info Securdy Officers
Haredine Ctaszitied nfos
fin
Shannon's Story -
an Important Safety Message

Shannon could hear the footsteps behind her as she walked home, The thought of being
followed made her heart beat faster, "vou're being silly,” she told herself, "no one is
following youw.” To be safe, she began to walk faster, But the footsteps kept up with her
pace, She was afraid to look back, and she was glad she was almost home,

Zhannon said a quick prayer, "God, please get me home safe.” She saw the porch light
burning and ran the rest of the way to her house.
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Don't Become Phish Bait

Oid You Know?
5.7 Billion - number of phishing e-mails sent each month. (APWGE)

Links:

- Onguard Snline - Phishing
- fnti=-Phishing Workgroup
- phizhinginfo.org

- Field Guide to Phizhing

Security Sits & Aytes Articles

(thasa pdf flas ke & b fonger fo foad; yeu'Wl naad bo sorell o the articia )
= Phishimg Hits Home

= Mew Phishinn Hook

- Phishing Scams Grow

Tast Your Phishing 1Q
- Phishing Quiz 1
- Phishing Quiz 2

PHISHING
SCA

THE
BAIT
i Hoax Sie Tew! W Knoedbedps, Cick ta Pyl
Info Securiy Officers ;
Ehishing eard
Hardding Ciassitied informeation
i i a if)
Outsmart Phishers!
Pazsword Strenath Tester

& Visit only reputable web sites (ones belonging to large organizations or individuals you
knowe and trust),

& Don't click on links in suspicious e-mails.

& Check sender information: Be suspicious of messages in your in-box that appear to
have been sent by an employee but are addressed in Internet style (ex,
“lohnEmith@rich frb.org” instead of *John Smith™).

& If in doubt about any message received on a work PPC, contact vour local help desk,
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Info Securiy Officers
Handing Claszifisd Infoemstion
Fazsogetlo Safe Compatiog

Bazsyword Strencth Tester

Blogging Boom

g Yo Know?
11 Million - number of American adults who say they have created a blog

Links:

- Bl r-rn];_ﬁfj-;ﬁ'

- Be a Safe Blogger

- Blog Safety

- Blogging Tips

- Blogging Tips for Teens

Security Bits & Bytes Arficles

(these pdf filer take 3 B fonger Yo load; pou'll pasd bo seroll to tha articla):
= Think Before You Talk

- Bl & fror WL

Daoced!

Faollowing 15 a hst of people who have been "dooced,” or fired from their jobs due to inform ation
posted in their personal blogs:

Matthew Brown (Starbucks)

Duanigl P, Finney
ISk, Lowls Post-Dispatch’

Michae| Hapscom (Micrasaft]

Blogging Best Practices

Al ermplovess and conbrack workers must uze caution when communicating in online public farums
(blogs, mailing lists, newsgroups, chat rooms, e-mail, ek,
In particular:

1. avold sharing any FR-related Information onling, even if that inforration is not dassified,
Exarmplas of information that should not be shared includa:

T References to the Bank

2 References to your ermployrment ak the Bank

@ Information about your job responsibilities

o Infarmation sbout aur computing environment

O Your Bank a-mail account (e.g., firstname: lastname@<xx.frib.org) or phone numbar
Femember, none of vour online achvities are anonymous. Your Bank e-mail account, as
well a2 your private e-fasil saecount acivity iF padarmed fram your Bank PC, can be traced
badk to the Bank,
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News, Tips and Resources [

Malware & More

Did You Know?
B80%s - of all cybercrime goes unreported

Links:
- Signs of SpyWare
= Eppware Quick Facts

Security Sits & Sptes Articles

(there pdf files toke = B longer b foad; pou'l need bo sersil bo Bhe srticla !
- You're BEing Wakehed

= Zombies Attack

Haw Secure dre You?
- Wiruses (Quiz 1)

- Spyware (Quiz 1

- Spyware (Qgiz F)

Tt Yot Knosw! migre, Dk o Playt

Defining Malware

#Malware 15 software designed to infiltrate or damage a computer systemn, without the owner's
consent. Malware typically indudes computer viruses, worms, Trodan horses, and spyware,

Wirus: a program that can sneak onfo your computer - often through an e-mail attachment -
and then make copies of ikself, quickly using up all available mermory.

Waorm: & program that reproduces itself over 2 network and can use up vour compuker’s
resources and possibly shut your system down,

Trojans: programs that, when installed on your computer, enable unauthorized people to
access it and sometimes to send spam from it. Trojans could even record keystrokes and send
that information to hackers,



National Information

Security Awareness

Hews, Tips and Resources [or Federal Fe

Wirus Hoss: Sihe

Handing Classitied infoomeation
o () i

Pazsward Strendth Tesler

Avoid Internet Pitfalls!

o Yow Know?
12 months - the average victim of identity theft is unaware of the problem for one year

Lirks:

- Dnline Shopping Facts

- Better Business Bureau

- Fp mal Credik BRepor

- 10 Theft Quick Facts

- onoline Shopping Quick Facts
- Too Good to be True

- 10 Theft

Security Oits & Bydes Articles

(these pof fler take & bit longar to foad; ypou'l! naed b scrolf to the article)!
= 1D Theft True Stary

- Security Nightmares

- dhopping fense

Are You at Risk?

- & Quiz for Consurmers
= Buying Online

- 1D Theft 10 Test

Tesrl Yo Ko ledige. Chok 1a Mt
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st Fedt Wevessd e, Click b Pyl

The Three-Point Security Check

Before submitting any personal information online, especally financial information such as
credit card numbers, be sure the web page is secure. Trusted web sites will secure your
perscnal infarmation by encrypting or scrambling the data. Wou can check the page’s securrty
by following this three-point security check:

® Look for "hitps" in the web site address, rather than "hittp.” The "s" stands for "secure”
and indicates the information you send is encrypted or scrambled. This means it can't be
read during transmission,
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