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Two Approaches

• Funding Based on Design
• Design Based on Funding
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• Know Your Purpose
– Define scope
– Define objectives
– Measured by . . .
– Required by . . .
– Partners
– Risk of not providing

• Know Your Goal
– Get funded
– At any level
– Defined expectations

• Know Your Topic
– You’re in Sales
– Benefits of SA

• Know Your Audience
– For the sale
– For the program
– Funding level constrains 

both the audience and the 
offering

• Know The Methods
– Cost
– Logistics
– Benefits
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• Protect Organization
– Assets
– Reputation

• Demonstrate strategic intent
• Motivate staff

– employees
– vendors
– consultants

• Reduce cost and time to 
market

• Tangible proof to customers
• Due Diligence
• Business advantage

• Knowledge leads to actions
• Specific knowledge for 

specific risks
• Facilitate consistent 

disciplinary action
• Improve consistency and 

effectiveness of current 
controls

• Improve compliance to 
Standards

• Improve compliance to 
regulatory and third party 
requirements
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Two perspectives

• Low head count - total price
• Large head count - unit price
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Simple Formula:

Staff count X Days X $ Cost = Funding (Yr/person)

300 x 260 x .25 = $19,500 ($65)
500 X 260 X .20 = $ 26,000 ($52)

1,000 X 260 X .10 = $26,000 ($26)
10,000 X 260 X .10 = $260,000 ($26)

55,000 x 260 x .06 = $858,000 ($15.60)

(exclusive of travel and head count)
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Message:

What you want to communicate

Method:

How you communicate

Decision:

Funding determines HOW you 
communicate, not what.
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Make the Points Supporting Awareness:

• Benefits of a program, and the risk of loss without a program
• Required by law/regulators
• Customer trust and satisfaction
• Protects organizational reputation
• Makes individuals responsible

– Most critical step to improve information security
– Best use of dollars

• Demonstrates due-diligence by Management
– Lack of funding demonstrates weak management commitment

• Talk in terms that aligns the program with the executive’s Goals 
and Objectives
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Make the Points Supporting Awareness:

• Don’t talk in terms that are important to you: talk in terms that 
are important to the sponsor!

• Know your facts – cold!!!
• Keep it simple and concise
• Keep it non-technical
• Be ready to pivot
• Demonstrate value: show what you get for the money
• Explain what the executive must do (besides funding)
• See Rebecca Herold’s book, Managing an Information Security 

and Privacy Awareness and Training Program, for help with 
meeting specifics.

• Get the commitment! (details can follow)
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• Select the Methods
– Use multiple methods when possible
– Same words, different presentations

• Adapt message to the Method
– Graphics, humor, real-life examples

• Repeat, repeat, repeat
– Spaced repetition is the best learning method

• Know how to measure effectiveness
– Mandatory preferred
– Culture change over time
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• Know WHAT to communicate
• Know HOW to communicate
• Define audience

– Awareness vs. training vs. education

• Determine preferred funding level
• Build the business case

– Allies
– Existing programs (e.g. HR, Training)
– Know the benefits

• Make the SaleSale and get funded
• Allocate resources to most-effective methods
• Know how to measure and track effectiveness
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Awareness without Action
is worse than

Ignorance! 
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