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Technical Approach

¢ Lower Assurance Approach

m Overview
= Management
m SAML as an adopted Scheme

¢ Higher Assurance Approach
m Certificate Validation
m Certificates at lower assurance applications

¢ Where we are today

m Today
m Near Term
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Step #1: User goes to Portal E-Authentication
to select the AA and CS
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redirected to the (

selected CS with an AA Al I
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also cookies the user

Base CaSe with their selected CS.
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Portal

Step #2: The user
Is redirected to
the portal
with the
AA ID

Step #3: After

( AA | selecting their CS
the user is cookied
and redirected as
usual

Starting
at the AA

CS

/ Step #4: The user

©, a is handed off to
the AA as usual.
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ﬁ Step #1: User Starts at AA
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Step #2: The user Portal
is redirected to
the portal
with the
ECP IL 'CS I Step #3: After
(

WAA I selecting their AA
the user is redirected
back to the ECP as
usual

Starting
at the CS

ﬁ Step #1: User Starts at CS CS

Step #4: The
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ﬁ tep #1: User starts at the
portal and selects an AA

that uses protocol 2, then a
CS that uses protocol 1.
Step #2: The user

( Cs is cookied and
—| redirected to a
@ _AA | protocol translator
— that supports

\ protocols 1 and 2

Protocol

PrOtOCOI /v Translator
Translator cookdans

© ( pT | redirected to
the CS with an

AAid representing the
protocol translator

Portal

N\

Step #4: The
CS Authenticates
the user and hands them

off to the PT using protocol 1. CSp1

Step #5: The PT _

hands off the user to E
the selected AA Proto2
using protocol 2

AAp;
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lP 2 E-Authentication
atep #1: User Starts at any ) ort
portal enabled site Any Site
bhs
C3s

atep #2: The user is
redirected to the portal
with the ECP and A4

D=

Specialized
PO rtaIS atep #3: The user 13

cookied and reditected
to the BECP.

CS

atep #4: The user 13
handed off to the A4
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Figure: Scheme Adoption

Evaluate new Q
@Scheme against Assess COTS

requirements Interoperability

Adoption
Lifecycle
Migrate,
Translate, .
or Both. Pilot
Adopt
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SAML as an Adopted Scheme

¢ SAML 1.0 Artifact Profile

= Proven interoperability

My Government. My Terma

E-Authentication



E-Authentication

Step 1: User starts at the
portal and is guided
through the
selection of
an CS

and AA

Portal

Step 2:

user gets a cookie with the
CS identifier and is redirected to
the selected CS with an application
identifier

Base Case

Step 3: User authenticates CS
©, To the CS and gets cookie

v

d_Step d‘t: Li]ser ils | %I Step 5: the AA
redirecte Oli_l et_se eCt?t d T uses the SAML
agency application with a artifact to retrieve

SAML Artifact

user identity and
attributes from the
CS over

Ihﬁ SOAP/SSL
/

AA,
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Step 2: The AA redirects any
unauthenticated user to the
portal with the application
identifier for authentication.
The portal’s cookie is
automatically sent
along by the
browser

Portal

Step 3:
User is redirected to the selected CS
from the cookie with the application
identifier. The CS’s authentication cookie
is automatically send along by the browser

Single
Sign-On

CS,

Step 4: The CS reads the
cookie, determines the user is
already logged in, and redirects f
the user to the AA with a 2|
SAML artifact o

Step 5: the AA
uses the SAML
artifact to retrieve

user identity and
attributes from
the CS over

|_.__'T_Iffi' SOAP/SSL
/

AA,

Step 1:
User starts at
any AA
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Portal

u

A

Governing Authority:
A government authority would
maintain records and issue
certificates to approved CSs
and AAs, but would not be

involved in transactions.

Governance

. . Governing
SSL Certificate .
Authentication: Authority

The soap connection [\ . Ej %
can be protected using & A

certificates issued by
the governing
authority to ensure
only approved entities
can participate.

-~ Partner

E:Iﬁ DAL Data Store

" SAML interaction
/ “requires some
~ knowledge about each
< partner. This data would
< have to be updated
AA £ periodically. The data is
n ' not sensitive and could
be automatically updated
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Lower Assurance Approach

¢ SAML Assertion Contents

= Name
m User D
m CSID

¢ AA Responsabilities
m Authorization / Entitlements
= Mapping asserted identity to known identity
= May map multiple credentials to a known identity

¢ CS Responsabilities
= Identity Management
m Credential Assessment Framework (CAF) requirements
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Higher Assurance Levels

¢ Certificate Based Authentication

m “All sensitive data transfers shall be cryptographically authenticated
using keys bound to the authentication process” NIST SP800-63

m Certificate Path Discovery and Validation

¢ Certificates at lower assurance AAS

m Avoid multiple interfaces at AAs
= Avoid PKI complexities at lower assurance AAs
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to select the AA and ECP

»

ﬁ Step #1: User goes to Portal E-Authentication

Portal

Step #2: The user
is passed directly

to the AA ﬁ
(

¥E N

Val | d atl O n Step #3. The user authenticates to
the AA directly using SSL or TLS.
Service

Step #4: The AA \ ¥
uses the validation | Validation |,
service to validate Service
the certificate

Community 3

Community 1
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to select the AA and ECP

»

ﬁ Step #1: User goes to Portal E-Authentication

Portal

Step #2: The user/

is passed directly

to the AA

(
eAuth
Trust
List
=)
ﬁq > AA Local

LOC al Step #3: The user authenticates to
the AA directly using SSL or TLS. Y validation

Validation Software

Step #4: The local
validation software validates
the certificate using the local
trust list and the FPKI

AA Trusted CAs

it i

Commiin Commiin

Community 3

Community 1
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Certificates
At Lower
Assurance

Applications
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ﬁ tep #1: User Starts at the Portal.

Portal

cookied and redirected
to an FPKI protocol
translator

Step #2: The user is ﬁ

PAEENNE

3“

g

Step #3: The user authenticates to

Protocol

TranslatorT

the AA directly using SSL or TLS.

Community 1

E

Protol

Step #5: Once the

user authenticates to
the PT, they are handed o
to the AA as usual.

Validation
Service

Community 3

Step #4: The
PT uses the
validation
service to
validate the
certificate
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Where we are today

¢ Proof of Concept
m SAML 1.0 Artifact Profile

¢ Interoperability Lab
¢ Architecture Working Group
¢ Pilots
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References

¢ cAuthentication Documents
m http://www.cil0.gov/eauthentication

¢ NIST Documents

m http://csrc.nist.gov/pki/testing/x509paths.html
m http://csrc.nist.qgov/publications/drafts.html
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