@] Alphabetic Topical Index

A access control

definition of ... 6 Access Control ... 114-118 access control certificate

definition of ... 7 access control decision function (ADF) definition of ... 7 access control decision information (ADI) definition of ... 7 Access Control Enforced API / Security Unaware Caller ... 71 access control enforcement function (AEF) definition of ... 7 Access Control Enforcing API / Security Selecting Caller ... 72 access control information (ACI)

definition of ... 7 access control list

definition of ... 7 Access Control Non-enforcing API / Access Control Enforcing Caller ... 73 Access Control Non-Enforcing API / Access Control Enforcing Caller ... 73 access control policy

definition of ... 7 accountability

definition of ... 7 Accounting and Audit ... 114-117 Acquire ... 61 Acquisition of Authorisations ... 53 action

definition of ... 7 action access control decision information (action ADI) definition of ... 7 active threat

definition of ... 7 Administration ... 115-117 alarm collector function

definition of ... 8

Alarm Examination ... 76 alarm examiner function

definition of ... 8 Alarm Reporting ... 75 Algorithm-Identifier ... 49 Algorithm-Pair ... 50 application programming interface (API) definition of ... 8 Application Software Development ... 118 assertion

definition of ... 8 Assertions on Domain Environment ... 28 Assessment of Threats

Vulnerabilities and Risks ... 56 association-security-state

definition of ... 8 Assurance ... 36 Assure evidence ... 110 asymmetric authentication method

definition of ... 8 audit

definition of ... 8 Audit Analysis ... 76 Audit Archiving ... 76 audit authority

definition of ... 8 audit event detector function

definition of ... 8 audit recorder function

definition of ... 8 audit trail

definition of ... 8 audit trail analyser function

definition of ... 9 audit trail archiver function

definition of ... 9 audit trail collector function

definition of ... 9 audit trail examiner function

definition of ... 9 audit trail provider function

definition of ... 9

Copyright © 1994 IEEE. All rights reserved. This is an unapproved IEEE Standards Draft, subject to change.

Alphabetic Topical Index 57 authenticated identity

definition of ... 9 authentication

definition of ... 9 Authentication ... 57, 114-118 authentication certificate

definition of ... 9 authentication exchange

definition of ... 9 authentication information (AI)

definition of ... 9 authentication initiator

definition of ... 9 authorisation

definition of ... 9 authorisation policy

definition of ... 9 Authorisation Service ... 61 availability

definition of ... 10 Availability ... 114 Awareness ... 55 B Basic Authentication Service Model ... 58-59 Basic Authorisation Service Model ... 63 Basic Model ... 48 Basic Secure Association Service Model ... 99 Basic Security Audit Service Model ... 75 Basic Security Services ... 39, 47, 49 Basic Service Model ... 62, 98, 109 Basic User Authentication Service Model ... 93-94 Bibliography ... 5 Bind ACI to Message (Data) ... 103 C capability

definition of ... 10 Certification Authority ... 83, 87 Certification Authority Services ... 88 Certification Services ... 88 Change AI ... 60

Character Based User Interface ... 118 Check-Validity ... 53 ciphertext

definition of ... 10 claimant

definition of ... 10 claim authentication information (claim AI) definition of ... 10 Classification of Authorisation Schemes ... 66 cleartext

definition of ... 10 Combination of Authorisation Schemes ... 68 Communication Services ... 115 confidentiality

definition of ... 10 conformance ... 6 conforming application ... 6

strictly ... 5-6 Construct-Certification-Path ... 88 Context Management Services ... 53 contextual information

definition of ... 10 Conventions ... 5 corporate security policy

definition of ... 10 countermeasure

definition of ... 10 Create-Certification ... 88 Create Cryptographic Context ... 53 credentials

definition of ... 10 Cross-Certify ... 88 cryptanalysis

definition of ... 10 cryptographic checkvalue

definition of ... 11 Cryptographic-Context ... 50 Cryptographic Context Aware Caller ... 57 Cryptographic Context Unaware Caller ... 56 Cryptographic Mechanism Management Services ... 51 Cryptographic Operations ... 54 Cryptographic QOS Supporting API / Simple Security Selecting Caller ... 105 Cryptographic-Quality-of-Service

(Cryptographic-QOS) ... 50

Copyright © 1994 IEEE. All rights reserved. This is an unapproved IEEE Standards Draft, subject to change.

58 Alphabetic Topical Index

Cryptographic Quality of Service Supporting API /Simple Security Selecting Caller ... 105 Cryptographic-Service ... 50 Cryptographic Services ... 48 Cryptographic-Strength ... 50 cryptography

definition of ... 11 CSF Objects ... 49 D Database Services ... 117 data integrity

definition of ... 11 Data Interchange Serices ... 117 Data Modification ... 49 data origin authentication

definition of ... 11 decipherment

definition of ... 11 Decrypt ... 54 decryption

definition of ... 11 Definitions ... 5 De-install ... 60 Deinstall Mechanism ... 51 Delegation of Authority within an Enterprise Domain ... 20 Delete ... 110 Delete-Key ... 53 Denial of Service ... 26, 54 denial of service

definition of ... 11 Deposit evidence ... 110 digital fingerprint

definition of ... 11 digital signature

definition of ... 11 Disable ... 102 Disable and Re-enable ... 60 Disable Mechanism ... 51 Discovery and Use of Authentication Credentials ... 53 discretionary access control

definition of ... 11

Discretionary/Non-discretionary Authorisation Schemes ... 67 distinguishing identifier

definition of ... 12 Distribute ... 60 distributed application

definition of ... 12 Distributed Audit Services ... 76 Distributed Processing Support Services ... 116 Distributed Security Service Domain within an IT System ... 31-32 Distributed Systems and Security Domains ... 34 documentation

system ... 6 Domain Interaction Security Services ... 40, 81-82 Duplicate-Context ... 54 E Editorial Conventions ... 5 encapsulated subsystem

definition of ... 12 encipherment

definition of ... 12 Encrypt ... 54 encryption

definition of ... 12 end-to-end encipherment

definition of ... 12 Event Detection ... 74 Event Discrimination ... 74 Event Recording ... 74 Example Disposition of Security Services in Association Establishment ... 108 Example of Algorithm for Combination of Authorisation Schemes ... 69 exchange authentication information

(exchange AI) definition of ... 12 Extended Service Model ... 95 Extended User Authentication Service Model ... 95 Extract-Context ... 55 Extract-Key ... 55

Copyright © 1994 IEEE. All rights reserved. This is an unapproved IEEE Standards Draft, subject to change.

Alphabetic Topical Index 59

Extract Security Information ... 103 G General ... 1 General Approach ... 113 General Functional Requirements ... 113 General Terms ... 6 Generate ... 61 Generate Association Security Context ... 102 Generate-Asymmetric-Key-Pair ... 51 Generate-Check-Value ... 55 Generate evidence ... 109 Generate-Random-Number ... 51 Generate-Secret-Key ... 51 Generic Countermeasures ... 26 Generic Security Architecture ... 29 Generic Security Services ... 37 Generic Threats ... 24, 47 Get-Certificate ... 88 Get-Key-Data ... 52 Get-Key-Information ... 51 Get-Other-Key ... 53 Get-Private-Key ... 52 Get-Public-Key ... 52 Graphical Window System ... 118 Graphics ... 118 I identity-based security policy

definition of ... 12 IEEE Standard 1003.1 ... 5, 7 Impact of Access Control Services on Primary Service APIs ... 71 Impact of Audit Service on Primary Service APIs ... 79 Impact of Authentication Service on Primary Service APIs ... 61 Impact of Cryptographic Service on Primary Service APIs ... 56 Impact of Secure Association Service on Primary Service APIs ... 104 Implementation ... 91 implementation defined

definition of ... 5 Indirect Disclosure Vulnerabilities and Attacks ... 52 Initate-Certification-Path-Construction-

Context ... 88 Initialise-Context ... 54 Initialise-Key ... 51 initiator

definition of ... 12 initiator access control decision information (initiator ADI) definition of ... 12 initiator access control information (initiator ACI) definition of ... 13 Install ... 60, 110 Install Association ... 101 Install Mechanism ... 51 integrity

definition of ... 13 Interactions and Interrelationships between Security Domains ... 27 Interdomain ... 83, 86 Interdomain Management Related Services ... 86 Interdomain Operational Related Services ... 87 Interoperability-support Operations ... 55 Introduction ... 19, 29, 41, 47-48, 57, 61, 74, 81, 93, 96 Introduction of Malfeasant Software ... 48 Introduction of Unapproved Hardware ... 48 ISO/IEC 9945-1 ... 5, 7 IT System as a Subdomain of the Enterprise Domain. ... 21 K Key ... 50 key definition of ... 13 Key-Data ... 50 Key Distribution ... 83, 90 Key-Information ... 50 key management

definition of ... 13

Copyright © 1994 IEEE. All rights reserved. This is an unapproved IEEE Standards Draft, subject to change.

60 Alphabetic Topical Index

Key Management Services ... 51 L Lack of Awareness and Utility ... 55 Language Services ... 114 Layered Nature of Associations Between Security Domains ... 98 Layering of Services ... 37 List ... 110 M Management Related Services ... 91 Management Services ... 59, 69, 77, 85, 96, 101, 110 masquerade

definition of ... 13 may definition of ... 5 Message Protection Services ... 103 Miscellaneous ... 114-117 Modification of System Data ... 50 Modify ... 110 Modify Association ... 102 Modify-Context ... 54 N non-discretionary access control

definition of ... 13 Normative References ... 1 O off-line authentication certificate

definition of ... 13 One-Way-Function ... 54 on-line authentication certificate

definition of ... 13 Operational Information Provider Service ... 82, 84 Operational Information Storage

Propagation and Retrieval ... 83, 90

Operational Information Verification ... 85 Operational Related Services ... 91 Operational Services ... 53, 61, 70, 78, 85-86, 96, 102, 109 organisational security policy

definition of ... 13 P password

definition of ... 13 peer-entity authentication

definition of ... 13 physical security

definition of ... 13 Platform and Service Domains ... 32 policy

definition of ... 13 Portability and Interoperability ... 42 principal

definition of ... 14 privacy

definition of ... 14 private key

definition of ... 14 Processing ... 50, 52 public key

definition of ... 14 Public Key Management ... 52 Put-Uncertified-Key-Pair ... 53 Put-Uncertified-Public-Key ... 53 Q Query-Certificates ... 52 R Re-enable ... 102 Re-enable Mechanism ... 51 Related Standards Activities ... 7 Relationship to Platform and Service Domains ... 41 Release Association Security Context ... 102 Release-Context ... 54

Copyright © 1994 IEEE. All rights reserved. This is an unapproved IEEE Standards Draft, subject to change.

Alphabetic Topical Index 61

Release-Key ... 52 Repudiation ... 26, 54 repudiation

definition of ... 14 Restore-Context ... 55 Restore-Key ... 55 Retrieve evidence ... 110 Revoke ... 102 Revoke-Certification ... 88 rule-based security policy

definition of ... 14 S Scope ... 1 seal

definition of ... 14 secret key

definition of ... 14 Secure Association Service ... 96 Secure Association Services ... 84 secure interaction policy

definition of ... 14 Security Administration Services ... 40 Security and Primary APIs ... 45 security architecture

definition of ... 14 security attribute

definition of ... 14 security audit

definition of ... 15 Security Audit Detecting API / Security Unaware Caller ... 79-80 Security Audit Detecting Caller ... 79, 81 security audit message

definition of ... 15 security auditor

definition of ... 15 security audit record

definition of ... 15 Security Audit Service Model ... 74 Security Audit Services ... 74 security audit trail

definition of ... 15 Security Authority ... 22 Security Aware Caller ... 47 security certificate

definition of ... 15 Security Concepts ... 19 Security Context Supporting API / Security Selecting ... 106 Security Context Supporting API / Security Selecting Caller ... 106 Security Domain ... 23 security domain

definition of ... 15 Security Domains ... 23 Security Domains in Distributed Systems ... 34 Security Domains within an IT System ... 30 Security Enforcing API / Security Unaware Caller ... 104 security event manager

definition of ... 15 Security Information Verification ... 82 Security in POSIX Open System Environment Services ... 113 security label

definition of ... 15 Security Management APIs ... 44 Security Non-enforcing API / Security integrating Caller ... 107 Security Non-enforcing API / Security

Integrating Caller ... 107 Security Operational APIs ... 44 Security Policy ... 21 security policy

definition of ... 15 security service

definition of ... 16 Security Service Integration ... 41 Security Service Model ... 43 security state

definition of ... 16 security token

definition of ... 16 Security Unaware Caller ... 46 sensitivity

definition of ... 16 separation

definition of ... 16 Separation Mechanisms ... 38 Services Used Within An Association ... 103

Copyright © 1994 IEEE. All rights reserved. This is an unapproved IEEE Standards Draft, subject to change.

62 Alphabetic Topical Index

shall

definition of ... 5 should

definition of ... 5 signature

definition of ... 16 Special Instances of Interdomain Services ... 87 Spectrum of Authorisation Schemes ... 67 Sponsor Services ... 84, 92 Storage ... 49, 51 Store-Certificate ... 53 strength of mechanism

definition of ... 16 Stucturing and Placement of Security Services ... 29 Subdomains within a System Domain ... 31 supported

definition of ... 6 symmetric authentication method

definition of ... 16 system documentation

definition of ... 6 system security function

definition of ... 16 System Services ... 114 System Software and Hardware Modification ... 48 T target

definition of ... 16 target access control decision information (target ADI) definition of ... 16 target access control information (target ACI) definition of ... 17 Terminate-Certification-Path-Construction- Context ... 89 Terminology ... 5 Terminology and General Requirements ... 5 terms ... 6 threat

definition of ... 17 traffic analysis

definition of ... 17 traffic flow confidentiality

definition of ... 17 traffic padding

definition of ... 17 Transaction Processing ... 117 Transmission ... 49, 51 trap door

definition of ... 17 trojan horse

definition of ... 17 Trust ... 35 trust

definition of ... 17 Trust and Assurance ... 35 trusted computing base (TCB)

definition of ... 17 trusted functionality

definition of ... 17 trusted path

definition of ... 17 trusted third party

definition of ... 18 Trusted Third Party Services ... 83, 108 U Unauthorised Disclosure ... 25, 51 Unauthorised Modification ... 24, 48 Unauthorised Use of Resources ... 25, 53 undefined ... 6

definition of ... 6 Uninstall Association ... 102 unspecified ... 6

definition of ... 6 User Authentication ... 93 User Authentication Services ... 84 User Command Interface ... 117 Utility ... 55 V Validate evidence ... 110 verification authentication information (verification AI) definition of ... 18 verifier

definition of ... 18

Copyright © 1994 IEEE. All rights reserved. This is an unapproved IEEE Standards Draft, subject to change.

Alphabetic Topical Index 63

Verify ... 61 Verify Association Security Context ... 102 Verify-Check-Value ... 55 virus

definition of ... 18 vulnerability

definition of ... 18

Copyright © 1994 IEEE. All rights reserved. This is an unapproved IEEE Standards Draft, subject to change.

64 Alphabetic Topical Index

P1003.22/D2