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Publication Number:  NISTIR 7628, Revision 1 (3 Volumes) 

Title: Guidelines for Smart Grid Cybersecurity: 
Volume 1: Smart Grid Cybersecurity Strategy, 
Architecture, and High-Level Requirements 
Volume 2: Privacy and the Smart Grid 
Volume 3: Supportive Analyses and References 

Publication Date:  September 2014 

• Final Publication:  
NIST Publications Portal 
http://nvlpubs.nist.gov/nistpubs/ir/2014/NIST.IR.7628r1.pdf  
DOI URL (note: The DOI actually redirects to the URL above): 
http://dx.doi.org/10.6028/NIST.IR.7628r1  

• Link to NISTIR 7628 Revision 1 can be found on the CSRC NISTIR page at: 
http://csrc.nist.gov/publications/PubsNISTIRs.html#NIST-IR-7628r1  

 

• Information on other NIST Computer Security Division publications and 
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The following announcement was posted about this documents release: 

[October 2, 2014] 

NIST Interagency Report 7628 Revision 1 

NIST announces the publication of NISTIR 7628 Revision 1, Guidelines for Smart 
Grid Cybersecurity. The three volumes of NISTIR 7628 Rev. 1 present a 
comprehensive framework that organizations can use to develop effective 
cybersecurity strategies tailored to their particular combinations of smart grid-
related characteristics, risks, and vulnerabilities. Organizations in the diverse 
community of smart grid stakeholders can use the methods and supporting 
information presented in this report as guidance for assessing cybersecurity risk 
and identifying and applying appropriate cybersecurity requirements. Since the 
original release in 2010, smart grid technologies and implementations have 
moved from a notional vision to deployments and stakeholders have had the 
opportunity to provide feedback on the report and their experience deploying 
systems. 

 


