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Do Attack/Defend Exercises Belong in the Classroom?
Chair:  Deborah A. Frincke, University of Idaho
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Matt Bishop, University of California at Davis
Cynthia Irvine, Naval Postgraduate School
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Derek Simmel, CERT
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Loreto Remorca, Jr., Telos International Systems, ASIA
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Chair:  Penny Klein, DISA
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A View of the DoD Intelligence Community Accreditation Support Team (DICAST) C&A

Support and Its Role with the DITSCAP
Jack Torak, CIA

The National Security Telecommunications and Information Systems Security Committee
(NSTISSC) Work on a National C&A Standard

LtCol. Mark Loepker, National Security Agency
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FIPS 140-1 Encryption Requirements: Cryptographic Module Validation Program
Chair:  Annabelle Lee, National Institute of Standards and Technology

Panelists:
Laurie Mack, Communications Security Establishment, Canada
Ray Snouffer, National Institute of Standards and Technology

Access Certificates for Electronic Services
Chair:  Judith A. Spencer, General Services Administration

Panelists:
Stanley J. Choffrey, General Services Administration
George Datesman, Mitretek Systems
David Temoshok, General Services Administration

Lessons Learned in Establishing a Virtual Computer Incident Response Capability
Chair:  Marianne Swanson, National Institute of Standards and Technology

Viewpoints:
Lessons Learned – Communication, Coordination, and Cooperation

Kathy Fithen, CERT/CC, Carnegie Mellon University
Lessons Learned in Establishing and Incident Handling Capability

Marianne Swanson, National Institute of Standards and Technology
Federal Computer Incident Response Capability (FedCIRC)

David Adler, General Services Administration

Critical Security Issues – How to Meet the Challenges
Chair:  Anne F. Thomson Reed, Department of Agriculture

Panelists:
Mark A. Boster, Department of Justice
Daryl W. White, Department of Interior
Dr. David Nelson, NASA

DoD Information Security Projections:  The Service PM Perspective
Chair:  Jim Litchko, Integrated Management Services, Inc.

Panelists:
Colonel Mike Brown, U.S. Army
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Improving Networked Information System Trustworthiness:  A Research Agenda
Chair:  Fred B. Schneider, Professor, Cornell University

Viewpoints:
Introduction to “Trust in Cyberspace”

Fred B. Schneider, Professor, Cornell University
Networked Trustworthiness: The Public Telephone Network and the Internet

Steven M. Bellovin, AT&T Laboratories
Software and Architecture Issues

John C. Knight, University of Virginia
Networked Information Systems and Security

Stephen T. Kent, BBN Corporation
Economic and Public Policy Context for Trustworthiness

Fred B. Scheider, Professor, Cornell University

Biomimcry to Protect the Global Information Infrastructure
Chair:  Hilary Hosmer, Data Security, Inc.

Panelists:
Abigail Hafer, Curry College
Ruth Nelson, Information System Security

The Future of Multi-Level Secure (MLS) Information Systems
Chair:  John Campbell, National Security Agency

Panelists:
Jim Williams, Booz-Allen & Hamilton Inc.

Viewpoints:
New Direction for Multilevel Secure Information Systems

Tim Ehrsam, Oracle Corporation
The Future of MLS Information Systems

Mario Tinto, The Aerospace Corporation

Future Issues Track G

Practical Experiences Implementing a Scheme for Digital Signature
Chair:  Klaus J. Keus, GISA/BSI, Germany

Viewpoints:
The German Digital Signature Bill: Pratical and Technical Impllications

Dr. O.E. Liebetrau, Bundesamt fur Sicherheit in der Informationstechnik, Germany
A Certification Authority’s Position and Statement

P. Mertes, Deutsche Telekom AG, Germany
Evaluation and Confirmation of Products and Security Concepts: Requirements, Problems and

Solutions: Evaluation and Confirmation of Smart Cards for Digital Signatures – Special
Facets in the Debis Spectrum of SigG/V-Specific Services

Dr. H.R. Baader, debis IT-Security Services, Germany
Examination and Confirmation Bodies in the German Digital Signature Act

Dr. Ernst-Herman Gruschwitz, TUEV Information Technology GmbH, Germany
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Encryption Key Recovery: Off the Launch Pad
Chair:  Elaine Barker, National Institute of Standards and Technology

Panelists:
Robert Frith, Motorola, Key Recovery Allliance
Richard Guida, Key Recovery Demonstration Project
Dr. Stephen T. Kent, BBN

A View From the Trenches:  Leveraging Security Technology in the Networked Client/Server
Environment

Chair:  G. Mark Hardy, AXENT Technologies, Inc.

Commercial Network Intrusion Detection & Auditing Products: Installation, Integration, & Use
from the Security Professional’s Prospective

Chair:  Jim Codespote, National Security Agency

The Secret and Below Interoperability (SABI) Process – Assessing Community Risk
Chair:  LtCol Mark Loepker, National Security Agency

Panelists:
Curtis Dukes, National Security Agency
Charles Schreiner, National Security Agency
Willard Ukenholz, National Security Agency
Dallas Pearson, National Security Agency
Jack Eller, Defense Information Systems Agency

Report of the 1998 Annual Meeting of the National Colloquium for Information Systems Security
Education (NCISSE)

Chair:  Charles Reynolds, James Madison University
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